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Recently, distributed cloud infrastructures have become a potential busi-

ness opportunity for most service providers due to the exponential growth

of connected devices. The advent of the Internet of Things (IoT) and soft-

warized networks made centralized cloud systems impractical. In response,

Fog Computing (FC) emerged, enabling the deployment of services on com-

putational resources from the cloud up to the edge. However, the adoption

of FC concepts is still in its early stages and challenges persist to fully ben-

efit from fog-cloud infrastructures. One of them is known as Service Func-

tion Chaining (SFC) where providers benefit from network softwarization

to create virtual chains of connected services. Recent research has tack-

led SFC allocation through theoretical modeling and heuristic algorithms,

which often cannot cope with the dynamic behavior of the network. Thus,
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in this chapter, we explore a subset of Machine Learning (ML) called Rein-

forcement Learning (RL) to provide an efficient solution for SFC allocation

in FC. The proposed approach learns about the best resource allocation

decisions, focused on energy efficiency from a previously presented Mixed-

integer linear programming (MILP) formulation. Results showed that RL

algorithms perform comparably to state-of-the-art ILP-based implementa-

tions while offering more scalable solutions. Future research directions and

open challenges are discussed.

Keywords: Fog Computing, Service Function Chaining, Reinforcement

Learning, Internet of Things . . .

1.1. Introduction

With the advent of the Internet of Things (IoT), distributed cloud architec-

tures have become a potential business opportunity for most cloud providers

[1]. Low-Latency and high mobility constraints are among the strictest require-

ments imposed by IoT services, making centralized cloud solutions impracti-

cal. In response, cloud computing evolved towards a novel paradigm called

Fog Computing (FC) [2], where a distributed cloud infrastructure is set up

to provide services close to end-users. Furthermore, micro-services are cur-

rently revolutionizing the way developers build their software applications [3].

An application is decomposed in a set of self-contained containers deployed

across a large number of servers instead of the traditional single monolithic

application. In fact, containers are the most promising alternative to the con-

ventional Virtual Machines (VMs), due to their low overhead and high porta-

bility. Nevertheless, several challenges in terms of resource provisioning and

service scheduling persist which prevent service providers and end-users from
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fully benefiting from micro-service patterns. One key challenge that remains

is called Service Function Chaining (SFC) [4], where services are connected in

a specific order, forming a service chain that each request needs to traverse

to access a particular Network Service (NS). For instance, a service chain can

be composed of an API, a database and an Machine Learning (ML) service.

Sensors access the API to send their data to the infrastructure while users

access the database service to retrieve the sensor’s collected data. This data

may have already been filtered and modified by an ML service. In Fog-cloud

environments, the interactions between fog locations and cloud are crucial to

ensure that services operate properly due to the hierarchical architecture. For

example, the database service must be allocated close to the users in a fog

location, but the ML service could be instantiated in the cloud where more

computing resources are available. We need proper provisioning strategies to

ensure both services are allocated close enough so that users do not experience

latency in accessing the inferred results. These chain requirements (e.g. ser-

vice location, low-latency, minimum available bandwidth) must be guaranteed

during SFC allocation in FC, which are currently not being studied since SFC

concepts are still mostly unexplored in FC environments.

Although the theoretical foundations of FC have already been established,

the adoption of its concepts is still in its early stages and practical implemen-

tations are still scarce. Furthermore, current studies on resource allocation are

mainly focused on theoretical modeling and heuristic-based solutions, which in

most cases cannot cope with the dynamic behavior of the network and leads

to poor resource utilization and scalability issues. In fact, resource allocation

is a difficult online decision-making problem where appropriate actions depend

on fully understanding the network environment. Thus, in this chapter, we
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explore a subset of ML called Reinforcement Learning (RL) [5] to provide a

suitable solution for SFC allocation in FC. The SFC allocation problem has

been translated into an RL problem where the best resource allocation decisions

(i.e. actions) are learned depending on the current status of the network in-

frastructure (i.e. environment). Based on a previously presented Mixed-integer

linear programming (MILP) formulation, an environment has been developed

where agents learn to allocate service chains in FC directly from interacting

with the environment without any knowledge or information at the beginning.

Our results show that RL techniques perform comparably to state-of-the-art

ILP-based implementations but provide more scalable solutions.

In summary, FC is one of the most challenging topics in modern cloud

computing, along with resource allocation and service chaining concepts. The

rest of the chapter is organized as follows: Section 1.2 provides a brief overview

of the technical background. Section 1.3 discusses the current state-of-the-art

on resource allocation for FC. Section 1.4 presents the proposed RL approach

for SFC allocation in FC, which is followed by the evaluation setup in Section

1.5. Next, in Section 1.6, results are shown. Finally, future research directions

and open challenges are discussed in Section 1.7, concluding the chapter.

1.2. Technology overview

This section provides a brief overview of the FC paradigm. Then, the funda-

mental concepts related to resource allocation and service function chaining

are discussed. Finally, the main concepts of RL are introduced.
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Figure 1.1: High-level view of a Fog Computing environment [6].

1.2.1. Fog Computing (FC)

The FC paradigm is an extension of cloud computing to provide resources on

the edges of the network to deal with the exponential growth of connected

devices [7]. Figure 1.1 presents a high-level view of the FC environment. In

contrast to a centralized cloud, fog nodes are distributed across the network

to act as an intermediate layer between end devices and the cloud. These

so-called fog nodes, edge locations or even Cloudlets [8] are essentially small

cloud entities, which bring processing power, storage procedures, and memory

capacity closer to devices and end-users to enable local operations. Cloud nodes

are the traditional cloud servers where a high amount of resources is available.

1.2.2. Resource Provisioning

Resource provisioning or also known as resource allocation has been studied for

years in the network management domain [9, 10, 11]. Resource provisioning is
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related to the allocation of computing, network and storage resources needed

to instantiate services requested by users and devices over the Internet. In

recent years, cloud providers and users have been working together towards an

efficient manner of dealing with computing resources. On one hand, users want

to receive the best Quality of Service (QoS) for the minimum cost while cloud

providers want to increase their revenue. Users want to maximize their service

plan without increasing their costs while cloud providers want to respect the

agreed QoS level by using a minimum percentage of their infrastructure. Thus,

energy efficiency is essential for cloud providers while low-latency is crucial

for users. Reducing costs by using the minimum amount of hardware while

guaranteeing users QoS level, or increase the number of active nodes to reduce

latency between the deployed service and the user to a minimum. Efficient

allocation strategies are crucial for both cloud providers and users. Different

provisioning policies can be applied depending on the status of the network

infrastructure or the current user demand.

In addition, with the advent of FC, resource allocation has become an

even more important research topic. FC has been introduced as an answer to

the inherent provisioning challenges introduced by IoT services. For example,

IoT services are highly challenging in terms of latency. Delay-sensitive services

(e.g. connected vehicles, interactive video applications) require latencies in the

order of milliseconds. If the latency increases, surpassing the communication

threshold, the user connection can become unstable and the user control over

the service is potentially lost. Also, since vehicles and users are continuously

moving in the network area, mobility is another important factor to consider.

Allocation strategies must consider service reallocations in case user connec-

tivity is lost to ensure proper service operation at all times. Centralized cloud
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Figure 1.2: An example of a Service Function Chaining deployment [15].

infrastructures cannot fully satisfy the dynamic demands of these types of ser-

vices. Therefore, FC is essential to rapidly modify the allocation of services

according to highly variable demand patterns.

1.2.3. Service Function Chaining (SFC)

SFC placement [12, 13] has been studied in the network management domain

during the last few years. SFC is related to the services’ proper ordering ensur-

ing that each user has to traverse the given service chain to access a particular

NS as shown in Figure 1.2. The circles represent different service functions

while the arrows show how the traffic is steered in the network. User requests

are routed through the service chain according to a service graph, which aims

to optimize resource allocation to further improve application performance.

SFC enables cloud providers to dynamically reconfigure softwarized NSs with-

out having to implement changes at the hardware level. SFC provides a flexible

and reliable alternative to today’s static network environment.
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Figure 1.3: The representation schema of most RL scenarios.

1.2.4. Micro-service Architecture

Recently, micro-service patterns [14] gained tremendous attention. An applica-

tion is decomposed in a set of loosely coupled services that can be developed,

deployed and maintained independently. Each service is responsible for a single

task and communicates with the other services through lightweight protocols.

These services can then be developed in different programming languages and

even using different technologies. Nowadays, containers are the most promising

alternative to the traditional monolithic application paradigm, where almost

everything is centralized and code-heavy.

1.2.5. Reinforcement Learning (RL)

In recent years, RL methods have become an important area in ML research

[16, 17, 18]. The typical scenario in RL is represented in Figure 1.3. In most

cases, RL techniques are used to solve sequential decision-making problems.

An RL agent learns to make better decisions directly from experience inter-

acting with an environment. The environment represents the problem to solve.

In the beginning, the agent knows nothing about the problem at hand and
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learns by performing actions in an environment. For each action taken, the

agent receives a reward and a new observation that describes the new state of

the environment. Depending on the goal and how well the agent is performing

on the given task, the reward can be positive or negative. The agent learns

to be successful by repeated interaction with the environment, by determining

the inherent synergies between states, actions and subsequent rewards. Ulti-

mately, RL algorithms try to maximize the total reward an agent would collect

by experiencing multiple problem rounds. For instance, let us consider an agent

allocating resources in a cloud infrastructure. The agent would receive a re-

ward for each action applied in the system. If the action translates into an

appropriate allocation scheme, the agent will receive a positive reward. Oth-

erwise, if the agent performs a bad action (e.g. terminate a service needed in

the network), which produces an inappropriate allocation scheme, the reward

would be negative. To maximize the reward, the agent would need to apply

actions that translate into proper allocation schemes at all times. The ultimate

goal in this scenario would be to train an agent able to learn good allocation

actions to maximize performance and minimize costs.

1.3. State of the art

With the advent of FC concepts, efficient resource provisioning is needed in

modern cloud infrastructures. This section provides a summary of the relevant

previous studies concerning specifications and implementations of resource al-

location strategies for fog-cloud infrastructures. First, research on resource al-

location for FC is introduced, which is followed by recent advances in resource

provisioning provided by ML methods. Finally, recent works on RL for resource
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allocation are highlighted.

1.3.1. Resource Allocation for Fog Computing

Recently, a handful of research efforts has been performed in the context of

resource provisioning in FC environments. In [19], the authors proposed an

allocation scheme to support crowdsensing applications in the context of IoT.

Their approach has been formulated as a MILP model which takes cost-efficient

provisioning and task distribution into account. Results confirmed that their

proposal could outperform traditional cloud infrastructures. In [20], an opti-

mization formulation for the QoS-aware deployment of IoT applications over

Fog infrastructures has been proposed and implemented as a prototype called

FogTorch. Their approach focused not only on hardware and software demands

but also on QoS requirements, such as network latency and bandwidth. Re-

sults showed that their algorithm ensures optimal service deployment while

decreasing hardware capacity and increasing resource demands. Additionally,

in [21], the IoT resource allocation problem in FC has been modeled as an

ILP formulation, where QoS metrics and deadlines for the deployment of each

application have been considered. Results proved that their formulation can

prevent QoS violations and reduce costs when compared to a traditional cloud

approach. Furthermore, in [22], a particle swarm optimization algorithm has

been proposed for the resource allocation problem in fog-cloud infrastructures

specifically focused on Smart buildings. Results showed that their approach can

reduce the response time and the cost of VM allocations. In [23], an ILP model

for the Fog resource provisioning problem has been formulated followed by a

heuristic-based algorithm able to find suboptimal solutions, albeit achieving
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better time efficiency. In their work, the authors studied the trade-off between

maximizing the reliability and minimizing the overall system cost. Moreover,

in [24], service placement strategies for FC based on matching game algorithms

have been introduced. On one hand, the first approach is based on SFC con-

cepts since the ordered sequence of services requested by each application is

considered. On the other hand, the second one formulates the problem while

overlooking the chain structure to lower the computation complexity with-

out compromising performance. Also, in [25], an edge container orchestrator

for low powered devices called FLEDGE has been presented. Their results

showed that FLEDGE minimizes resource costs when compared with other

platforms. Recently, their work has been extended in [26], where the scalabil-

ity and volatility of a fog-cloud infrastructure have been studied. The authors

proposed a scheduling algorithm to allocate services in a large-scale Fog de-

ployment capable of adapting to network changes.

Although most of the cited research has dealt with allocation issues in FC,

none of the aforementioned studies considered realistic QoS requirements or

any kind of constraints coming from the high demands imposed by IoT (e.g.

latency thresholds, service location, container-based services). Furthermore,

most research is focused on theoretical modeling and simulation studies which

limit their practical implementation.

1.3.2. ML techniques for Resource Allocation

Due to recent advances in ML, studies have been carried out to apply ML meth-

ods to resource allocation problems. In [27], the authors proposed supervised

learning techniques to predict future NFV requests. Their goal is to proactively
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allocate resources based on previously observed patterns. Results showed that

their proposal can proactively satisfy NFV requests. In [28], neural-network

models have been proposed to address the VNF auto-scaling problem in 5G

Networks. Their goal is to predict the required number of VNFs at a given

moment based on previous traffic demands. Furthermore, an ILP formulation

has been presented to solve the SFC allocation problem. Results proved that

the average end-to-end (E2E) latency reduces significantly when service chains

are allocated at the edge. In [29], an ML model has been employed to pre-

dict VNF resource demands with high accuracy (e.g. CPU). Their approach

can be applied to SFC allocation problems, such as auto-scaling and optimal

placement. Additionally, in [30], the fog infrastructure has been modeled as a

distributed intelligent processing system called SmartFog by using ML tech-

niques and graph theory. Their approach provides low-latency decision-making

and adaptive resource management through a nature-inspired fog architecture.

In summary, supervised and unsupervised ML techniques have been imple-

mented in the literature to improve decision-making in cloud infrastructures.

Most cited research deals with allocation and auto-scaling problems that tradi-

tional methods (e.g. theoretical modeling, heuristic algorithms) have not been

able to fully resolve due to the dynamic behavior of the network.

1.3.3. RL methods for Resource Allocation

Recently, RL methods have been given significant attention in the field of

resource allocation. In [31], a deep RL technique called DeepRM has been pre-

sented to solve the task placement problem in a cloud management system.

Their initial results showed that DeepRM performs comparably to heuristics-
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based solutions and that it can learn different strategies depending on the

network status. In [32], the IoT service allocation problem is addressed by

employing an RL mechanism to calculate satisfactory levels of Quality of Ex-

perience (QoE). Their evaluations proved the efficiency of the applied methods.

Furthermore, in [33], an RL-based optimization framework has been presented

to tackle the resource allocation problem in wireless Multi-access edge com-

puting (MEC). Their objective is to minimize costs while optimizing resources.

Simulation results have been presented where their proposed methods achieved

significant cost reductions. In [34], RL techniques have been studied for their

applicability to the SFC allocation problem in NFV-SDN enabled metro-core

optical networks. Their results demonstrated the advantages of using RL-based

optimizations over rule-based methods. Additionally, in [35], a fog resource

scheduling mechanism based on deep RL has been presented. Their approach

is focused on vehicular FC use cases aiming to minimize the time consumption

of safety-related applications. Results showed that their proposed schemes can

reduce time consumption when compared to traditional approaches.

In summary, RL methods have proven their potential applicability to re-

source allocation issues during the past years. However, the performance of RL

techniques is deeply interconnected with the way the environment and the re-

ward system is set up. Depending on the assumptions made in the system, RL

methods could deliver completely different results. To the best of our knowl-

edge, RL methods have not yet been applied to SFC allocation where fog-

cloud infrastructures and container-based services have been assumed. Also,

the dynamic behavior of the network and different scheduling strategies (e.g.

low-latency, energy efficiency) have not been entirely addressed. However, RL

techniques have proven that learning directly from experience could work in
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a practical deployment and offer a real alternative to current heuristic-based

approaches. Thus, in the next section, a novel RL approach for SFC allocation

in FC is proposed.

1.4. A RL approach for SFC Allocation

in Fog Computing

This section introduces the RL approach for SFC allocation in FC. First, the

IoT allocation problem formulation is presented. Then, the observation and

action spaces from our RL environment are described. Finally, the reward

function and the agent are introduced.

1.4.1. Problem formulation

As mentioned, the IoT allocation problem has been modeled as a MILP formu-

lation previously presented in [36]. The model considers a fog-cloud infrastruc-

ture where containerized service chains can be allocated. An IoT application

is decomposed in a set of micro-services, which have a particular replication

factor for load balancing or redundancy. Multiple users are expected to ac-

cess these micro-services. The fog-cloud infrastructure manages a set of nodes,

in which micro-service instances must be allocated based on its requirements

and subject to multiple constraints. For example, nodes have limited capacities

(e.g. CPU and memory) and all micro-services composing a given application

must be allocated in the network so that the application can be considered

deployed. The MILP formulation has been translated into an RL environment
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Table 1.1: Variables used for the minimization of the overall system cost.

Symbol Description

P a,ids,βi
(n) The placement matrix. If Pa,ids,βi

(n) = 1, the replica βi of micro-
service s is executed on node n for the application a with the
SFC identifier id.

$n The associated weight to node n

ωs The CPU requirement (in cpu) of the micro-service s

γs The memory requirement (in GB) of the micro-service s

δs The bandwidth requirement (in Mbit/s) of the micro-service s.

called gym-fog 1 where actions can be performed and at each time step, a

new observation is given which describes the new state of the environment. It

should be noted that only the cloud formulations have been considered for the

designing of the RL approach and wireless aspects available in the model have

not been used.

For this work, we designed a new objective for the MILP model: the mini-

mization of the overall cost of the system, which translates into increased en-

ergy efficiency. By using the nomenclature of the MILP formulation presented

in Table 1.1, this objective can be expressed as shown in (Equation 1.1). The

agent will try to learn how to minimize the overall system cost as a MILP

formulation by interacting with the gym-fog environment.

∑
a εA

∑
id ε ID

∑
s ε S

∑
βi ε β

∑
n ε N

P a,ids,βi
(n)×$n × ωs × γs × δs (1.1)

1https://github.com/jpedro1992/gym-fog
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Table 1.2: A sample fraction of the observation space of the gym-fog
environment.

Metric Name Description

Ratio S1 (RS1) The relation of allocated micro-service 1 instances
between the MILP model and the agent.

Ratio S2 (RS2) The relation of allocated micro-service 2 instances
between the MILP model and the agent.

Cost RL (RL) The agent allocation scheme cost.

Cost MILP (MILP) The MILP allocation scheme cost.

User Requests (UR) The number of user requests at the given moment.

1.4.2. Observation Space

The observation space corresponds to the state representing the environment

at a given step. For instance, consider an agent playing a chess game, the ob-

servation will be the board status of a particular game. In the implemented

gym-fog, the observation space has been designed as shown in Table 1.2. For

an easier understanding of our methodology, let us consider a small infrastruc-

ture where all user requests coming to our system are made based on an IoT

application decomposed in 2 individual micro-services. The observation space

will be constituted by five metrics. Two metrics (RS1 and RS2) represent the

ratio between the allocation scheme proposed by the agent and the MILP

model for each micro-service. Then, two metrics (RL and MILP) represent the

overall system cost given by the agent and the MILP model, respectively. Fi-

nally, the last metric (UR) is about the exact number of user requests made

in the network at that particular step. Thus, the observation space increases

linearly with the number of applications available in the MILP model and their

corresponding micro-services.
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Table 1.3: A sample fraction of the action space of the gym-fog environment.

Action Label Description

DoNothing The agent does nothing.

Deploy-S1-N1 Allocate a micro-service 1 instance in node 1.

Deploy-S2-N1 Allocate a micro-service 2 instance in node 1.

Stop-S1-N1 Terminate the micro-service 1 instance in node 1.

Stop-S2-N1 Terminate the micro-service 2 instance in node 1.

1.4.3. Action Space

The action space corresponds to all actions that the agent could apply in the

environment. Considering the same chess analogy as before, the action space

in a chess game would be selecting each piece and move it to a certain board

position. In a fog-cloud infrastructure, the action space must include the allo-

cation and termination of all micro-services available in the system. The action

space of the gym-fog environment has been designed as shown in Table 1.3 as-

suming the same IoT application constituted by 2 micro-services and that the

fog-cloud infrastructure is represented by only one node. The action space is

composed of 5 discrete actions. The action space also increases linearly with

the number of micro-services and the number of nodes available in the infras-

tructure. The first action is called as DoNothing since when applied by the

agent, no allocation or termination will be performed in the network. Thus,

the agent should only select this action when the current allocation scheme

meets the current network demand. The second set of actions corresponds to

the allocation of micro-service instances (Deploy-Si-Ni). The Agent can choose

which micro-service instance should be allocated and on which node it should

be executed. The action space has been designed in this manner to make sure

that the agent can find better allocation decisions by choosing a particular
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micro-service instance to be deployed on a certain node. The agent can apply

a given action from this set several times if more instances of the same micro-

service are needed in the network to support all user requests. Finally, the last

set of actions (Stop-Si-Ni) corresponds to the termination of micro-service in-

stances. As in allocation actions, the agent chooses which micro-service should

be terminated and which instance should it be since the node where the micro-

service is deployed is also given. Our goal is to teach the agent that a certain

number of micro-service instances needs to be allocated for the proper chain

operation and to support all user requests.

1.4.4. Reward Function

The purpose of the reward function is to teach the agent how to maxi-

mize the accumulated reward by selecting appropriate actions depending on

the observation provided by the environment. A certain reward is obtained for

each action the agent selects. This reward can be positive or negative. Thus,

the agent can learn if its chosen action was appropriate based on the received

reward. The design of an appropriate reward function through the manual tun-

ing of ML parameters is needed to ensure the agent learns what it is supposed

to. The reward function implemented in the gym-fog environment is shown

in Alg. 1. The agent’s purpose is to learn how to allocate micro-services in a

fog-cloud infrastructure according to the MILP formulation. The MILP model

provisions services in the network area by minimizing the overall system cost,

as shown previously. Therefore, the closer the agent is to achieve the MILP’s

solution, the higher the reward it receives. First, rewards are calculated based

on constraints included in the MILP model. For instance, a constraint has
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Algorithm 1 Reward Function of the gym-fog environment

Input: Observation state after action step in
Output: Reward out

1: // Return the reward for the given state
2: getReward(obs):
3: reward = 0
4: ratioS1 = obs.get(1)
5: ratioS2 = obs.get(2)
6: costRL = obs.get(3)
7: costMILP = obs.get(4)
8:

9: // Reward based on Keywords for MILP constraints
10: // Constraint: MAX micro-services on a single Node
11: // Constraint: Terminate micro-service without deployment first
12: // Constraint: MAX micro-service instances reached
13: if constraintMaxServicesOnNode == True then
14: return −1
15: if constraintTerminateServiceF irst == True then
16: return −1
17: if constraintMAXServiceInstances == True then
18: return −1
19:

20: // Micro-service ratio Reward calculation
21: reward = reward+ getRatioReward(ratioS1)
22: reward = reward+ getRatioReward(ratioS2)
23:

24: // Cost Reward Calculation
25: reward = reward+ getCostReward(costRL, costMILP )
26:

27: // Ultimate Goal calculation
28: if ratioS1 == 1 and ratioS2 == 1 then
29: if costRL > costMILP then // High Reward
30: reward = reward+ 10
31: if costRL == costMILP then // MAX Reward
32: reward = reward+ 100
33:

34: return reward
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Algorithm 2 Micro-service Ratio Reward Calculation

Input: Micro-service Ratio observation state in
Output: Ratio reward out

1: // Return the reward for the given micro-service ratio
2: getRatioReward(ratio):
3: if ratio == 0 then // No service deployed - Bad solution
4: return −5
5: else if ratio == 1 then // Equal to the MILP - Good solution
6: return 5
7: else then // Under / Over-provisioning scheme
8: return −1

Algorithm 3 Cost Reward Calculation

Input: CostRL, CostMILP in
Output: Cost reward out

1: // Return the reward for the relation between the CostRL and CostMILP
2: getCostReward(costRL, costMILP):
3: if costRL < costMILP then // Lower than MILP - Bad solution
4: return −10
5: else if costMILP ≤ costRL ≤ 1.10×costMILP then // Best Solution
6: return 10
7: else if 1.10×costMILP < costRL ≤ 1.25×costMILP then
8: return −2
9: else if 1.25×costMILP < costRL ≤ 1.75×costMILP then

10: return −4
11: else if 1.75×costMILP < costRL ≤ 2.0×costMILP then
12: return −6
13: else if 2.0×costMILP < costRL ≤ 3.0×costMILP then
14: return −8
15: else if 3.0×costMILP < costRL ≤ 4.0×costMILP then
16: return −10
17: else then // > 4×costMILP
18: return −20
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been added to limit the allocation of one instance of the same micro-service

per node. Thus, if the agent selects an action that would revoke this constraint,

the agent would receive a negative reward (i.e. -1). Then, individual rewards

are calculated for each micro-service ratio as shown in Alg. 2. First, if the num-

ber of allocated micro-service instances by the agent is equal to zero, a reward

of -5 is retrieved because the agent is not allocating a single instance of this

micro-service, which prevents the service chain from proper operation. Second,

if the number of allocated micro-service instances by the agent is equal to the

ones allocated by the MILP model, a reward of 5 is returned. Finally, a reward

of -1 is retrieved in case the agent is allocating a higher number of replicas

that are not required (i.e. over-provisioning) or if the agent is allocating fewer

instances than needed (i.e. under-provisioning).

After ratio reward calculation, a cost reward function is performed as shown

in Alg. 3. First, if the agent’s cost is lower than the MILP one, a negative

reward is returned because the agent cannot have a lower cost since the MILP

solution is optimal. Thus, the agent is probably violating several constraints of

the IoT service problem. Then, if the agent’s cost is equal or up to 10% higher

than the MILP one, 10 is returned since the agent is performing similar to

the MILP model. Then, depending on how higher the agent cost is compared

to the MILP one, a decreasing reward is returned, meaning that the agent is

being taught that the closer it stays to the MILP cost, the higher reward it

receives. Nevertheless, the ultimate goal is to achieve similar costs to the MILP

model and allocate all necessary micro-service instances for the acceptance of

all user requests. Thus, two bonus rewards can be given to the agent if all

micro-service ratios are equal to 1. First, if the agent’s cost is higher than the

MILP cost, a bonus reward of 10 is given since the agent allocated all micro-
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service instances needed in the network, despite the higher cost. Second, if

the agent’s cost matches the MILP cost, a bonus reward of 100 is retrieved

because the agent accomplished exactly what it was supposed to. The agent

learned how to allocate micro-services in a fog-cloud infrastructure as a MILP

formulation.

1.4.5. Agent

This section introduces the Q-Learning agent used in the evaluation of the

gym-fog environment. Q-learning [37] is a classical RL algorithm that learns

the best action to select at a given state by experiencing each state-action

pair Q(s, a). Q-learning is an off-policy RL method since the agent learns the

optimal policy (π) independently of the applied actions based on a two-step

process. The first process is called exploitation where a Q-table is calculated

as a baseline for all possible actions for a given state. Then, the action with a

higher value (i.e. maximum reward) would be applied. The second operation

is called exploration since the agent instead of selecting actions based on the

maximum future reward, the agent selects an action at random which allows

the exploration and discovery of new states that otherwise could have not

been explored due to the exploitation process. Exploration and exploitation

rates can be settled at run time, thus complete control over the algorithm is

provided.

The main issue with Q-learning agents is that it requires to see all action-

state pairs for a given environment to be able to apply actions that would

maximize reward. As the problem size grows, representing all state-actions

pairs in memory becomes prohibitive. For instance, increasing the complexity
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Table 1.4: The reduced observation space of the gym-fog environment.

Metric Name Number of States

RatioS1 3 states (ratio calculation): [RS1 = 0, RS1 = 1, else]

RatioS2 3 states (ratio calculation): [RS2 = 0, RS2 = 1, else]

Cost 8 states (cost calculation): [RL < MILP,
MILP ≤ RL ≤ 1.10×MILP , ... , RL > 4.0×MILP]

UserRequests 4 states: [UR <= 20, UR <= 32, UR <= 40, UR <= 50]

Total 288 states (3 × 3 × 8 × 4)

of the gym-fog environment (e.g. adding nodes to the infrastructure, adding

extra services to the service chain), has a serious impact on memory and exe-

cution time because it is directly linked with the size of the action and state

space. Thus, to reduce the space complexity, the observation space has been

discretized as shown in Table 1.4, where a specific range for each observation

metric has been attributed reducing significantly the number of states that

the Q-learning agent needs to consider. Assuming the previous fog-cloud in-

frastructure, the observation space would have been reduced into 288 discrete

states. First, the observation metrics regarding micro-service allocations have

been reduced into 3 spaces. For instance, the Ratio S1 can only be equal to 0,

equal to 1, or anything else (i.e. all other possibilities are grouped). These 3

states are the only states that the Q learning agent needs to consider to find

good actions regarding the Ratio S1 metric. Additionally, the two cost obser-

vation metrics (costRL and costMILP) have been combined into a new metric

called cost where the difference between these two is used to formulate 8 states

based on the previously shown cost reward function. Finally, user requests are

also aggregated into 4 states based on the solutions provided by the MILP

model, which vary depending on the service chains to be allocated and on the

considered fog-cloud infrastructure.
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Figure 1.4: The fog-cloud infrastructure for the gym-fog environment evaluation.

1.5. Evaluation Setup

This section describes the fog-cloud infrastructure used for the evaluation of

the gym-fog environment. Then, the environment implementation is detailed

followed by the respective configuration applied in the evaluation.

1.5.1. Fog-cloud infrastructure

The fog-cloud infrastructure illustrated in Fig. 1.4 has been represented in the

gym-fog environment. A total area of 324 km2 has been considered. The fog-

cloud infrastructure is deployed on five locations L, where the micro-service

allocation is possible. Each location manages a set of three nodes. The hardware

configurations of each node are shown in Table 1.5. Each node has a given

computing capacity (i.e. CPU, RAM and Bandwidth) and a certain weight,
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Table 1.5: The hardware configuration of each node.

Node CPU (cpu) RAM (Mi) Band. (Mbit/s) Weight

Worker 1 2.0 4.0 10.0 2.0

Worker 2 2.0 4.0 10.0 2.0

Worker 3 1.0 2.0 5.0 1.0

Worker 4 2.0 4.0 10.0 2.0

Worker 5 1.0 2.0 5.0 1.0

Worker 6 2.0 4.0 10.0 2.0

Worker 7 2.0 4.0 10.0 2.0

Worker 8 2.0 4.0 10.0 2.0

Worker 9 1.0 2.0 5.0 1.0

Worker 10 2.0 4.0 10.0 2.0

Worker 11 2.0 4.0 10.0 2.0

Worker 12 2.0 4.0 10.0 2.0

Worker 13 6.0 16.0 30.0 3.0

Worker 14 6.0 16.0 30.0 3.0

Master 8.0 24.0 30.0 3.0

which are the necessary information to calculate the overall system cost based

on the MILP formulation.

1.5.2. Environment Implementation

The gym-fog environment was developed based on the OpenAi gym [38]. Ope-

nAi gym is an open-source toolkit for RL research written in Python. It includes

a collection of benchmark problems that expose a standardized interface com-

paring RL algorithms in terms of performance. The MILP formulation initially

developed in Java has been rewritten in Python to ease the interaction between

the MILP model and the OpenAi gym. The gym-fog environment was built

based on the OpenAi gym structure as shown in Figure 1.5. To begin the ex-
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Figure 1.5: The OpenAi gym environment structure.

periment, the initialize function is triggered. Then, during the training, at each

iteration, the agent selects an action which then is passed to the environment

by OpenAi gym through a step function, where a new state and the respective

reward are returned. Also, a reset function is used at the beginning or when

each episode is finished so that the initial state of the environment is rein-

stated. Furthermore, a render function can be used to render the environment

after each step. Finally, a close function is called when the learning process is

completed to properly terminate the environment. The implemented gym-fog

uses the mentioned functions to interact with the MILP model. Essentially,

OpenAi gym acts as a bridge between our MILP model and the agent.

1.5.3. Environment Configuration

The gym-fog environment configuration is shown in Table 1.6 based on the

described fog-cloud infrastructure. One application is available, which is de-
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Table 1.6: The gym-fog environment configuration.

Name Description

Number Applications 1

Number of Micro-services 3

Number of Locations 5

Number of Nodes 15

The SFC Structure a1 : s1 → s2 → s3

Max. Replication factor 5

Action Space 91 actions

Observation Space 6 Observation Metrics

Reduced Observation Space 864 states

Episode Duration 100 steps

Agent Explore / Learning Rate 0.01 / 0.001

composed in three micro-services composing a service chain. The maximum

replication factor corresponds to 5, meaning that the MILP model or the agent

can only deploy 5 micro-service instances of the same type of micro-service.

The action space is constituted by 91 actions (3 micro-services, 15 nodes), while

the observation space is constituted by 6 observation metrics which have been

reduced into 864 discrete states. Each episode duration is constituted of 100

steps. The agent’s explore rate and learning rate have been settled to 0.01 and

0.001, respectively. For the evaluation, the agent and the MILP calculations

have been executed on a 6-core Intel i7-9850H CPU @ 2.6 GHz processor with

16 GB of memory.

1.6. Results

This section presents the obtained results. First, a static scenario has been

evaluated where the number of user requests is kept constant throughout the
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evaluation. Then, a dynamic use case is assessed where the network demand is

constantly changing since users join and leave randomly.

1.6.1. Static scenario

As a first evaluation, the Q-learning agent has been trained during 10000

episodes by considering a static use case where the number of user requests

has been kept constant. Thus, dynamic changes in terms of user requests are

not expected in this experiment. The Q-learning agent should be able to learn

significantly faster adequate actions in this use case than in a dynamic scenario

since the number of requests is constant throughout all training. In Figure 1.6,

both the reward accumulated and the cost difference between the Q-Learning

agent and the MILP model are illustrated. A smoothing window of 100 has

been applied to reduce spikes in both curves. As shown, the agent can reduce

the overall system cost reaching solutions 5% worse than the MILP model. Ad-

ditionally, accumulated rewards of 1200 have been obtained in a single episode

meaning that the agent is receiving on average a reward of 12 per step, which

based on our implemented reward function means that the agent is allocat-

ing all the required micro-service instances in the infrastructure though it is

not able to fully optimize the overall system cost as the MILP model. Also,

another important factor to consider is the percentage of accepted requests in

each episode shown in Figure 1.7 since the agent can reach low costs without al-

locating all the necessary micro-services which would translate into unaccepted

user requests. The first 10 steps have been disregarded regarding the accep-

tance of requests as a warming up period, ensuring that the agent has enough

steps to properly select actions. As shown, the Q-learning agent can accept all
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Figure 1.6: The accumulated reward and the cost difference for the static use case.

Figure 1.7: The percentage of accepted requests for the static scenario.

user requests (i.e. 100%) consistently after 500 episodes. Finally, in Figure 1.8,

the execution time of each episode is presented. The Q-learning agent solves

a single episode in on average 0.15 and 0.20 seconds, which compared to ILP-

based calculations is significantly faster because an ILP formulation needs to

calculate the optimal allocation scheme on each episode step. Results prove

that the Q-learning agent is not only able to learn allocation schemes with low

costs, but also accept all user requests for a static scenario.
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Figure 1.8: The execution time of each episode run.

Table 1.7: The MILP model execution time.

Number User Requests

1 5 10 20 25 30 40 50

Execution Time (s) 0.05 0.12 0.20 0.27 5.09 5.95 9.33 48.83

1.6.2. Dynamic scenario

In the dynamic scenario, the network demand is constantly changing during

the episode. The number of user requests may decrease or increase and the

agent must adapt its allocation scheme according to the network demand. The

number of user requests has been changed every 5 steps between 1 and 50

based on specific probabilities (increase: 50%, equal: 35%, decrease: 15%). The

total increase or decrease is random, which makes this dynamic scenario more

challenging than the previous static case since no pattern is given to the agent

throughout the experiment since several patterns occur in different episodes.

In Table 1.7, the MILP execution time for each configuration is shown. For

instance, for user requests higher than 25, the MILP model requires at least

5 seconds to obtain the optimal allocation scheme. For even higher values of

user requests, the MILP model takes on average at least 10 seconds. These cal-
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culations represent a single step on an episode, which proves the drawback of

ILP-based solutions because every change on the network, would require a new

calculation making these solutions impractical. In Figure 1.9, both the accumu-

lated reward and the average cost difference between the Q-Learning agent and

the MILP model are illustrated. The Q-Learning agent can reduce the overall

system cost reaching solutions 50% worse than the MILP model. Additionally,

the agent only accumulates rewards of 300 in a single episode, meaning that

the agent is receiving on average a reward of 3 per step. Based on our imple-

mented reward function, this means that the agent is not able to allocate all the

required micro-service instances in the infrastructure, affecting the percentage

of accepted requests as shown in Figure 1.10. Due to the dynamic demand, the

agent needs to constantly adapt the allocation scheme in the infrastructure,

which translates into under-provisioning and over-provisioning schemes during

several steps in a single episode. Thus, the acceptance of requests oscillates

between 40% and 90% during the 10000 episode training when a smoothing

window of 10 is applied. The agent is constantly reacting to demand changes,

which makes this scenario notably more challenging than the previous static

use case. Results prove that efficient solutions for dynamic resource allocation

are still missing due to the problem complexity. It is hard to find practical

approaches that meet user demands while decreasing the overall system cost.

Nevertheless, our early results show that RL can be applied to SFC allocation

in FC and should be further explored in future research. The extension of the

observation space is left for future work as it could improve these cost and

acceptance results.
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Figure 1.9: The accumulated reward and the cost difference for the dynamic case.

Figure 1.10: The percentage of accepted requests for the dynamic scenario.
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1.7. Conclusion and future direction

Over the past years, ML techniques have become an interesting research field in

the networking domain. Several efforts have been made to adapt ML methods

to common network problems. This chapter focuses on RL agents to provide

an efficient solution for SFC allocation in fog-cloud infrastructures. Resource

provisioning has been studied for years in the network management field. How-

ever, networks and services are continuously evolving, with new protocols and

technologies introduced to address current problems and improve the overall

QoS. Recent examples include the adoption of SFC, micro-service paradigms

and FC. Services are connected in a specific order to improve flexibility and

resource allocation performance. Also, the micro-service pattern revolutionized

the way developers are currently building their software applications. An ap-

plication evolved from a single monolithic into a set of small containers, which

may be deployed across several servers. Thus, traditional centralized clouds

evolved into small distributed fog locations to distribute computing resources

across the network area. And when all these concepts come into place, resource

allocation is a quite complex online task. Research provisioning research in fog-

cloud infrastructures is still in its early stages. Distributing the infrastructure

has increased operational costs for service providers and energy consumption

has become a growing concern. We addressed this challenge in this chapter by

employing RL agents to find proper allocation decisions, focused on reducing

the overall system cost. An environment called gym-fog has been developed to

bridge the gap between ILP-based solutions with RL algorithms. Observation

and action spaces have been designed for the resource allocation problem to

teach RL agents how to allocate services in FC. A reward system has been

set up to incentivize RL agents to select appropriate actions for SFC alloca-

33



tion focused on reducing the overall system cost, translating into higher energy

efficiency. Results proved that our developed agent can obtain comparable per-

formance to state-of-the-art ILP formulations for static use cases, where 100%

of requests have been accepted with overall costs 5% worse than our MILP

model. In contrast, dynamic use cases also proved their complexity by showing

that practical solutions able to reduce the overall cost and accept all user-

requests are still missing. Our agent can reduce costs up to 50% and accept on

average 60% of the requests.

Developing RL systems able to learn directly from experience without any

prior knowledge and capable of reallocating services in the infrastructure by

reacting to sudden network changes will be the next main topic in this research

field. RL methods have already proven their potential applicability to the re-

source provisioning domain. However, the performance of these techniques is

deeply interconnected with the way the RL system is setup. The environment

is the key to the problem. The interactions between the agent and the envi-

ronment affect greatly the performance of these algorithms. Further, the state

and action space of the problem can grow exponentially depending on the in-

frastructure size (i.e. the number of nodes, the number of services) used in the

environment, which could lead to an unsolvable problem. Finally, the impor-

tance of the reward system should not be neglected. The agent will only learn

to properly allocate services if it is compensated with positive rewards during

the learning process, even if it was not able to reach desirable solutions. The

key is to give the agent higher rewards the closer it is to reach the ultimate

goal, otherwise, it is quite challenging for the agent to learn proper actions.

In contrast, ILP-based methods are difficult to implement in practice due to

their resolution time. Also, they require a lot of initial information to be fed to
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the algorithm so that optimal allocation schemes can be found. These methods

can take hours or even days to find the optimal service allocation and when

network changes occur, service reallocations should be made as fast as possible.

Another challenge is the lack of expertise in both RL and resource allocation

fields. Few experts have significant knowledge in both domains, which makes it

difficult to implement RL solutions adapted for resource allocation problems.

Most RL methods used in networking have been created for other types of

applications (e.g. video games).

In summary, several challenges persist in the resource allocation domain.

Nevertheless, given the dynamic behavior of the network and the need for ef-

ficient scheduling strategies (e.g. energy efficiency, low-latency), RL methods

have proven that with enough training they can be an adequate solution for

resource provisioning in fog-cloud infrastructures. Furthermore, these meth-

ods have shown their potential in practical scenarios where current ILP-based

solutions have several drawbacks, especially in terms of scalability. As future

work, we will extend our gym-fog environment by designing more complex re-

ward functions capable of fully addressing the challenges of dynamic use cases,

as well as experiment with different RL agents as deep queue networks and

actor-critic methods.
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