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ABSTRACT Video watermarking techniques can be used to prevent unauthorized users from illegally
distributing videos across (social) media networks. However, current watermarking solutions are unable to
embed a perceptually invisible watermark which is robust to the distortions introduced by camcording.
These watermark-disrupting distortions include lossy compression, the addition of noise, frame-rate
conversion and geometric distortions. In this paper, a novel video watermarking technique is proposed
that is blind and robust to camcording attacks. The proposed approach uses the integration of the dual-
tree complex wavelet transform (DTCWT) and singular value decomposition (SVD) to achieve robustness
against geometric attacks. The experimental results validate our technique’s superior imperceptibility and
robustness to several attacks when compared to existing peer mechanisms. In conclusion, the proposed
technique can be used to protect against illegal distribution of video content.

INDEX TERMS Video watermarking, singular value decomposition (SVD), dual-tree complex wavelet
transform (DTCWT), geometric attacks, camcording attacks.

. INTRODUCTION is detected. For such applications, robust watermarking is
required, meaning that the watermarks can survive signal
processing attacks. This is in contrast to fragile watermarks
that are often used for data-integrity and tamper-detection
applications, which should not survive attacks, but instead
manipulations can be found using the destroyed watermark

locations.

LLEGAL video redistribution by digital pirates causes

financial harm to the original copyright owners or pro-
ducers of films and television series [1]. For example, ap-
proximately $1.37 billion was lost to the Australian economy
due to movie theft in 2010 [2]. Consequently, the security
of video applications against digital piracy has become one
of the most important issues for both the industry and the

. The development of watermarking schemes that are robust
research community.

to common attacks has remained a significant challenge to

Digital watermarking has been broadly used for a variety
of applications, including the tracking of digital pirates,
preservation of copyright and playback control [3]-[9]. This
paper focuses on the latter. For example, an Internet gateway
could scan for the presence of a watermark and filter user’s
requests accordingly. That is, a user’s request for a video
downloaded can be cancelled if a watermark is detected,
or the request can be responded to it if no watermark
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overcome [6], [10]. For example, attacks that cause de-
synchronization between a watermark encoder and decoder
such as camcording attacks are easily performed by digital pi-
rates. Due to these attacks, existing blind watermark decoders
are either completely unable to extract the watermark, or
can only detect it with a large error [8]. Blind watermarking
means that the original (unwatermarked) video is not re-
quired during watermark detection, nor any other information
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extracted from the original video [3].

In conventional watermarking techniques [11]-[16], the
watermark decoders either require the original video for
correct detection, or fail to detect the watermark when a com-
bination of temporal synchronization, signal processing and
geometric attacks is applied. They have suffered from frame-
rate conversion, a very popular signal processing attack
which causes temporal distortion. Additionally, they suffer
from camcording which causes a combination of temporal,
geometric and color distortions. Techniques using the com-
plex wavelet transform (CWT) can overcome the limitations
of lack of shift invariance and improper directional selectivity
by including limited redundancy in the transform, but cannot
achieve efficient reconstruction higher than level 1. The use
of the dual-tree complex wavelet transform (DTCWT) can
overcome these limitations as it is approximately shift invari-
ant [17]. In addition, the use of singular value decomposition
(SVD) can improve the stability and performance of the
DTCWT because small perturbations in the spatial domain
do not change them significantly [8], [18].

In our previous work [19], we proposed a watermark-
ing approach in the SVD and DTCWT domain. If all of
the frames in a video sequence are temporally synchro-
nized, this scheme achieves robustness to geometric attacks,
H.264/AVC compression and noise addition. However, it
fails to detect the watermark when a temporal synchroniza-
tion attack such as frame dropping, frame insertion or frame
averaging is applied. As a result, it cannot tackle frame-
rate conversion and camcording. In this study, a novel video
watermarking technique is proposed, which is an extension of
our preliminary work and is robust to such types of temporal
synchronization attacks.

The proposed technique is developed by integrating the
SVD and DTCWT approaches. The main contributions of
this study are provided below:

e The proposed technique is designed using the inte-
gration of SVD and DTCWT techniques applied to a
chrominance (U) component of the video to achieve im-
perceptibility of the watermark and to prevent geometric
distortion attacks.

o The proposed watermark extraction is blind because it
does not require the original video, neither any other
information extracted from the original video (such as
the original SVs). This is in contrast to conventional
SVD-based schemes.

« The extraction is robust against temporal attacks such as
frame-rate conversion and camcording. That is because
the extraction of the watermark from a frame depends
only on that frame rather than that of multiple frames of
a video sequence.

« The imperceptibility is thoroughly evaluated and com-
pared to the state of the art, using both a subjective and
objective quality assessment.

« The robustness performance of the proposed technique
is thoroughly assessed. These experiments revealed that

our method has a much better performance compared to
classical watermark algorithms.
o We also analyze the security of the embedded water-
mark against a multiple watermark embedding attack.
The remainder of the paper is arranged as follows. Sec-
tion II discusses the related studies of the proposed technique.
A brief overview of the DTCWT and SVD is presented in
Section III. Section IV explains the proposed watermarking
technique. A detailed analysis of the results is discussed in
Section V. Finally, the study is concluded in Section VI.

Il. RELATED WORK

There have been multiple digital watermarking techniques
developed in the literature which use the SVD domain to
embed the watermark [7], [8], [10], [18]-[22]. For example,
the authors of [21] altered the SVs of an image with the
watermark. They then applied the SVD on the modified
watermark again to obtain new SVs. The watermarked image
was then found by substituting the original SVs with the new
ones, i.e., the method is not blind. The watermark extraction
from the distorted version of the watermarked image was
achieved by performing the reverse operation at the decoder.
The outcomes revealed that this approach was robust to JPEG
compression, filtering, rotation, scaling and cropping. The
authors in [7] suggested a similar watermarking technique
using the SVD where the watermark was inserted directly
into the SVs and extracted using the reverse operation.

Lai er al. suggested a mechanism using the SVD and
discrete wavelet transform (DWT) [8]. In this mechanism,
the SVD was performed on two sub-bands of a 1-level
DWT decomposition of the watermark and original image.
Then, the SVs of these sub-bands of the original image
were modified by the SVs of the same sub-bands of the
watermark. In the algorithm suggested by Makbol et al. [23],
a redundancy DWT (RDWT) was used with the SVD for
embedding the watermark. The watermark was embedded
into the 4 sub-bands of a 1-level RDWT decomposition
and then an inverse RDWT was executed to provide the
watermarked image. Then, every sub-band was used to elicit
the watermark. Similarly, Prasetyo et al. [22] proposed an
SVD-based watermarking scheme. More specifically, the LL-
band of a DWT-transformed host frame is divided in non-
overlapping blocks, and the principal components of the
scrambled watermark signal is embedded into the largest
singular value of each block. For watermark extraction, the
largest singular values of the blocks are extracted and com-
pared to the original singular values. For both the method of
Makbol et al. and the method of Prasetyo et al., the original
SVs are needed to extract the watermark at the decoder, and
hence the availability of the host image at the decoder was
necessary. This means that these techniques are not suitable
for many applications where it is not feasible to have the host
image available at the decoder.

Several image and video watermarking techniques have
been suggested for various applications [3], [24]-[36]. The
techniques that transact with geometric distortions can
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be decomposed into feature-, synchronization- and invari-
ant transform-based algorithms. In the feature-based ap-
proaches [37]-[39], the watermark is embedded into the
geometric and invariant features of a video frame. The main
limitation of this type of approaches is false feature points
detection [40]. These are detected wrongly when a geometric
attack is applied and as a result, a false detection of the
watermark is produced. In addition, these techniques are used
for image rather than video watermarking applications as it is
hard to obtain the same salient feature points in every frame
of a video sequence.

Synchronization-based techniques validate geometric dis-
tortions before detecting the watermark. These techniques
estimate the geometric parameters based on a holistic search,
template addition or image registration. After that, the origi-
nal image format is recovered using these parameters to elicit
the watermark from the rectified image. The watermark de-
coder synchronizes the watermark by finding its spatial posi-
tion through a comprehensive search. It is worth mentioning
that this requires high computational resources and raises
the probability of false detection while searching in a large
space [41]. Image registration algorithms address the issue
by using the watermark with a reference registration model
before extracting the watermark [42]-[44]. This technique
is exploited to restore the transformation parameters in the
geometrically distorted version of the watermarked frame.
Registration techniques are efficient for non-blind or super-
vised watermarking mechanisms. For example, Li et al. [45]
utilize the scale invariant feature transform (SIFT) to restore
geometrically attacks, in combination with a watermark in
the contourlet domain. However, this synchronization re-
quires the original video during watermark extraction. Wa-
termark detection in blind or unsupervised watermarking
systems is a much more difficult problem to solve. Template
addition algorithms have also been used to secure image and
video systems against geometric attacks [46], [47]. In these
algorithms, a template is added in the watermark embedding
procedure. The template does not convey any information
but is utilized at the decoder to identify the transforma-
tion parameters before extracting the watermark. The major
drawback of these algorithms is the ability of a hacker to
identify and remove the template by, for example, deleting
the peak components in the discrete Fourier transform (DFT)
domain [38].

Invariant transform watermarking algorithms exploit the
advantage of the embedding domain’s invariance to geo-
metric distortions. In current state-of-the-art approaches, the
majority of the techniques [48]-[50] use the Fourier-Mellin
Transform (FMT) algorithm which provides rotation- and
scaling-invariant characteristics that are robust to attacks
involving rotation, scaling and translation (RST). Despite
FMT-based algorithms being efficient in theory, they are
not applicable for real-time systems as they require a large
amount of computational processing and are also not resilient
to cropping [44], [S1]. Another interesting approach is using
the polar harmonic transform (PHT). For example, Xu [52]
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proposed a rotation and scale invariant image watermarking
method based on the PHT, but it is not robust to cropping.

Loo et al. [53] proposed an alternative scheme using the
DTCWT technique that has proper directional selectivity
and approximate shift invariance characteristics that provides
inherent robustness to geometric distortions [17]. As a re-
sult, other researchers have also adopted this domain for
embedding the watermark [54]-[57]. In [55], the level 3 and
level 4 components of a 4-level DTCWT decomposition are
used to embed the watermark based on a spread spectrum
mechanism. However, this mechanism does not support blind
detection. In [56], the watermark was inserted into the mag-
nitude of the highest two levels of a 4-level DTCWT decom-
position. This scheme was shown to be effective in the pres-
ence of upscaling, cropping, rotation and lossy compression.
However, as the human visual system (HVS) more easily
perceives changes in luminance than in chrominance [58], the
performance was limited by the low watermark magnitude
required to maintain the imperceptibility of the watermark.
Therefore, when required to maintain watermark impercep-
tibility, its robustness to attacks was shown to be lower than
that of methods where the watermark was embedded in the
chrominance channel [59], [60].

In the literature, a combination of the DTCWT and SVD
has also been used to design image and video watermarking
algorithms [19], [61]-[63]. Abdallah et al. [61] described an
algorithm using the SVD and DTCWT domains in which
the SVs of the level 2 sub-bands of a 2-level DTCWT
decomposition of a video frame are used to embed the
watermark. Although the watermark decoder does not require
the original video to extract the watermark, the SVs of the
unwatermarked video are required, making the method only
semi-blind. The outcomes of the assessment of this tech-
nique showed that its robustness performance against signal
processing attacks was superior to other DWT-SVD based
techniques. However, the durability of the watermark in the
presence of geometric distortion attacks was not considered.
Another scheme proposed in [19] also used the DTCWT-
SVD domain for embedding the watermark. However, this
algorithm was unable to cope with temporal synchronization
attacks. In other words, the watermark detection using this
method failed in the presence of frame dropping, frame inser-
tion or frame averaging attacks. In [62], Yadav et al. proposed
an image watermarking algorithm using a combination of
the DTCWT, principal component analysis (PCA) and SVD
domain. They obtained the score matrix of the low-frequency
DTCWT coefficients using the PCA. Then the SVD was
applied on the score matrix to get their SVs. Finally, the
resultant DTCWT-PCA-SVD features are combined with the
same features extracted from the watermark to generate a wa-
termarked image. Although this method achieved robustness
against signal processing and cropping attacks, the availabil-
ity of the original SVs was required at the decoder to extract
the watermark, which limits the watermarking applications.
In [63], a video watermarking technique based on the finite
state machine was proposed in the DTCWT-SVD domain.
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TABLE 1. Summary of related work, showing the advantages and disadvantages of the discussed methods and domains.

Ref. Domain Main Advantage(s) Main Disadvantage(s)
[21] SVD Robust to compression, filtering and geometric attacks. Not blind.
[7] SVD Robust to blurring, sharpening and geometric attacks. Not blind.
[8] DWT-SVD Robust to compression, noise, filtering and geometric attacks. ~ Not blind.
[23] RDWT-SVD Robust to compression, noise, filtering and geometric attacks. ~ Not blind.
[22] DWT-SVD Robust to compression, noise, filtering and rescaling. Not blind. .
Not robust to geometric attacks.
[45] Countourlet Robust to geometric attacks. Not blind.
Not blind.
[48]-[50] FMT Robust to rotation, scaling and translation. High computational complexity.
Not robust to cropping.
[52] PHT Robust to rotation and scaling. Not robust to cropping.
[53], [55] DTCWT Robust to geometric distortions. Not blind.
[56] DTCWT Robust to compression. Low geometric attack robustness.
Better imperceptibility due to embedding in U channel. .
[58] DTCWT . . K Low geometric attack robustness.
Robust to compression, noise and geometric attacks.
[61] DTCWT-SVD Robust to signal processing attacks. Not blind.
[19] DTCWT-SVD Robust to compression, noise and geometric attacks. Not robust to temporal attacks.
[62] DTCWT-PCA-SVD  Robust to signal processing and cropping attacks. Not blind.
[63] DTCWT-SVD Robust to transcoding, noise and temporal attacks. Not robust to geometric attacks.
[64] DFT Robust to geometric attacks. Not robust to temporal attacks.
[60] DCT Robust to geometric and temporal attacks. Perceptible due to flickering.
[65] DCT Robust to downscaling and temporal attacks. Not robust to geometric attacks.
[66] DCT Robust to compression, geometric and temporal attacks. Low cropping/rotation robustness.

In this method, the watermark was generated by the finite
state machine, which was then embedded into the SVs of
the low-frequency DTCWT coefficients of the video frames.
The watermark at the decoder was extracted according to
the predefined relationship of the SVs. Experimental results
show the algorithm was robust against transcoding, noise
addition and temporal synchronization attacks, however, it
was unable to survive geometric attacks.

More traditional transforms in image and video water-
marking are the DFT and discrete cosine transform (DCT).
For example, Sun et al. [64] utilize the DFT domain to
provide a geometrically robust algorithm. Although the per-
formance is good and the method is blind, it cannot cope
with temporal attacks. Additionally, the DCT-based approach
suggested in [60] utilizes the low-frequency DCT coefficients
of a frame to embed the watermark. As a modification of
the DC coefficient creates temporal flickering, this region
is avoided for embedding the watermark. However, there
is still slight flickering in the watermarked video because
of the modification of the large coefficients around the DC
component in the chrominance channel. Other techniques
e.g., [65], [66], also embed the watermark using the DCT.
In [65], the authors exploited the DCT coefficients to embed
the watermark and showed that the watermark was robust to a
downscaling attack but could not achieve robustness against
rotation, upscaling and cropping. In [66], a video watermark-
ing technique was introduced based on the DCT domain
where watermark minimal sequences (WMSs) were used for
embedding the watermark. Although the watermark in this
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scheme claims to be robust against geometric and temporal
attacks, it has a limited defense against cropping and rotation.
It could detect the watermark in a frame-dropping attack if
at least one WMS was present at the decoder. However, as
frame-rate change results in no WMS being present, it could
not survive this type of attack.

Table 1 summarizes the discussed related methods. In sum-
mary, the state-of-the-art techniques are unable to fulfill the
main requirements of the digital video watermarking: blind
detection, robustness against signal processing, geometric
and temporal synchronization attacks, and imperceptibility
of the embedded watermark. As a solution, the proposed
method overcomes the above challenges, i.e., it detects the
imperceptible watermark without any reference or origi-
nal video content, and is robust against a large variety of
commonly-used attacks.

lll. OVERVIEW OF THE DTCWT AND SVD
This section discusses the background of the DTCWT and
SVD which are utilized to develop the proposed technique.

A. DUAL-TREE COMPLEX WAVELET TRANSFORM
(DTCWT)

The DTCWT was suggested by Nick Kingsbury to solve the
challenges of shift-invariance and poor directional selectiv-
ity of the traditional wavelet transform [17]. The DTCWT
has two trees where one provides the real portion and the
other the imaginary portion of the wavelet coefficients. This
approach is responsible for the high performance of the

VOLUME 4, 2016
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Level 3

Tree A

Tree B

FIGURE 1. Dual trees of a three-level DTCWT.

DTCWT compared with the DWT and CWT that employ
a single filter tree to produce the wavelet coefficients. The
decomposition structure of the DTCWT is shown in Fig. 1. It
possesses the characteristics of suitable directional selectiv-
ity, perfect reconstruction, approximate shift-invariance and
effective order-N estimation. Shift invariance is approxi-
mately estimated by doubling the sampling probabilities in
Tree A and Tree B through eliminating downscaling by 2
after the level 1 filters Hy, H,, Go and G;. In order for
the samples at this level to be evenly spaced, the delays of
Hy and H; are one sample offset from those of G and G;.
This shift-invariance property can be used when developing a
video watermarking mechanism, which is resistant to rotation
and scaling.

The DTCWT technique has a redundancy of 4:1 for 2D
signals. Each level of a 2D DWT produces three sub-bands
that are estimated at angles of 0°, 45° and 90° whereas a 2D
DTCWT generates six subbands at angles of +15°, £45° and
+75°. Fig. 2(a) shows each level with six directional sub-
bands of a three-level DTCWT, with the magnitudes of the
identical sub-band coefficients of the Lena image shown in
Fig. 2(b). This redundancy in the DTCWT plays a key role
in generating durable watermarks. It should also be noted
that when a random watermark is added directly to the coeffi-
cients in a redundant domain, some of its components may be
lost when the inverse operation (DTCWT) is performed [14].
Therefore, we consider the DTCWT coefficients of both
the video frame and watermark in our proposed embedding
process.

B. SINGULAR VALUE DECOMPOSITION (SVD)

Let f denote one frame of a video sequence. If f has a
squared matrix N x NN, the SVD of f is declared by

f=UsvTt (1)
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such that
ur,1 U2 o UL N
U211 U2 -+ U2 N
U= . . . ) (2)
UN,1 UN,2 UN,N
and
V11 V12 - V1IN
V2,1 V22 - VU2 N
V=1 . . . 3)
UN,1 UN,2 UN,N

are the orthogonal (or unitary) matrices, and

s 0 - 0
0 sy -+ 0

S=1. . . . C)]
0 0 - sy

is a diagonal matrix. s1, So,-- , Sy, of S are the diagonal
elements of S called the SVs of f. The SVs illustrate in-
trinsic algebraic characteristics of an image [21]. The SVD
technique is utilized in video watermarking because the
good stability characteristic of its SVs provides robustness
to attacks.

IV. PROPOSED WATERMARKING TECHNIQUE

The proposed video watermarking method consists of three
stages: the generation, embedding and extraction of the
watermark, discussed in Section IV-A, IV-B, and IV-C, re-
spectively. This method is robust to a combination of sig-
nal processing and geometric attacks. In short, a pseudo-
randomly generated watermark is added into the frames of
the host video content using the DTCWT and SVD. The
combination of the DTCWT’s approximate shift-invariance
property and good stability of the SVD’s SVs are utilized to
enhance the robustness to geometric distortions. We extract
the watermark at the decoder from each watermarked frame,
without reference to the original SVs or video content.

A. CREATION OF THE WATERMARK PATTERN
A watermark is an identifiable pattern embedded in original
video content, which could be a logo, signature, image or
any other type of content. In our technique, the watermark,
w € {—1,+1}, is pseudo-randomly generated pattern using
a key K, which is exploited to create a unique pattern w
for C consecutive frames. We select the optimal length of C
experimentally, since it is a trade-off for robustness against
temporal frame averaging (TFA) and watermark estimation
re-modulation (WER) attacks [67]. Note that, even though
the pseudo-random watermark pattern changes every C, the
proposed method is robust against temporal attacks since the
detection does not require the watermark pattern.

The SVs of the transform (DTCWT) coefficients of w
are embedded in the host sequence, as further described in
Section IV-B. In order to do this, the level 1 coefficients, H 1‘”)1»,
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150 Leviel3 _150
Level 2

45° 75° Levell -75° _45°
(@

()

FIGURE 2. Use of the DTCWT coefficients at every level of a 3-level DTCWT decomposition: (a) 6 directional sub-bands at angles of +15°, +45° and £75°; and

(b) magnitudes of the input sub-band pictures of the Lena test image.

U Channel
Three-level u
DTCWT '- > SVD
i u u /3 u
I
Watermarked
U Channel ¢
Inverse yu Inverse
DTCWT H” SVD
Wat k One-level H SVD
atermarkK —» DTCWT L

Watermark

FIGURE 3. The proposed watermark creation and embedding process.

of a one-level DTCWT decomposition of w are selected.
These coefficients are defined as

w ﬁi@’ 1) Hﬁji(z 2) Hﬂ}z(Z’ M)
Hl,i = . .
HY; (M, 1) H{';(M,2) HY%(M, M)

where ¢ = 1,2,---,6 indicate the directional sub-bands of
the complex coefficients at angles of +15°, +45° and +75°.
The size of H}’; in a certain sub-band is M X M which
is 8 times lower than that of the frame’s untransformed U
channel. As the SVs are exploited for embedding, we apply
the SVD on H}’; which is expressed as

Hfji = Uﬁisfi(vﬁ)T (6)

where the diagonal matrix, Sﬁi, is defined as

st 0 0
8’;1}’;2 PR 0
St = : : - : ’ 0
0 0 s;”ZM

1 w2 w, M
The diagonal elements, s’} sy}, -+, s, in descending

order in S7’; are the SVs of HY 1~ The SVs of a frame are
modified by these SVs based on the sign of the information
bit, b, as discussed in Section IV-B.

B. WATERMARK EMBEDDING

A block diagram that describes the proposed watermark cre-
ation and embedding technique is shown in Fig. 3. In short,
the watermark is added in the SVs of the highest level coeffi-
cients, Hy';, of a three-level DTCWT of the U frame, f. The
highest level coefficients, i.e., low-frequency coefficients, are

VOLUME 4, 2016
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FIGURE 4. (a) Mean of the SVs of the transform (DTCWT) coefficients in the directions of i = 1,2, - , 6 and (b) average PSNR of the watermarked frame when
it is embedded in the SVs in the directions of = 1,2, - - - | 6. Both mean singular values and PSNR are the average of five sequences where each contains 300

frames.

robust to compression and geometric distortions but have a
greater influence on the perceptual quality of the video [56].
Therefore, selecting the low-frequency coefficients is a trade-
off between visual quality and durability. For this reason,
only the level-3 coefficients are selected for adding the wa-
termark. The level 3 coefficients, H. f; ;» are defined as

Hy,(1,1)  Hy(1,2) Hy (1, M)
w ??,i(271) H?qf,i(272) H??,z’(ZﬂM)
Hg,i = . . .
Hy (M, 1) Hg, (M, 2) Hy (M, M)
®)
and the SVD of Hy'; as
Hy, = U?iisg,i(vrfi)T &)
where the diagonal matrix, S3';, is defined by
syp 0 0
0 847 - 0
S5 = ’ (10)
0 0 - sy

If we group the diagonal matrix, S3';, into three pairs,
(S%,,5%6), (S%4,5%5) and (S%3,5%,), Fig. 4(a) shows
that, in an unwatermarked frame, the difference between the
mean of the SVs of each pair is very small. For example, the
corresponding means in the figure of both 5§, and S3 ¢ are
approx. 35, the means of both S35 and S3 5 are approx. 20,
and the means of both S§ 5 and S§' 4 are approx. 43. Since
the means of these pairs are approximately equal in unwater-
marked frames, the main goal of our watermarking method is
to create a sufficiently-large difference between them.
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More specifically, the method modifies two of the three
pairs, namely (S%,,544) and (S§,,5%). That is because
modifications in those bands affect the resulting watermarked
frame less than modifications of the other two sub-bands.
This is shown in Fig. 4(b), which shows the average PSNR
between the unwatermarked and watermarked frame when
modifications are made in each of the subbands. Since modi-
fications in subbands with the directions of ¢ = 3 and 4 result
in the lowest PSNRs, they are not used for watermarking
(although the average PSNR is very close to those in the
directions of 7 = 3 and 4).

Then, the SVs of HY',, sgzl , sgf R ngM , which are the
diagonal elements of matrix S3 ;, are modified by those of the
transformed version of the watermark obtained from Eq. (7).
The SVs of Sy, are modified by the corresponding SVs of

1; as follows

. 3+ bBSY, fori=1,2
S5, = S5, — bBSY,, fori =5,6 11
Sg’ i otherwise

where § controls the strength of the watermark and b €
{—1,+1} is the embedding bit pattern. Note that the value
of 3 is directly proportional to the watermark’s robustness
and is inversely proportional to its transparency. Hence the
selected value of S is a trade-off between the video quality
and robustness against attacks. At this stage of the embedding
process, the diagonal matrix, S3';, in Eq. (9) is replaced
by the modified diagonal matrix, S’g’i, in Eq. (11). The
watermarked level 3 coefficients, H 34> are given by
ng = ngsgz(%uz)T (12)

Finally, a watermarked video frame, f is generated by
taking an inverse transform of the modified DTCWT coeffi-

7
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Algorithm 1 Watermark embedding in the U frame of a video
sequence.
Require: w: Watermark, f: Video frame, b: Information bit,
B: Watermark embedding strength
1: Apply a one-level DTCWT on w to obtain the level 1
complex coefficients, H fji
2: Apply a three-level DTCWT on the U frame of f to get
coefficients, H§L s
3: fori :=1to6do
4: Compute the SVD of H"; = U, 81, (V)"
5:  Compute the SVD of HY, = Uy, S% ,(V3")"
6: ifi=1or 2then ’
; N
8
9

Sz = S5, +bBST;
else if i = 3 or 4 then
: Sg,i = S:?,i
10: elseifi =5 or 6 then
1 Sy, =Sy, —bBSY,;
12z endif
13: end for
14: Update the level 3 coefficients, H. 3= U§i§§7i(V3’fi)T
15: Return the watermarked frame, f , by taking the inverse
DTCWT of HY,

cients. The overall watermark embedding process for a video
frame is summarized in Algorithm 1. This process is repeated
for each frame in a video sequence.

C. WATERMARK EXTRACTION
After embedding a watermark in a video sequence, it can be
compressed for storage purposes or subjected to geometric
and/or signal processing attacks. After subjecting a water-
marked frame, f , to attacks, the attacked frame is denoted
as f. An overall block diagram of the extraction phase is
given in Fig. 5. Firstly, a three-level DTCWT is applied to the
U frame of f. Although the watermark embedding process
modified the SVs of the level 3 coefficients, it is extracted
from the SVs of any level (1, 2 or 3) to avoid a downscal-
ing in resolution attack. That is because a watermark can
be extracted from a lower DTCWT level if the video was
downscaled, as examined in previous work [59].

The SVD of the level-I complex coefficients of the U frame
of fis given by

Y = UpSE ()T fori=1,2,5,6 (13)

where [ = 1,2 or 3 are the DTCWT decomposition levels.
The SVs of the diagonal matrix, S}*,, are defined as

1

sibo0 0
N 0 5;‘;2 e 0
Siu,‘i = : fori = 1527576 (14)
0 0o - g;f;M

Before these values were modified during watermark em-
bedding, the difference between the means of the unwater-

8

marked SVs of a pair is negligible. However, the water-
mark encoder created a large difference between them, using
Eq. (11). The mean difference using sub-bands 7 = 1 and 6
is expressed as

14 L &,
Dy= 2> 5 =57 > 5% (15)
j=1 j=1
and, using sub-bands ¢ = 2 and 5, is given by
M M
1 w1 u,j
D2 = M Sl7’2j - M Sl7’5‘] (16)
j=1 j=1

Since we supplied the same b at the encoder to add the
watermark in both pairs of sub-bands, the sign of both
D, and D5 should be the same, i.e., either both positive or
both negative. Hence, the embedded bits can be extracted
based on the signs of Dy and D- . More specifically, the the
bits are respectively estimated from D; and D» by

(1, Dy >0
by = { -1, otherwise a7
and 1 if D 0
B R 1 9 >
by = { -1, otherwise (18)

Using these equations, we obtained b; and b. for a single
frame. We further utilize the notations by (k) and bo(k),
which denote b; and by decoded from the k™ frame in a
video. After decoding the bits from P consecutive frames
of a sequence, we apply by (k) x by(k), where the x symbol
represents a normalized cross-correlation (NCC) between
b1 (k) and bo(k). As we embed the same b in both pairs, the
NCC should provide a large correlation peak. In contrast,
when no watermark was embedded, the NCC should be
approximately zero. Finally, we compare the peak of the
correlation output with the threshold, T'h (see Section V-C1),
to examine if the watermark is present or not. The above
process is summarized in Algorithm 2.

As shown in Algorithm 1 and Algorithm 2, the proposed
method can only embed a single information bit in the
video. Hence, the embedding capacity is limited to only a
single bit, regardless of the robustness and imperceptibility
performance. Still, this information bit can be used to flag
protected media. For example, the watermark extraction filter
can be placed in an Internet gateway to scan the existence of
the watermark. Then, a user’s request for a video downloaded
can be cancelled if a watermark is detected, or the request can
be responded to it if no watermark is detected. Future work
can investigate how to blindly extract a larger payload in the
SVs.

V. EXPERIMENTAL RESULTS AND DISCUSSIONS

This section evaluates and discusses the proposed water-
marking method in comparison with the state of the art.
First, Section V-A describes the experimental setup. Then,
Section V-B, V-C, and V-D discuss the imperceptibility,
robustness, and security, respectively. Finally, Section V-E
evaluates the computational complexity.
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FIGURE 5. The proposed watermark extraction process.

Algorithm 2 Watermark extraction from a video sequence.

Require: F: Watermarked video subjected to attacks,
P: Number of frames, T'h: Threshold
1: for k:=1to Pdo
2. Apply a three-level DTCWT on the U component of
the k™ frame of F, f, to get the complex coeffi-
cients, H lul
for/:=1o0r2or3do

3:

4: forv::=1, 2, 5and 6 do

5: Estimate the SVD of H}";, = U, 51, (V%)™

6: Find the SVs of S}*; using (14)

7: end for ’

8: Estimate D; and D5 using (15) and (16) respec-
tively

9: if D; > 0 then

10: bi(k) =1

11: else

12: bi(k) = —1

13: end if

14: if Dy > 0 then

15: ba(k) =1

16: else

17: ba(k) = —1

18: end if

19:  end for

20: end for

21: if by (k) x ba(k) > Th then
22:  Watermark present

23: else

24:  Watermark absent

25: end if

A. EXPERIMENTAL SETUP

In this part of our study, comprehensive experiments were
carried out to evaluate the performance of the proposed
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technique. In order to justify its performance, ten publicly-
available standard test sequences, BasketBallDrive, BQTer-
race, Cactus, IntoTree, OldTownCross, ParkJoy, Life, Con-
trolledBurn, SpeedBag and PedestrianArea [68], [69], with
HD resolutions of 1080 x 1920, were adopted for our experi-
ments The key, /C, was used to create w for C = 7 consecutive
frames. The DTCWT decomposition level for extracting the
watermark was selected using the resolution of the input
video at the decoder. It is level 3 (I = 3) for a resolution of
1080 x 1920, level 2 (I = 2) for the resolutions of 540 x 960,
480x640 and 270x 480, and level 1 (I = 1) for a resolution of
240 x 320. The NCC was performed after decoding the bits
of P = 300 consecutive frames of a watermarked content
and the level of robustness was assessed based on the false
negative rate (FNR) of the NCC peak of these decoded bit
patterns.

The effectiveness of the proposed technique was com-
pared with three schemes: the DWT-SVD method by Prase-
tyo et al. [22], the DCT method by Lee et al. [65], and
the DCT method by Ling et al. [66]. As summarized in Ta-
ble 1, these methods claim to have robustness against signal
processing attacks and (some) geometric attacks. Moreover,
the DCT-based methods claim robustness against tempo-
ral attacks. Note that the method by Prasetyo et al. was
adapted such that the watermark is embedded into every
frame rather than in key frames only (as is done in all other
evaluated methods), and no image scrambling was applied
on the watermark signal since the signal is random already.
Furthermore, a watermark signal size of 480 x 270 and a
scaling factor v of 0.1 was used, which is the same as in their
originally proposed method. Furthermore, Lee ef al. justified
the performance of their method using bit error rates. The bit
pattern was extracted from each frame using this algorithm
and all O bits were set to -1. Finally, to compare the FNR
of this method with our algorithm, we performed the NCC
between this pattern and the embedded one.
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1. Bad 2. Poor 3. Fair 4. Good 5. Excellent

FIGURE 6. Scale to evaluate the quality of the original and watermarked
videos.

B. WATERMARK IMPERCEPTIBILITY

Because of the non-linear property of the HVS, objective
quality measures may not correspond to a real output of the
visual quality of video content. On the other hand, subjective
quality assessments, which are based on human judgement,
also vary from person to person. Therefore, in this paper,
both subjective and objective assessments were conducted to
reflect the quality of the watermarked sequences.

1) Subjective Quality Assessment

In this work, a subjective assessment was carried out based
on the double-stimulus continuous quality scale (DSCQS)
approach specified in the ITU-R standard [70], using five
test sequences: ParkJoy, Life, ControlledBurn, SpeedBag and
PedestrianArea. The subjective tests were utilized to examine
the strength of the imperceptible watermark, 3, in Eq. (11)
and to evaluate the quality of a watermarked video. We
also performed the subjective tests for Ling’s and Lee’s
methods. In order to do this, we embedded watermarks in
the previously mentioned sequences using five different Q-
step sizes, A = 150, 250, 350, 450, and 547, embedding
strength ratios, 0.01, 0.02, 0.03, 0.04, and 0.05 and water-
mark strengths, 5 = 36, 38, 40, 42, and 44 for Lee’s, Ling’s
and the proposed algorithms, respectively. The resulting 75
watermarked sequences (i.e., 5 sequences x 15 embedding
parameters) were then judged by 15 participants in three
small groups. It should be noted that the participants, both
male and female, were postgraduate students at the Univer-
sity of New South Wales, Canberra, Australia. Four of them
were researching in the area of image processing and others
were from different fields. Based on the DSCQS method,
we simultaneously displayed a pair of sequences, one was
the original and the other one watermarked, on a 60-inch
television. Their positions were set randomly and the people
were unaware of which was the watermarked sequence. An
assessment sheet with a continuous scale (see Fig. 6) was pro-
vided to each participant. We displayed each pair twice and
asked each person to present their judgement regarding the
perceptual quality of the original and watermarked sequences
on the provided sheet.

At the end of the test, 75 scores (i.e., 5 sequences X 15 par-
ticipants) for each embedding parameter of each method
were obtained. Their mean opinion scores (MOSs) are plot-
ted in Fig. 7, where the error bars indicate a 95% confi-
dence interval. The mean of the scores for the original se-
quences is also depicted by green horizontal lines. Although
Ling et al. [66] and Lee et al. [65] recommended a strength
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TABLE 2. Objective quality measure of the watermarked video in terms of the
PSNR, SSIM, VIFP and VMAF

Quality Measure

Method
PSNR (dB) SSIM (%) VIFP (%) VMATF (%)
Prasetyo [22] 44.626 99.120 92.063 98.645
Lee [65] 46.123 99.820 94.770 94.255
Ling [66] 30.398 98.884 97.982 97.896
Proposed 56.916 99.919 98.217 99.076

ratio of 0.05 and A = 547, respectively, Fig. 7(a) and
Fig. 7(b) show that the watermarked video exhibited highly
perceptible distortions using the recommended parameters
and the MOSs obtained from these algorithms were well
below those of the original sequence. On the other hand,
Fig. 7(c) shows that the MOSs were close to the average
score of the unwatermarked video sequences for the proposed
scheme. Although the MOS for each 3 is very close to
the green line, f = 38 (from Eqn. (11)) was selected for
embedding the watermark using the proposed method.

2) Objective Quality Assessment

The imperceptibility of the watermarked video was objec-
tively evaluated using the peak signal-to-noise ratio (PSNR),
structural similarity (SSIM) [71], pixel-based visual informa-
tion fidelity (VIFP) [72] and video multimethod assessment
fusion (VMAF) [73]. In order to average the obtained values
of the Y, U, and V channel, a weighted average methodology
was used [74]. The average quality values of the water-
marked video sequences using Prasetyo’s, Lee’s, Ling’s and
the proposed methods are summarized in Table 2. As we
embedded the watermark into the U channel, this table shows
that the quality of the watermarked video using the proposed
method imperceptible, and is better in terms of the PSNR,
SSIM, VIFP, and VMAF compared to the state-of-the-art
techniques.

C. ROBUSTNESS TO ATTACKS

In this part of the experimental analysis, we analyzed the
robustness of our proposed algorithm and state-of-the-art
methods to commonly-used attacks. That is, we embedded
twenty unique patterns of the watermark in each video se-
quence. The FNR was then computed by fitting a Gaussian
distribution to the NCC peaks which were obtained using
these watermark patterns.

1) Probability of False Detection

The correlation results for the extracted bits were compared
with a threshold to determine whether the video was wa-
termarked. In order to do this, we defined the threshold for
providing a probability of false detection, P4, as 107C. This
probability is estimated by the model described in [75], and
is computed by

-1
focos (Th) sin"~2(x)dx

fd = /2 . p—
2/, ’? $in"2(z)dz

19)
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FIGURE 7. Mean opinion scores of the original and watermarked sequences for different (a) embedding strength ratio, (b) Q-step size, A and (c) watermark

embedding strength, 3.

TABLE 3. False negative rates (%) for downscaling in resolution

Downscaling to Prasetyo [22] Lee [65] Ling [66] Proposed
Original Resolution 0.000 0.000 0.000 0.000
540 x 960 0.000 0.000 0.000 0.000
480 x 640 0.000 0.000 0.000 0.000
270 x 480 0.004 0.000 0.000 0.000
240 x 320 0.488 0.000 0.000 0.000

where n is the length of the extracted bit pattern and 7'/ the
watermark detection threshold. Prasetyo’s, Ling’s and Lee’s
schemes also used this formula to calculate the thresholds,
Th. These were computed numerically as 0.0132, 0.4265,
0.6308 and 0.2700 for Prasetyo’s, Ling’s, Lee’s and the
proposed algorithms, respectively.

2) Downscaling in Resolution and Aspect-Ratio Change

In this section, we discuss the performance of the pro-
posed technique for downscaling to arbitrary resolutions and
aspect-ratio changes. The FNRs of Prasetyo’s, Ling’s, Lee’s
and the proposed methods when evaluating without attack
and downscaling to the resolutions of 540 x 960, 480 x 640,
270 x 480 and 240 x 320 are shown in Table 3. These were
zero for each scheme except Prasetyo’s algorithm, which
reports a FNR of 0.488% when downscaled to a resolution
of 240 x 320. The resolution of the original video was
1080 x 1920, which corresponds to the aspect ratio of 16:9.
However, as the aspect ratios of the downscaled sequences
were 16:9 and 4:3, and the FNRs were still zero at 4:3, we
deduced that the watermark of the proposed scheme was
robust to aspect-ratio change.

3) Geometric Attacks

Geometric distortions are very common types of attacks in
the area of digital watermarking and consist of upscaling and
downscaling in resolution, cropping, rotation and aspect-ratio
change. In our experiment for an upscaling attack, firstly, we
scaled up each sequence to a certain level (1% tot 15%) and
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then cropped to the original dimension. Finally, the resultant
sequences were additionally downscaled to resolutions of
270 x 480 and 240 x 320. The performances of all approaches
are shown in Table 4. It is clear that Prasetyo’s method
extracted the watermark with a very high false-negative
error, and Lee’s method could only withstand a upscaling-
and-cropping attack of 1% but failed for stronger attacks.
Note that ‘-’ indicates that the watermark detection failed.
Although Ling’s approach performed well at relatively low
levels of upscaling and cropping, it was still inadequate at
higher levels. On the contrary, our proposed scheme extracted
the watermark with zero FNRs for up to 15% of upscaling
and cropping, and even when additionally downscaled to the
dimension of 240 x 320.

To evaluate the robustness of our proposed approach to a
rotation attack, each sequence was rotated at various angles
(between 1 and 15 degrees) and then cropped to remove any
newly created zero pixels from the border of the resultant
frame. We also extracted the watermark from downscaled
versions of the rotated sequences. The results for a combina-
tion of upscaling, cropping, rotation and resizing to 270 x 480
and 240 x 320 are shown in Table 5. These results indicate
that, although Ling’s method provided low FNRs at small
angles of rotation, only the proposed approach was robust
to these attacks.

4) Addition of White Gaussian Noise

To assess robustness to the addition of noise, white Gaussian
noise with zero mean and several different variances were
added to the watermarked video contents. It should be noted
that the pixel values of the distorted frames were constrained
to the range 0 to 255. The resultant FNRs after extracting the
watermark from noisy sequences are shown in Table 6. This
table illustrates that the FNRs of Prasetyo’s, Lee’s, Ling’s and
the proposed algorithms were zero or close to zero even when
the resolution scaled down to 240 x 320 pixels and the PSNR
of the attacked watermarked U channel decreased to 20.45 dB
for the proposed scheme.
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TABLE 4. False negative rates (%) for scaling, cropping and downscaling in resolution

Upscaling and Original Resolution Downscaling to 270 x 480 Downscaling to 240 x 320
cropping (%) Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee [65] Ling[66] Proposed Prasetyo[22] Lee[65] Ling[66] Proposed
1 96.295 0.283 0.000 0.000 65.716 0.364 0.000 0.000 47.243 0.442 0.000 0.000
3 100.000 100.000 0.007 0.000 100.000 100.000 0.006 0.000 100.000 100.000 0.005 0.000
5 100.000 100.000 0.598 0.000 100.000 100.000 0.566 0.000 100.000 100.000 0.557 0.000
7 - - 4.825 0.000 - - 4.706 0.000 - - 4.659 0.000
9 - - 13.509 0.000 - - 13.291 0.000 - - 13.243 0.000
11 - - 25.160 0.000 - - 24.896 0.000 - - 24.813 0.000
13 - - 38.978 0.000 - - 38.738 0.000 - - 38.661 0.000
15 - - 52.908 0.000 - - 52.710 0.000 - - 52.628 0.000
TABLE 5. False negative rates (%) for rotation, cropping and downscaling in resolution
Rotation and Original Resolution Downscaling to 270 x 480 Downscaling to 240 x 320
cropping (degree) ~ Prasetyo [22] Lee [65] Ling [66] Proposed  Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee [65] Ling [66] Proposed
1 99.999 99.999 0.074 0.000 99.999 99.999 0.102 0.000 99.999 99.999 0.281 0.000
3 100.000 100.000 38.229 0.000 100.000 100.000 40.608 0.000 100.000 100.000 44.030 0.000
5 100.000 100.000 65.968 0.000 100.000 100.000 67.238 0.000 100.000 100.000 78.037 0.000
7 - - 81.343 0.000 - - 85.435 0.000 - - 93.105 0.000
9 - - 89.113 0.000 - - 92.546 0.000 - - 98.983 0.000
11 - - 84.078 0.000 - - 96.559 0.000 - - 99.649 0.149
13 - - 92.175 0.001 - - 99.281 1.286 - - 99.915 2.646
15 - - 98.363 0.100 - - 99.893 12.941 - - 99.979 6.291
TABLE 6. False negative rates (%) for white Gaussian noise with zero mean and different variances
Variance  PSNRy (dB) Original Resolution Downscaling to 270 x 480 Downscaling to 240 x 320
U Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee [65] Ling[66] Proposed Prasetyo [22] Lee[65] Ling[66] Proposed
65 29.93 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.195 0.000 0.000 0.000
195 2521 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.029 0.000 0.000 0.000
325 23.00 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.005 0.000 0.000 0.000
456 21.54 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.001 0.000 0.000 0.000
586 20.45 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000

TABLE 7. False negative rates (%) for a joint attack which consisted of additive Gaussian noise with variance 65, rotation, cropping and downscaling in resolution

Rotation and Original Resolution

Downscaling to 270 x 480

Downscaling to 240 x 320

cropping (degree) ~ Prasetyo [22] Lee [65] Ling [66] Proposed  Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee [65] Ling [66] Proposed
1 99.999 99.999 0.076 0.000 99.999 99.999 0.105 0.000 99.999 99.999 0.116 0.000
3 100.000 100.000 38.480 0.000 100.000 100.000 40.733 0.000 100.000 100.000 38.557 0.000
5 100.000 100.000 65.955 0.000 100.000 100.000 67.323 0.000 100.000 100.000 76.437 0.000
7 - - 81.308 0.000 - - 85.429 0.000 - - 93.465 0.000
9 - - 89.148 0.000 - - 92.670 0.000 - - 98.696 0.000
11 - - 84.082 0.000 - - 96.610 0.000 - - 99.565 0.080
13 - - 92.246 0.000 - - 99.277 0.874 - - 99.927 1.783
15 - - 98.365 0.072 - - 99.892 10.175 - - 99.994 3.222

TABLE 8. False negative rates (%) for H.264/AVC compression (QP = 28)
and downscaling in resolution

Downscaling to Prasetyo [22] Lee [65] Ling [66] Proposed
Original Resolution 2.883 0.118 0.000 0.000
540 x 960 2.269 0.135 0.000 0.000
480 x 640 1.636 0.142 0.000 0.000
270 x 480 1.674 0.192 0.000 0.000
240 x 320 3.932 0.244 0.000 0.000

5) Joint Attack

In this test, a joint attack consisting of the addition of
white Gaussian noise, upscaling, downscaling in resolution,
rotation and cropping were considered. Firstly, we added
white Gaussian noise with zero mean and a variance of 65
into each frame of the watermarked video sequences and
then the noisy sequences were rotated at different angles and
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cropped as explained previously. Finally, the resultant video
sequences were downscaled to 270 x 480 and 240 x 320
pixels resolutions before passing through the decoder. The
performances of our proposed method shown in Table 7
indicate that it was far better for the joint attack than those
of Prasetyo’s, Ling’s and Lee’s schemes.

6) H.264/AVC Compression

In this part of our analysis, we evaluate our technique to a
lossy compression attack. A H.264/AVC encoder compressed
the sequences using the quantization parameter (QP) of 28,
at 25 frames per second (fps). We applied the attack using
H.264/AVC because it is the most common video encoder.
Note that we have no reason to expect different results when
using other compression standards such as H.265/HEVC.
Although Prasetyo’s and Lee’s schemes did not achieve zero
FNRs for compression attacks, Ling’s and the proposed tech-
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TABLE 9. False negative rates (%) for H.264/AVC compression (QP = 28), scaling, cropping and downscaling in resolution

Upscaling and Original Resolution Downscaling to 270 x 480 Downscaling to 240 x 320
cropping (%) Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee [65] Ling[66] Proposed Prasetyo[22] Lee[65] Ling[66] Proposed
1 90.668 20.807 0.000 0.000 82.724 21.330 0.000 0.000 72.733 21.685 0.000 0.000
3 99.989 100.000 0.009 0.000 99.989 100.000 0.008 0.000 99.990 100.000 0.007 0.000
5 99.998 100.000 0.659 0.000 99.998 100.000 0.621 0.000 99.998 100.000 0.609 0.000
7 - 5.079 0.000 - - 4.959 0.000 - - 4.908 0.000
9 - - 14.523 0.000 - - 14.308 0.000 - - 14.238 0.000
11 - - 26.575 0.000 - - 26.340 0.000 - - 26.243 0.000
13 - 40.683 0.000 - - 40.444 0.000 - - 40.348 0.000
15 - 55.095 0.000 - - 54.883 0.000 - - 54.810 0.000
TABLE 10. False negative rates (%) for H.264/AVC compression (QP = 28), rotation, cropping and downscaling in resolution
Rotation and Original Resolution Downscaling to 270 x 480 Downscaling to 240 x 320
cropping (degree) ~ Prasetyo [22] Lee [65] Ling [66] Proposed  Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee [65] Ling [66] Proposed
1 99.988 99.999 0.229 0.000 99.988 99.999 0.183 0.000 99.988 99.999 0.234 0.000
3 99.999 100.000 40.151 0.000 99.999 100.000 39.709 0.000 99.999 100.000 42.007 0.000
5 99.998 100.000 67.242 0.000 99.998 100.000 69.616 0.000 99.998 100.000 78.062 0.000
7 - - 82.272 0.000 - - 86.031 0.000 - - 93.744 0.513
9 - - 89.188 0.226 - - 92.650 0.163 - - 98.850 3.867
11 - - 88.578 3.495 - - 97.338 0.761 - - 99.691 3.885
13 - - 91.852 8.425 - - 99.166 0.048 - - 99.913 0.107
15 - - 98.304 16.511 - - 99.883 0.000 - - 99.984 0.000
TABLE 11. False negative rates (%) for H.264/AVC compression (QP = 28) and additive white Gaussian noise
Original Resolution Downscaling to 270 x 480 Downscaling to 240 x 320
Variance  Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee[65] Ling[66] Proposed Prasetyo [22] Lee[65] Ling[66] Proposed
65 4.375 0.119 0.000 0.000 1.249 0.195 0.000 0.000 3.184 0.247 0.000 0.000
195 5.844 0.128 0.000 0.045 1.057 0.204 0.000 0.004 2.367 0.260 0.000 0.000
325 7.176 0.138 0.000 0.905 1.076 0.216 0.000 0.211 2.011 0.278 0.000 0.001
456 8.400 0.150 0.000 4.236 1.139 0.234 0.000 1.118 1.828 0.296 0.000 0.058
586 9.887 0.163 0.000 7.885 1.254 0.252 0.000 3.147 1.751 0.320 0.000 0.333

niques achieved better robustness as shown in Table 8.

In the previous section, we analyzed the performances of
our method in terms of downscaling in resolution, upscal-
ing, rotation, cropping, the addition of Gaussian noise and
combinations of these attacks. However, in this experiment,
we additionally analyzed the robustness to these attacks in
combination with H.264/AVC compression. The FNRs of the
proposed method, Prasetyo’s, Ling’s and Lee’s approaches
are summarized in Table 9 to Table 12. Table 9 indicates
that our proposed scheme extracted the watermark without
any error for a combination of cropping, upscaling, and
compression and downscaling in resolution, even for 15%
upscaling and cropping. On the contrary, although the FNRs
of Ling’s scheme were small for up to 5% upscaling and
cropping, they were large for higher values of the upscaling
attack. This table also shows that the FNRs of Prasetyo’s and
Lee’s methods were very high even for a 1% upscaling attack.

The FNRs of Prasetyo’s, Ling’s, Lee’s and the proposed
algorithms for integration of H.264/AVC compression, ro-
tation, upscaling, cropping and downscaling to stochastic
resolution attacks are summarized in Table 10. This table
indicates that, for up to 15° of rotation, the proposed scheme
achieved better robustness than the other methods. It is
noticed that the performances of our approach were better
at downscaled video resolutions than the original resolution
for this level of attack because of the high-frequency bands
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being truncated from a frame and low-frequency complex
coefficients are spread to the DTCWT decomposition levels
when downscaling occurs [59]. As, in this case, the low-
frequency transform coefficients are selected to add the wa-
termark, its effect was evident at a lower resolution of a video
frame. Therefore, an additional step of downscaling could be
considered in the watermark extraction algorithm to improve
the detection performance.

In Table 11, although the FNRs of Ling’s and Lee’s meth-
ods were better at higher variance values than those of the
proposed method, Prasetyo’s, Ling’s and Lee’s approaches
failed when combined with rotation, upscaling and cropping
in the presence of white Gaussian noise with zero mean and
a variance of 65, and H.264/AVC compression, as shown in
Table 12.

A receiver operating characteristic (ROC) curve is a trade-
off between false positive rate (FPR) and true positive rate
(TPR). A smaller FPR and larger TPR represents the better
performance of the watermark detection. The ROC curves
for Prasetyo’s, Lee’s, Ling’s and the proposed algorithms
after jointly applying H.264/AVC compression, the additive
Gaussian noise of variance 65, 5° rotation and cropping,
and resizing the dimension to 1080x1920, 270x480 and
240x320 pixels resolutions are presented in Fig. 8. These
curves indicate that our scheme is more robust to a joint
attack than the other approaches, even at a resolution of
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TABLE 12. False negative rates (%) for H.264/AVC compression (QP= 28), additive Gaussian noise with variance of 65, rotation, cropping and downscaling in
resolution

Rotation and Original Resolution Downscaling to 270 x 480 Downscaling to 240 x 320

cropping (degree) ~ Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee [65] Ling [66] Proposed Prasetyo [22] Lee[65] Ling[66] Proposed
1 99.979 99.999 0.090 0.000 99.987 99.999 0.063 0.000 99.988 99.999 0.078 0.000
3 99.999 100.000 39.666 0.000 99.999 100.000 39.167 0.000 99.999 100.000 39.455 0.000
5 99.999 100.000 66.999 0.000 99.999 100.000 69.425 0.000 99.999 100.000 77.998 0.001
7 - - 82.349 0.005 - - 86.092 0.000 - 93.164 0.804
9 - - 89.298 0.770 - - 92.742 0.550 - 98.811 4.267
11 - - 84.596 4.967 - - 97.426 2.409 - 99.570 5.268
13 - - 91.953 10.752 - - 99.212 1.194 - - 99.929 0.714
15 - - 98.365 19.223 - - 99.893 0.016 - - 99.994 0.000
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FIGURE 8. ROC curves for different schemes for the joint attack which consisted of compression, Gaussian noise with variance 65, 5° rotation and cropping and

downscaling to (a) 1080 x 1920, (b) 270x 480 and (c) 240 x 320 pixels resolutions.

240x320 pixels.

7) Camcording and Temporal Synchronization Attacks
For the camcording experiments, we tested only Lee’s and
the proposed algorithm using five different watermarked
video sequences ParkJoy, Life, ControlledBurn, SpeedBag
and PedestrianArea. Ling’s method was not used in this test
because camcording causes temporal de-synchronization, for
example, frame insertion or frame dropping, as well as ge-
ometric and color distortions. If the watermark extraction
is dependent on consecutive frames, the watermark decoder
will be unable to elicit the watermark when temporal de-
synchronization is applied. As Ling’s approach requires at
least one WMS to extract the watermark but no WMSs
appeared due to the frame-rate change, this scheme was not
robust to camcording. Furthermore, Prasetyo’s method was
not considered for the camcording experiment because it is
not robust to geometric distortions, and it is a non-blind
method which requires temporal synchronization at the de-
coder. Note that the original method proposed to only embed
the watermark in key frames. By detecting those key frames
during watermark extraction and hence retrieving the original
SVs for non-blind detection, the temporal synchronization
issue could be solved. However, those key frames could be
(un)intentionally dropped by an attacker during a camcord-
ing experiment, making watermark extraction impossible for
their method.

In our test, the watermarked sequences were run repeatedly
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TABLE 13. False negative rates (%) for camcording

Frame Rate  Downscalingto  Lee [65]  Proposed

1080 x 1920 7.66 0.13

540 x 960 7.72 0.04

25p 480 x 640 7.78 0.00
270 x 480 8.15 0.02

240 x 320 8.46 0.00

1080 x 1920 8.68 0.73

540 x 960 8.82 0.57

50i 480 x 640 8.91 0.02
270 x 480 9.28 2.30

240 x 320 9.68 0.00

1080 x 1920 10.36 5.53

540 x 960 10.45 4.82

50p 480 x 640 10.50 0.00
270 x 480 10.85 2.04

240 x 320 11.17 0.00

on a 60-inch television at 30 fps. We used a SONY HDR-
TD30VE camcorder to capture each sequence 10 times start-
ing from a different frame, for at least 300 frames with
three different frame rates (25p, 50i and 50p). The 150
captured AVCHD (MPEG4-AVC/H.264) format sequences
(i.e., 5 sequences x 10 trials x 3 frame rates) were re-
compressed using the x264 encoder and then downscaled
to the resolutions of 540 x 960, 480 x 640, 270 x 480
and 240 x 320. The FNRs after extracting the watermark
from the resultant sequences for both Lee’s and the proposed
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embedding attacked frames of the sequences (a) Park Joy, (b) Life, (C) Controlled Burn and (d) Speed Bag, where each sequence contains 300 frames.

algorithms are summarized in Table 13. It is clear that our
algorithm was more robust to camcording, even when addi-
tionally compressing and downscaling the videos.

D. WATERMARK SECURITY

Multiple watermark embedding is a possible attack that
could be used to remove a watermark from the watermarked
video sequence. To analyze the security of the watermark
against this attack, four different sequences were used where
each has different motion characteristic, and all contain 300
frames. In a multiple watermark embedding attack, we con-
sidered that the attackers have knowledge of the proposed
watermark mechanisms but not of the original watermark,
w, which was embedded into the video sequence. There-
fore, the attackers might add a second watermark into the
watermarked video sequence to remove the effect of the first
watermark. As the attackers have no idea of the embedded
watermark pattern, we embedded a random watermark pat-
tern into each video sequence.

Fig. 9 shows the mean of the SVs of the DTCWT coeffi-
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cients in each direction after a multiple watermark embed-
ding attack, for four test sequences. In each direction, for
each sequence shown in Fig. 9, the first (i.e., blue) bar is the
mean SV of the original unwatermarked video sequence, the
second (i.e., red) bar shows the mean SV of the watermarked
video sequence, and the final (i.e., orange) bar describes
the mean SV of the randomly-watermarked video sequence
where the second watermark was embedded into the already
watermarked sequence. For each sequence, it is clear from
the blue bars (i.e., the first bar in each direction, for the
unwatermarked videos) that the difference between the mean
of the SVs of each pair is very small, especially the mean
differences D, and D». However, we created a large differ-
ence between them by embedding the watermark using (11),
as shown in the second, red bars. In the last, orange bars, i.e.,
after embedding the second (random) watermark, although
the difference between the directions in a pair is not large
enough, the signs of both mean differences D; and D are
the same. Hence, the same bit patterns from both pairs will be
extracted and the presence of the watermark will be detected
accurately.

In order to justify the watermark detection accuracy for
a multiple watermark embedding attack in terms of the
FNR, we experimented using 20 different random water-
mark patterns for the watermark embedding strengths, 5 =
0,2,---,90. For each strength and video sequence, a ran-
dom watermark pattern was embedded into the already-
watermarked sequence and repeated for other random pat-
terns. It should be noted that there is no effect of the second
(random) watermark when S = 0, i.e., it does not modify
the original watermarked sequence. Fig. 10 shows the FNR
for different embedding strengths and corresponding average
PSNRy of the randomly watermarked U channel. In this
figure, the PSNRy at 3 = 0 indicates the quality of the
watermarked U channel using the proposed technique before
applying the multiple watermark embedding attack. It can
also be seen that the PSNRy of the randomly watermarked
U channel decreases with increasing embedding strength,
although the FNR of the proposed detection is zero or close
to zero. Therefore, it can be evident that the proposed wa-
termarking algorithm is secure against a multiple watermark
embedding attack. The proposed technique can be employed
to preserve copyright of the videos’ producers or owners. The
technique can guard against illegal sharing with untrusted
applications such as those used on social media networks.

E. COMPUTATIONAL EFFICIENCY

The computational complexity of the proposed algorithm
was compared with Prasetyo’s, Lee’s and Ling’s methods.
The experiments were conducted on a computer with a
2.40 GHz Intel(R) Core(TM) i5-6300U CPU and 16 GB
of RAM running on a Windows 7 operating system. The
proposed, Lee’s and Ling’s methods were implemented in
MATLAB 9.4, and Prasetyo’s approach in Python 2.7.18. We
computed the run time of the watermarking embedding and
extraction algorithms for each frame of a video sequence.
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TABLE 14. Watermark embedding and extraction times per HD frame

Method Embedding Time (s)  Extraction Time (s)
Prasetyo [22] 2.032 5.635

Lee [65] 0.570 0.258

Ling [66] 1.878 0.204

Proposed 0.262 0.126

The average embedding and extraction times per frame us-
ing the proposed, Prasetyo’s, Lee’s and Ling’s methods are
summarized in Table 14. This table shows that the proposed
embedding and extraction algorithms are faster than the state-
of-the-art algorithms.

VI. CONCLUSIONS

We proposed a novel video watermarking method that in-
herits the advantages of both SVD and DTCWT. That is, it
embeds the watermark in the SVs of the DTCWT coefficients
of the chrominance channel. We chose to use this channel
as, for the case of watermark imperceptibility, it supports a
higher strength watermark than would have been possible
using alternative luminance embedding algorithms.

We examined the imperceptibility of our method by both
subjective and objective quality assessments. From these
experiments, we found that our method embeds an imper-
ceptible watermark and outperforms the state of the art.

The DTCWT decomposition level for extracting the water-
mark was selected based on the resolution of the sequence.
This approach helps to maintain robustness to aspect-ratio
changes and any arbitrary downscaling in resolution. Note
that the original video is not required during decoding,
i.e., the proposed method is blind. The combined benefits
of the SVD and DTCWT enhance the robustness of our
scheme to geometric attacks such as upscaling, cropping
and rotation. The effectiveness of our algorithm was exper-
imentally validated against the addition of white Gaussian
noise, H.264/AVC compression and combinations of these
attacks. Finally, our proposed blind watermarking method
outperforms existing techniques in robustness against frame-
rate change and camcording attacks.
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