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1. Introduction

As one of the essential tools in modern cryptography, Non-Interactive Zero-Knowledge (NIZK) proof systems allow a party
to prove that for a public statement X, she knows a witness w such that (x, w) € R, for some relation R, without leaking
any information about w and without interaction with the verifier. Due to their impressive advantages and functionalities,
NIZK proof systems are used ubiquitously to build larger cryptographic protocols and systems [8,32]. Among the various
constructions of NIZK arguments, there is usually a trade-off between several performance measures, in particular, between
efficiency, generality and the strength of the assumptions used in the security proof.

Zero-knowledge Succinct Argument of Knowledge (zk-SNARKSs) [21,28] are among the most practically interesting NIZK
proofs. They allow to generate succinct proofs for NP-complete languages (3 group elements for CircuitSat [28]) but they
are constructed based on non-falsifiable assumptions (e.g. knowledge assumptions [14]). A well-known impossibility result
of Gentry and Wichs [22] shows that this is unavoidable if one wants to have succinctness for general languages. Thus,
non-falsifiable assumptions are an essential ingredient to have very efficient constructions, while falsifiable assumptions
give stronger security guarantees and more explicit and meaningful security reductions [41].
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Groth-Sahai proofs [31] also allow to prove general languages' under standard assumptions non-succinctly, trading secu-
rity for succinctness. On the other hand, some constructions of Quasi-Adaptive NIZK (QA-NIZK) generate very efficient proofs
based on falsifiable assumptions for very specific statements (e.g. membership in linear spaces). Somewhere in between, re-
cent work by Gonzdlez and Rafols [25] constructs a NIZK argument for boolean CircuitSat under falsifiable assumptions
by combining techniques of QA-NIZK arguments and zk-SNARKs. The proof size of their construction is O (n + d) group
elements, where n is the length of the input and d is the depth of the circuit.

The primary requirements in a NIZK argument are Completeness, Zero-Knowledge (ZK), and Soundness. Completeness guar-
antees that if both parties honestly follow the protocol, the prover will convince the verifier. Zero-knowledge preserves
prover’s privacy and ensures that the verifier will not learn more than the truth of the statement from the proof. Soundness
guarantees that a dishonest prover cannot convince an honest verifier. However, in practice usually bare soundness is not
sufficient and one might need stronger variations of it, known as Knowledge Soundness, Simulation Soundness or Simulation
Knowledge Soundness (a.k.a. Simulation Extractability) [43,26]. Knowledge soundness ensures that if an adversary manages to
come up with an acceptable proof, he must know the witness. Simulation soundness (a.k.a. unbounded simulation sound-
ness) ensures that an adversary cannot come up with valid proof for a false statement, even if he has seen an arbitrary
number of simulated proofs. This notion basically guarantees that the proofs are sound and non-malleable. A strongest
case, in terms of extractability, Simulation Extractability (SE) implies that an adversary cannot come up with a fresh valid
proof unless he knows a witness, even if he has seen an arbitrary number of simulated proofs. In both notions knowledge
soundness and simulation extractability the concept of knowing is formalized by showing that there exists an extraction
algorithm, either non-Black-Box (nBB) or Black-Box (BB), that can extract the witness from the proof.

Zk-SNARKs (either knowledge sound ones [21,28], or SE ones [29,4,7,6]) are probably the best-known family of NIZK
arguments. They achieve nBB extraction under non-falsifiable assumptions. While SE with nBB extraction is a stronger
notion in comparison with (knowledge) soundness, it is still not sufficient for UC-security and needs to be lifted [3]. The
reason is that in UC-secure NIZK arguments, to simulate the corrupted parties, the ideal-world simulator should be able to
extract witnesses without getting access to the source code of environment’s algorithm, which is only guaranteed by BB
SE [11,26,30].

SE NIZK arguments have great potential to be deployed in practice [38,36], or construct other primitives such as
Signature-of-Knowledge (SoK) [12]. In a SoK, a valid signature of a message m for some statement x and a relation R
can only be produced if the signer knows a valid witness w such that (X, w) € R. Groth and Maller [29] constructed a SE
zk-SNARK and a generic construction of a SoK from any SE NIZK argument, resulting in a SoK for CircuitSat. While their
construction is for general NP relations and it is also succinct, it also relies on non-falsifiable assumptions and cannot be
directly deployed in UC protocols.

This paper constructs a SE NIZK argument with BB extraction for Boolean CircuitSat which is secure under falsifiable
assumptions. The proposed construction is based on the result of [25]. We show that the proposed construction adds
minimal overhead to the original construction, resulting in a SE NIZK argument with BB extraction and proof size O (n + d).
Moreover, the proposed construction also allows one to construct a (Universally Composable) SoK of the same size.

The restriction to Boolean CircuitSat (and not arithmetic) for our SE NIZK argument is inherited from the NIZK argument
of [25] on which our argument is based. This restriction is due to the fact that we need the DLOG-based commitments to
the input of the circuit to be extractable, and this is only possible (for a BB extractor) if the message space is of polynomial
size. Thus, we restrict ourselves to the important special case of Boolean CircuitSat. As an independent result, in this paper
we also give a simple formula to encode Boolean CircuitSat as a Quadratic Arithmetic Program [21], which we later use for
our construction.

1.1. Our contribution

Trivial approach for Boolean CircuitSat. Let ¢ be some boolean circuit, and let a;, b;, c; be the left, right and output wires
of gate i. A zero-knowledge argument for Boolean CircuitSat, where the prover shows knowledge of some secret input
satisfying the circuit, can be divided into three sub-arguments:

1) an argument of knowledge of some boolean input: to prove that the secret input is boolean, the prover must show that
each input value satisfies some quadratic equation,

2) a set of linear constraints, which proves “correct wiring”, namely that a;, b; are consistent with ¢ and the specification
of the circuit,

3) a set of quadratic constraints, which proves that for all i, aj, b; and ¢; are in some quadratic relation which expresses
correct evaluation of gate i.

It is straightforward to prove CircuitSat by computing perfectly binding commitments to all the wires a;, b;, ¢; and use, for

example, GS NIZK proofs for each of the three sub-arguments. However, the proof size is obviously linear in the number of
wires.

1 GS proofs allow to prove satisfiability of any quadratic equation over Zp, where p is the order of a bilinear group. In particular, this can encode
CircuitSat. The size of the resulting proof is linear in the total number of wires.
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New techniques. In a recent result, Gonzalez and Rafols [25] give a proof for Boolean CircuitSat of size O(n + d) group
elements under falsifiable assumptions in bilinear groups. We now give an overview of their techniques, which is the
main building block of our paper. The key to their result is to prove 2) and 3) succinctly for each level of the circuit.
More specifically (ignoring zero-knowledge, momentarily), if L; (resp. Rj, O;) is a shrinking (non-hiding, deterministic)
commitment to all left (resp. right, output) wires at depth j, they construct:

2’) an argument that shows that the opening of L; (resp. R;) is in the correct linear relation (given by the wiring constraints
in the circuit specification) with the input and the openings of 04,...,0;_1,

3’) an argument that shows that the opening of O ; is in the correct quadratic relation (which depends on the type of gates
at level j) with the opening of L; and R;.

The abstraction given above of the results of [25] hides an important subtlety: “the opening of L;” (and similarly for the
other shrinking commitments O ;, R;) is not well defined, as many openings are possible, so it is unclear what it means for
these sub-arguments to be sound. However, as the authors of [25] observe, when we are using these as part of a global
proof of CircuitSat, “the opening of L;” to which we intuitively refer is well defined in terms of the openings in previous
levels. In other words, in the soundness proof, 2') can be used to prove that if the reduction can extract an opening of
01,...,0j_1 consistent with the input and the circuit, it can also extract a consistent opening of L; (and similarly R;).
On the other hand, 3’) shows that if the reduction can extract an opening of Lj and R; consistent with the input and the
circuit, it can also extract an opening of O ;. For this reason, Gonzdlez and Rafols informally called 2’) and 3’) “arguments
of knowledge transfer” (linear and quadratic, respectively): given knowledge of the input, arguments 2’) and 3’) can be used
alternatively to transfer this knowledge to lower levels of the circuit.

Promise problems. To formalize this intuitive notion, the authors of [25] define their sub-arguments 2’) and 3’) as arguments
(with completeness and soundness) for certain promise problems:

2") Given the input ¢y and openings (¢1, ..., 31_1) of 01,..., 0j_1, the argument shows that L; can be opened to some 71,-
with the correct linear relation to (Co, C1, ..., Cj—1) (similarly for R;).

3’) Given d; and B]’, openings of Lj and Rj, the argument shows that there is an opening ¢; of O; that is in the correct
quadratic relation (which depends on the type of gates at level j) with d; and Bj.

From an efficiency point of view, the interesting thing is that the arguments are of constant size. This explains the proof
size O (n+d): O(n) is for committing to the input (with extractable commitments, which exist under falsifiable assumptions
because the input is boolean), and d is the cost of doing 2’) and 3’) repeatedly for each level. At a conceptual level, the key
issue is that the verifier never checks that the openings are correct (i.e. in 2’) it never checks that ¢; is a valid opening of
04, and in 3') that d;, bj are valid openings of Lj, R;), which is the promise. Soundness is only guaranteed if the promise
holds, and nothing is said when it does not hold (when the given openings are invalid). In fact, the verifier does not need
these openings, they are just part of the statement to define soundness in a meaningful way, reflecting the fact that in the
global argument for boolean CircuitSat, the openings at level j are uniquely determined by transferring the knowledge of
the circuit to lower levels. So excluding the need to read the statement, the verifier works in constant time (it would work
in linear time if it verified the statement). In particular, when using the sub-arguments in a global proof, verification of each
of the sub-arguments is constant size, and the global verifier runs in time O (n + d).

Security proof. The sub-arguments 2’) and 3’) of [25] are not new. More specifically, for 2’) the authors just use the QA-NIZK
argument of linear spaces for non-witness samplable distributions of Kiltz and Wee [37], a generalization of [33,39] and for
3’) they use techniques appeared in the context of zk-SNARKs (as e.g. [21]) to write many quadratic equations as a single
relation of polynomial divisibility that can be proven succinctly. The challenge they solve is to give a proof that 2’) and 3’)
are sound for the aforementioned promise problems under falsifiable assumptions, which is not implied by the soundness
of the NIZK arguments they use for 2’) and 3’). More specifically, for the linear constraints the soundness of the argument
of membership in a linear space does not protect from “witness switching attacks” as explained in [25]. Indeed, to prove
that two shrinking commitments ¢, ¢; open to vectors of values with a certain linear relation, it is natural to write this as
a membership proof in a linear space defined by matrices M, N, i.e. to prove that

1 M
(¢) ()

which ensures that there exists some w such that ¢; = Mw and ¢; = Nw. However, given some opening w of ¢; (which
in our analysis is known because of knowledge of the input and the transfer to lower levels of the circuit), the argument
does not prove that ¢ = Nw, as it only proves that there is some common opening. Therefore, standard soundness does
not prevent the adversary from “switching the witness”: if the adversary is able to find another witness W’ such that
¢1 =Mw =Mw’ it can use W’ for ¢,, for some w’ that does not satisfy the linear constraints.

88



K. Baghery, A. Gonzilez, Z. Pindado et al. Theoretical Computer Science 916 (2022) 86-110

This attack is easy to reduce to the binding property of commitment schemes if the reduction can extract w’ from the
adversary, but since the commitments are shrinking, this would require some non-black-box extraction, deviating from the
goal of using standard assumptions. The authors of [25] get around this by showing how to prove soundness for the promise
problems associated to linear constraints using a decisional assumption related to the matrix M. For 3’) they prove that the
soundness of their argument for the promise problem is a straightforward consequence of a q-type assumption in bilinear
groups.

Our techniques: general approach. This paper builds a SE NIZK for CircuitSat under falsifiable assumptions building on the
work of [25]. There are several generic techniques to solve this problem. To the best of our knowledge, existing generic
solutions are variations of the following approach, described for example in [26]: build an OR proof that given some circuit
¢ and a public input Xp, either the circuit is satisfiable with public input x, or a signature of M = (zp,?(p) is known. The
simulator uses as a trapdoor the signature secret key. We note that this approach results in a considerable (although also
constant) overhead (around 20 group elements).> Our approach is based on the following observation: to compute “fake
proofs” of satisfiability, a simulator just needs to lie either about the satisfiability of quadratic equations or linear equations,
but not both. Further, it is sufficient to lie in the last gate. In particular, we choose the following strategy to simulate a proof
for a circuit ¢ and a public input X,: complete the input arbitrarily, compute consistent assignments to all gates but choose
the last left and right wire arbitrarily so that the last gate outputs one. Thus the simulator outputs only honest proofs except
for the last linear relation, which is a simulated proof for a false statement, i.e. the simulator does not need the simulation
trapdoor for sub-arguments 1) and 3’) and standard soundness is sufficient. To be consistent with this strategy, our SE NIZK
for boolean CircuitSat uses the construction of [25] but replaces 2’), the proof that the linear relation holds, with 2”) an
unbounded simulation sound proof for the same promise problem.

Recall that the argument 2’) of [25] is just the QA-NIZK argument for membership in linear spaces of Kiltz and Wee for
non-witness samplable distributions with a security proof is adapted for promise problems (non-trivially). We take the most
efficient Unbounded Simulation Soundness (USS) QA-NIZK argument of membership in linear spaces in the literature, also
due to Kiltz and Wee [37] and we adapt the USS argument to work for bilateral linear spaces (linear spaces split among
the two source groups in a bilinear group) as in [24] and for promise problems as in [25]. The overhead of the construction
with respect to the original CircuitSat proof is minimal (3|G|). BB extractability is achieved because of the soundness of
the argument which proves that the input is boolean and the fact that ElGamal ciphertexts of 0 or 1 are BB extractable (the
extraction trapdoor is the secret key).

Our approach modularly combines a USS argument of membership in linear spaces with other arguments. The USS
NIZK argument of Kiltz and Wee is not tight. However, to get tight security we only need to construct a tight USS for
promise problems for linear spaces (or for bilateral spaces if we want to improve efficiency). In Section 7 we give such a
construction, we take the most tight QA-NIZK argument in the literature, Abe et al. [1], and we adapt the security proof
to build an argument for the promise problem related to satisfiability of linear constraints. The result is a signature of
knowledge for circuits with a loss of d (the circuit depth) in the reduction (inherited from [25]), but independent of the
number of queries to the simulation oracle.

As Groth and Maller [29] pointed out, USS arguments for CircuitSat are very close to Signatures of Knowledge (SoK).
We use the fact that our CircuitSat argument is tag-based to obtain a very simple transformation to SoK. In particular, our
second construction results in a tight SoK.

Adapting the USS argument to promise problems. Technically, the main challenge that we solve is to prove that the tag-
based USS argument for membership in linear spaces of Kiltz and Wee [37] (in Section 6) and of Abe et al. [1] (in Section 7)
is sound for the promise problem defined in [25] for linear constraints. More precisely, what we prove is that the adversary
cannot create a valid proof for the statement

(5)em(¥)

such that X = Mw for some known w but y # Nw even after seeing many simulated proofs. The idea is that if the linear
constraints are satisfied until a certain level, they must be satisfied also at lower levels of the circuit.

In the following, we give an overview on how we adapt Kiltz and Wee’s USS argument for this promise problem. The tight
construction based on Abe et al. in Section 7 follows the same lines. The main idea of the USS argument of Kiltz and Wee,
T N-uss is to add a pseudorandom MAC to their QA-NIZK argument of membership in linear spaces I y. The soundness
of the argument ITy that proves membership in the space spanned by the columns of some matrix U is guaranteed by the
fact that yTK is uniformly random in the adversary’s view given UK if y ¢ Span(U). Their construction can be thought of
as a compilation (via a pairing assumption) of a hash proof system to the public key setting. The matrix K plays the role of
the hashing key in the hash proof system. To achieve public verifiability, partial information about K is published. The proof

2 Using OR proofs (the less efficient construction for PPE given in [42] or adding a bit as an auxiliary variable) plus the Boneh-Boyen signature for
adaptive soundness.
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of simulation soundness of ITjn.uss shows, in the first place, that under some decisional assumption, the queries made
by the adversary do not give additional information to the adversary, in particular, they do not leak additional information
about the secret key other than the one in the common reference string. We can adapt this part of their argument in a
straightforward way. Then their proof concludes by arguing that in the final game the common reference string information
theoretically hides part of the secret key, more concretely, ¥ TK remains information theoretically hidden.

. . M
We need to add one extra game in the proof of Il n.uss to account for the fact that in our case U= N) spans

all of the space. In particular, on the one hand, our soundness condition is different, as explained (the adversary breaks
soundness for (X',yT) if X = Mw for some known W but ¥ £ Nw). On the other hand, the common reference string
reveals all information about the secret key (since UTK reveals everything about K), so the information theoretic argument
used by Kiltz and Wee to conclude the proof of IT n.uss does not apply. We solve this in the same way as Gonzalez and
Rafols [25], who show that if the Matrix Decisional DDH Assumption [18] associated to the distribution of the first block
M holds, then we can switch to a game where (07, NT)K is information theoretically hidden. Intuitively, this means the
adversary cannot compute valid proofs such that if X =Mw for some known w but y # Nw), because it does not know the
projection of the secret key on the second block without involving the first block.

Generalization of our techniques. The observation that to add unbounded simulation soundness to NIZK arguments which
prove both quadratic and linear equations it suffices to have USS in the linear part can have other applications. For example,
a direct application is to give USS to the construction of Daza et al. [16], which gives a compact proof that a set of perfectly
binding commitments open to O or 1.

A canonical transformation of Boolean circuits to QAPs. To prove quadratic equations compactly, Gonzélez and Rafols adopt
the idea of [21] to encode many quadratic equations as a problem of divisibility among polynomials. More in detail, in a
breakthrough result building on [27], Gennaro et al. [21] introduced in 2013 two characterizations of circuit satisfiability
(Quadratic Span Programs or QSPs for boolean circuits and Quadratic Arithmetic Programs or QAPs for arithmetic circuits
over Zj, where p should be the order of the bilinear group of the zk-SNARK, inspired by the notion of Span Programs [35])
and proposed an efficient zk-SNARK for it. The basic idea is that the correctness of all the computations of the circuit is
expressed as a divisibility relation among certain polynomials which define the program. This leads to a succinct proof
in the CRS model by checking the divisibility relation only in a secret point given in the CRS “in the exponent”. In 2014,
Danezis et al. [15] introduced Square Span Programs (SSP) for boolean circuits to simplify QSPs. The reason why special
encodings for Boolean circuits exist is because these are an important special case, and they have special characteristics
(a part from checking gate satisfiability, one must check that the wires are boolean). In 2016, Groth [28] introduced the
most efficient zk-SNARK for QAPs, and also mentioned that QAPs can encode boolean CircuitSat but did not give an explicit
transformation. Gonzalez and Rafols [25] gave an explicit encoding of Boolean CircuitSat, separating linear and quadratic
constraints and dividing the encoding by layers of same depth as needed by their construction. That is, essentially they
were spelling out a QAP for satisfiability of all boolean gates of the same depth.

We spell out a canonical QAP to describe boolean CircuitSat as a problem of satisfiability of polynomials. We call the
transformation canonical because it is essentially the direct and simplest way to do this transformation. Although encoding
Boolean CircuitSat as a QAP is not difficult and can be easily done with a computer, we give an exact formula that describes
a simple QAP from the description of the gates. This is a contribution of independent interest, and when combined with
Groth16’s zk-SNARK it results in an argument with the polynomials that define the QAP are very simple, Lagrangian polyno-
mials or sums of them. Then, we use this transformation from boolean CircuitSat to QAP to derive a simpler transformation
from Boolean CircuitSat (separated in linear and quadratic constraints for each depth) compared to Gonzalez and Rafols [25]
(they needed to check a more complex quadratic equation at each depth).

Organization. In Section 2 we introduce notation and the relevant security definitions and recall the Signature of Knowledge
definition and properties. In Section 3, we define a canonical QAP codification for Boolean Circuits. In Section 4 we recall
the subschemes of Aggregated Proofs of Quadratic Equations and Aggregated Proofs of Linear Equations applied to our
codification. In Section 5 we give our main construction, we present a framework of SE NIZK Argument for Boolean CircuitSat
that uses three building blocks, a concrete instantiation of the framework in 5.1 and the UC SoK based on the instantiation
in 5.2. In Section 6 we prove the USS argument of Kiltz and Wee is still secure with the promise problem. Same for Abe
et al. USS argument in Section 7 (see Table 1). Finally, in Section 8 we show how to improve the efficiency of the main
construction with respect to a naive use of Groth-Sahai proofs.

Novelty. This is the full version of the work with the same title published in Africacrypt 20, [5]. The tight construction
(Section 7), the details on tuning GS proofs (Section 8) and the details on the Signature of Knowledge construction (Sec-
tion 5.2), and the canonical QAP for boolean circuits (Section 3) are new. Further, with respect to the Africacrypt 20 version,
we have corrected minor issues about the definitions and corrected a claim about the distribution of simulated proofs. We
have generalized our construction to work for all boolean circuits (and not only circuits with only NAND gates, as originally
done for simplicity).
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Table 1

A comparison of our proposed SoK schemes in Sec. 5.1 with the USS argument for membership in linear
spaces for in Section 6 and Section 7 respectively, with prior schemes. In the last column we show the tight-
ness respect to the number of the queries Q for those constructions that are simulation sound. ns denotes
the secret input size in a boolean circuit, d the depth of the circuit, nppg is the number of pairing product
equations (each multiplication gate in an arithmetic circuit can be encoded as a pairing product equation,
in such case nppg = n), nx, ny are the number of variables in all the pairing product equations in G1, G,
respectively, £k is the size of the output of a hash function. PE: Pairing Equations, SAP: Square Arithmetic
Equations, QE: Quadratic Equations.

Construction Language Signature size Assumption Tightness
BFG [9] PE (nppenx, nppeny) + £k Falsifiable -

GM [29] SAP 2,1)+ £k Non-falsifiable 0(Q)
Sec. 5.1. 6 QE (2ns +10d — 4, 6d + 4) Falsifiable 0(Q)
Sec. 5.1. 7 QE (2ns +10d + 8,6d +4) Falsifiable O(logQ)

2. Preliminaries

Let PPT denote probabilistic polynomial-time, and NUPPT denote non-uniform PPT. Let A € N be the information-
theoretic security parameter, say A = 128. All adversaries will be stateful. For an algorithm A, let Im(A) be the image
of A, i.e. the set of valid outputs of A. By y < A(x;r) we denote the fact that A4, given an input x and a randomizer
r, outputs y. We denote by negl an arbitrary negligible function. For distributions A and B, A ~; B means that they are
computationally indistinguishable.

In pairing-based groups, a bilinear group generator BGgen(1*) is a PPT algorithm returns the group key gk :=
(p, G1, Gy, Gt, e, P1, P2), the description of an asymmetric bilinear group, where G, G, and Gt are additive groups of
prime order p, the elements P;, P, are generators of G, G, respectively, e : G; x G, — Gr is an efficiently computable,
non-degenerate bilinear pairing, and there is no efficiently computable isomorphism between G and G;. Elements in G,
are denoted implicitly as [a], :=aP,,, where y € {1,2,T} and Pr :=e(P1, P2). For simplicity, we often write [a]; > for
the pair [a]i, [a]z. The pairing operation will be written as a product -, that is [a]; - [b]2 = [a]1[b]2 = e([al1, [b]2) = [ab]r.
Vectors and matrices are denoted in boldface. Given a matrix T = (¢; ;), [T], is the natural embedding of T in G, that is,
the matrix whose (i, j)-th entry is t; ;7. We denote by |G| the bit-size of the elements of G, and by (., -) the bit-size
of elements in G; and G in each component.

2.1. Definitions

We recall the formal definition of QA-NIZK proofs. A QA-NIZK proof system [33] enables to prove membership in a
language defined by a relation R,, which is determined by some parameter p sampled from a distribution Dg. While
the CRS can be constructed based on p, the simulator of zero-knowledge is required to be a single PPT algorithm that
works for the whole collection of relations Rg. For witness-relations Rg = {R )} pesup(Dyg) with parameters sampled from a
distribution Dy over associated parameter language Lpar, @ QA-NIZK argument system IT consists of tuple of PPT algorithms
IT = (Ko, K1, P, V, So, S1, &), defined as follows,

Parameter generator, gk < Ko(1*): Ko is a PPT algorithm that given 1 generates group description gk.

CRS generator, crs <— K1 (gk, p): K; is a PPT algorithm that given gk, samples string p <— Dg, and then uses gk, p and
generates (crs, trg, tre), it also defines the tag space 7 ; finally output crs (that also contains parameter p) and stores the
simulation trapdoor trs and extraction trapdoor tr, as trapdoors.

Prover, m < P(crs, X, w, T): P is a PPT algorithm that, given (crs, X, w, ), where (X, w) € R outputs an argument 7 with
respect to a tag T € 7. Otherwise, it outputs L.

Verifier, {0, 1} <— V(crs, X, 7, T): V is a PPT algorithm that, given (crs, X, 7r, T), returns either 0 (reject) or 1 (accept).

Prover Simulator, 7 < S(crs, X, trs, T): S is a PPT algorithm that, given (crs, X, trs), outputs a simulated argument 7 with
respect to atag t € 7.

Extractor, w < £(gk, crs, X, 7w, T, tre): £ is a PPT algorithm that, given (crs, X, 7T, T, tre) extracts the witness w; where tr is
the extraction trapdoor.

We require an argument QA-NIZK system I1 to be quasi-adaptive complete, computational quasi-adaptive sound and computa-
tional quasi-adaptive zero-knowledge, as defined below.

Definition 1 (Quasi-adaptive completeness). A quasi-adaptive argument IT is perfectly complete for R, if for all 4, all X, W) e
Rp,and all T €T,

pr[g/u—Ko(ﬂ), p < Dgt. .

crs < Ky (gk, p), T < P(crs, X, W, T) PViers, X, 7, T) = 1:| =1
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Definition 2 (Computational quasi-adaptive soundness). A quasi-adaptive argument IT is computationally quasi-adaptive sound
for R, if for all A, and for all non-uniform PPT A4,

~0

o[ gk < Ko(1%), p < Dgk, V(ers, X, T, T)=1A
crs < Ky (gk, p), (%, 7, 7) < A(gk, crs) X¢ L,

Definition 3 (Computational quasi-adaptive zero-knowledge). A quasi-adaptive argument IT is computationally quasi-adaptive
zero-knowledge for R, if for all 4, all T € 7, and for all non-uniform PPT A,

gk < Ko(1%), p < Dg, gk < Ko(1%), p < Dy,

crs < Ky (gk, p) : (crs, trg, tre) < Ky (gk, p) :
Pr o - = ~Pr Ouirn (W

A real (X, W) (gk7 crs) =1 A sim (X, W) (gk, crs) =1

X, W) € R, (X, W) eR,

where Oeq (X, W, T) returns P(crs, X, W, T) which emulates the actual prover for (%, W) € R, otherwise it outputs L; and
Osim (X%, W, T) that returns S(crs, trs, X, T) on input (X, w) € R, and L if (X, W) ¢ R.

We also consider simulation soundness for our proofs, we take the next definition from Kiltz and Wee [37].

Definition 4 (Unbounded simulation adaptive soundness). A quasi-adaptive argument IT is unbounded simulation adaptive
sound for R, if for all A, and for all non-uniform PPT A,

gk < Ko(1%), p < Dy,
Pr | (crs, tr) < Ky(gk, p);
&, m*, %) < A% (gk, crs, p)

. T*¢Qtags/\;<*¢£p ~0
" AV(ers, x*, t*, ) =1 ’

where O(X) returns S(crs, tr, %, 7) and adds 7 to the set Qyqgs.
Next, we define a variation of BB simulation extractability for QA-NIZKs that is satisfied by our schemes.

Definition 5 (Quasi-adaptive BB simulation extractability). A non-interactive argument scheme IT is quasi-adaptive black-box
simulation-extractable for R, if for all A, and for all non-uniform PPT A, there exists a black-box extractor £ such that,

A
gk(—KO(] )7 ,0 <—ng7 V(CrS,;C*,?T*,T*):]

(crs, trs, tre) < Kq(gk, p); e (% ok Sk ~
G, 1) < A% gk ars, p), - KW )f:;pQ/\ MR
W* < E(gk, crs, X*, ¥, T*, tre) e

where O (x, T) returns S(crs, trs, X, T) and adds (X, 7r) to the set of simulated proofs Q and 7 to the set Otags-

A key point about Definition 5 is that the extraction procedure is black-box and the extractor £ works for all adversaries.
2.2. Computational assumptions

In this section, we recall the definition of some computational assumptions that are used in the rest of paper. The
assumptions are defined in [25] and are special cases of decisional and computational Matrix Diffie-Hellman assumptions,

an abstraction introduced in [19,40].

Definition 6. Let k € N. We call Dy (resp. Dy) a matrix distribution if it outputs in PPT time, with overwhelming proba-
bility matrices in Z4*¥ (resp. in Z{TOR,

Assumption 1. Let D, be a matrix distribution and gk <— G(1*). For all non-uniform PPT adversaries .4 and relative to
gk < G(*), A <Dy, W < Z’;” (2], < Gf and the coin tosses of adversary A,

1. the Matrix Decisional Diffie-Hellman Assumption in G, (Dx-MDDH,, [19]) holds if
|Pr[A(gk, [Al, . [AW],) = 1] — Pr[A(gk, [A], [Z],) = 1] < negl(}),

92



K. Baghery, A. Gonzilez, Z. Pindado et al. Theoretical Computer Science 916 (2022) 86-110

2. the Split Matrix Decisional Diffie-Hellman Assumption in G, (Dyx-SMDDH,, ) holds if

|Pr{A(gk, [Al1, [Al2, [AW],) = 1] — PrlA(gk, [Al1, [Al2, [Z]y) = 11| < negl(h).

Two examples of interesting distributions are the following:

510 ... 0 ARG AT 62) o AT s
0s3 ... 0
%2 A1) AR () o AT s
Ly:A=] 0 LGR kA= A . ;
00 s : Lo
111 AR AR s2) o AR50
where s; <~ Z, and R = {rq,...,rn} C Zp. The assumption associated to the first distribution is the k-Lin family. The

assumption associated to the second one was introduced by Gonzdlez and Rafols in [25]. As in their work, we will use this
assumption to construct an argument for CircuitSat when k=2 and R an arbitrary set of size N, the maximum number of
gates of the same multiplicative depth. The reason for considering k = 2 is that the Split Decisional MDDH assumption is
not hard when k= 1.

The Kernel Diffie-Hellman Assumption [40] says one cannot find a non-zero vector in one of the groups which is in the
co-kernel of A. In [25], the authors presented a generalized version of it in the bilinear groups which says one cannot find
a pair of vectors in (Grll<+l X G’z‘“ such that the difference of the vector of their discrete logarithms is in the co-kernel of A.

Assumption 2. Let D, be a matrix distribution. For all non-uniform PPT adversaries .4 and relative to gk <« G(1*), A <
Do, W < Z’;, [z, <« Gf, and the coin tosses of adversary A,

1. the Kernel Matrix Diffie-Hellman Assumption holds in G, [40] if

-

Pr [[?h_y < Agk.[Al) :FTA= 0] — negl(1),
2. the Split Kernel Matrix Diffie-Hellman Assumption [24] holds if

Pr [[F]l, 52 < A(gk, [A]1, [Alp) : T £5 ATTA= ETA] — negl(1).

We note that the Split Decisional and Split Kernel MDH Assumptions are generically hard in asymmetric bilinear groups
for all distributions for which the non split variant is hard in symmetric bilinear groups whenever k > 2.

Finally, for completeness, we recall an assumption introduced also in [25] which is similar to the g-SFrac Assumption
considered in [23], but in the source group.

Assumption 3 (R-RSDH assumption). Let R be an arbitrary set of integers of cardinal q. The (R, q)-Rational Strong Diffie-
Hellman Assumption holds in G if the following probability is negligible in A:

pr| €zl (1) =e(wli. [t(s)]2) gh < G"):
i q—1 s
z#0 (2. wh) < A(gk. R, {Ish 2} L [57]2)

where t(s) = [[,c (s — 1), and the probability is taken over gk < G(1Y), s < Z, and the coin tosses of adversary A.

2.3. Signature of knowledge

A Signature of Knowledge (SoK) [12] generalizes the concept of digital signature. One can sign the message just if it has
a valid witness for membership in a language, in our case the NP-complete language of boolean CircuitSat. We require three
properties: Correctness that ensures that all signers with a valid witness can always produce a signature that convinces the
verifier, Simulation Extractability that any adversary able to issue a new signature, even after seeing arbitrary signatures for
different instances, should know a witness and Perfect Simulatability that ensures that the verifier learns nothing new about
the witness from a signature.

We give the formal definitions of [29] in the following.

Definition 7 (Signature of knowledge). Let R be a relation generator, { M}, a sequence of message spaces. Then, a tuple
(SSetup, SSign, SV, SS) is a Signature of Knowledge scheme for R if it is correct, simulatable, simulation-extractable (defined
in the following) and it is composed by the following algorithms:

trg, tre, pp < SSetup(R): the setup algorithm is a PPT algorithm that takes as input a relation R € R, and returns public
parameters pp, together with a simulation trapdoor trg and an extraction trapdoor tre.
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0 < SSign(pp, X, w,m) : the signing algorithm is a PPT algorithm that takes as input the public parameters pp, a pair
(%, w) € R and a message m € M;_ and returns a signature o.

0/1 < SV(pp, X, m, o) : the verification algorithm is a deterministic polynomial time algorithm that takes as input some
public parameters pp, an instance X, a message m € M, and a signature o and outputs either 0 or 1 if it rejects or
accepts, respectively.

0 < SS(pp, trs, X, m) : the simulated signing algorithm is a PPT algorithm that takes as input some public parameters pp, a
simulation trapdoor trs, and an instance X and returns a signature o.

Definition 8. A Signature of Knowledge is correct if for all A € N, for all R € R, for all (x, w) and for all m € M,

Pr [pp < SSetup(R); 0 < SSign(pp, X, W, m) : SV(pp,X,m,0) =1] =1,

Definition 9. A Signature of Knowledge is simulatable if for any non-uniform PPT adversary A, Advgi(;’}g’ A =2€4() -1~
0, where '

EA(A):P{ R < R(O%), pp(—SSetup(R) b }

< (0.1}, < AStes ") (pp)

where Sgp’trs(ii,v*w,mi) checks ((X;, w;) € R,m; € M) and returns o; < SSign(pp,X;, w;,m;) if b =0 and o; «
SS(pp. trs, Xi, m;) if b=1.

Definition 10. A Signature of Knowledge is simulation-extractable if for any non-uniform PPT adversary .A, there exists a PPT
extractor € such that Advij, 4% (1) ~ 0, where
Advsigfextr () = R « R(l?t% (pp, trs, tre) <— SSetup(R) . (52, \7V) ¢ R and (x,m,0) ¢ Q,
SoK, A, x,m, o) <« A% () W E(pp,tre, X, M, 0)) 1< SV(pp, X, m,c) ’

where 0Signg, ¢, (X;, m;) returns G; <— SS(pp, trs, X;, m;) and adds {(X;, m;, o;)} to the set Q, which is initialized to @.

We emphasize that in the construction given in this paper, the extractor £ is a PPT algorithm that only accesses A’s
output, as opposed to the work of Groth and Maller [29], where the extractor has nBB access to the adversary.

3. Canonical QAP for Boolean circuits

Boolean circuits are acyclic directed graphs where the edges are called wires and the vertices are called gates. In this
work, we consider boolean circuits ¢ : {0, 1}t — {0, 1}""rt, with possibly some set of public inputs n, and some set of
private inputs ns, ns +n, = nj,. Gates are arbitrary gates of fan-in two, (excluding non-interesting or trivial gate types). We
denote m the total number of wires, n the number of boolean gates of the circuit, and ¢ the number of public values, where
usually it will be the case that £ =np +nopt+1and m=np +ns +n+1.

It is a well-known fact that, if a, b € {0, 1}, correct gate evaluation can be expressed as a quadratic equation over Z. That,
is for each gate type there exist values p,w, y, € € Z, such that if a,b € {0, 1}, and ¢ = pab + wa + yb + €, then c € {0, 1}
and c is the correct value of the gate evaluated at a, b. The constants satisfy that € € {0, 1}, w, y € {0, £1}, p € {1} for all
gate types except for XOR and XNOR, and p € {£2} for these two gates. More specifically, the important gate types are the
following®

AND(a, b, ¢): c =ab. XNOR(X, y,X): c=2ab—a—b+1.
NAND(a, b,c): c=—ab +1 Gi(a,b,c)=(c=anb):c=—ab+b.
OR(a,b,c): c=—ab+a+b Ga(a,b,c)=(c=anb):c=ab—-b+1.

NOR(a,b,c): c=ab—a—b+1 Gs(a,b,c)=(c=anb):c=—ab+a.
XOR(a, b, c): c=—2ab+a+b. Ga(a,b,c)=(c=anb):c=ab—a+1.

Therefore, we can express a boolean circuit of m wires and n gates as a tuple (F,G, 6, ®, ¥, €), where F = (fi)), 6 =
(gij) € {0, 1)™™ are the matrices which express the constraints for the left and right inputs for every gate and g, ®, y,€ €
Z™ are the vectors of constants associated toqevery gate. That is, if aj, (resp. aj,) is the left (resp. right) wire of gate j, then
aj, = Z;”zl fija; (resp. aj, = 271:1 gijai), i.e. fj=(f1j,..., fimj) is a unit vector which selects the left wire.

We show how to encode correct boolean circuit computation to prove that some pair (X, y) satisfies that ¢(X) =y as a
simple QAP. The vector a will denote the assignment of the circuit, so (a, ..., Anipy) = X and (Am—ngpe+15 - - - Gm) = y

3 As observed in [15], the last remaining 6 gate types depend mostly on one input and are not used.
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Theorem 1. Let p be some prime number, p > 2. Let ¢ : {0, 1}"t — {0, 1}, be a circuit with n boolean gates, m wires, ng secret
inputs and n, public inputs, defined by (F, G, p, @, y, €) € ({0, 1ymxmy2 (Z?))4 as described above. Define the matrices A, B, C €
me(nﬁ-n) as

p

O, +1yxn, | ¥ On,+1yxn, | @ O, +1)xn, | E— Yo
A= Ins F s B= lns G ) C= InS Onsxn
0n><r1S 0n><r1S Onsxn In
I o
where F' =F L@ =@ )
Pn o'
Then,d= (1,ay,...,am) € Z’;’“ is a valid assignment of the circuit wires if and only if
@'Ao@B—ac=0,, (1)

which is equivalent to
@A+7)o@ B+w)—d C+E—yow=0] . ()

where @ = (a1, ...,am), A(B,C) € Z}' is the matrix A (resp. B, C) without the first row, y = (0o, 7). o= (0, @), g =

(0., &)eZp™.

As we will see, the first ns equations (corresponding to the first ng columns) prove that the secret inputs of the circuit
Anp+1s -5 Gnytng A€ boolean and the last n columns correspond with correct gate evaluation equations for the wiring
corresponding with matrices F, G.

Proof. We first observe that the matrices are well defined since ,0]71 mod p is always defined because pj # 0 and its
absolute value is at most 2 for the type of gates considered.

We then note that when restricted to i =np +2,...,np +ns+ 1, j=1,...,ns, all three matrices Ajj, Bjj, C;; are the
identity matrix I,. Therefore, for any assignment a the first ns columns of equation (2) express the fact that the secret input
is boolean. If Aj, Bj, C; are the j-th column of the matrices A, B,C, for j=1,...,ns; we have (@' Aj)o @'B;)—d'C; =
ajaj —aj :a? —a; =0 is satisfied if and only if aj € {0, 1}, for j=np +2,...,np +n5+1=njp.

We now look at the equations determined by the last n columns of equation (2). If I?}, aj are the j-th columns of F, G,
then, the (ng + j)-th equation in expression (2) can be rewritten as:

@ Fi+y)o@ G+ —dy Inj+ej—yjw;=0 (3)

where the vector a;ﬂ contains the last n components of @', i.e. (a,@ipm s, ap).

The circuit ¢ specifies, for the j-th circuit gate, a pair of indexes j;, jg which indicate the left and right wires. By

definition of F = (fi’,j),G = (g,-,j),qfor i= 1111 j=1,....n, Ehe constants fi’J and g;; are 0 everywhere except for
f]{L,j = pj and gj, j =1. Then, B/TF} =pjaj, &/ch =daj, and a/TlnS_H‘ =a;1ip1+j + €j.
Replacing these values in equation (3), we obtain:
(pjaj, + Y@y + @) —any,,; — yj@; +€; =0. (4)

Using the fact that, by definition, a); = (pj’la)j) mod p, we can rewrite this equation as:

ngtj = Pjaj,Ajg +aj, @) + Ajp Vj + €], (5)

which by definition of the constants encodes the satisfiability of gate j. O

The reason why the encoding is very simple is because the matrices B and C are mostly independent of the gate type,
and have only 0, 1 entries, whereas the entries of matrix A are {0, =1, 2}. Further, matrices A, B, C are as sparse as possible
(with n 4+ ns; non-zero entries) and all columns have exactly one non-zero value. This is optimal, since n + ns equations are
required to prove that the secret input (of size ng) is boolean and n gates are satisfied, this is why we call it canonical. For
completeness, in the next Theorem, we express all the quadratic equations (boolean input and correct gate evaluation) as a
divisibility relation following the usual “polynomial aggregation technique” of [21].
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Theorem 2. Let R C Z, be some fixed set of cardinal ns + n and let A;(X) be the associated Lagrangian polynomials and t(X) the
polynomial whose roots are the elements of R. Let ¢ : {0, 1}t — {0, 1}"rt, be any circuit with n boolean gates, m wires, ng secret
inputs, and ¢ public values. There exist some polynomials {u;(X); vi(X); w;(X)}L;} such that d=(ag,ai,...,am), withag=1,isa
valid assignment to the circuit wires if and only if

(Xioaiui(X)) - (Xiteaivi(X)) — (Xitoaiwi(X)) =0 mod t(X). (6)
Proof. Numerate the rows of matrices A, B, C from 0, ..., m. For i € [1,m] set
ns—+n ns—+n ns+n
ui(X) =Y Ayhj(X), viX) =) Bijaj(X), wi(X)=)_ Cyjj(X).
j=1 j=1 j=1
Further, define
nsg+n ng+n ns—+n
u(X)= Y yriX), voX)= Y @jaj(X), wo(X)= > (gj — ¥j@pAj(X).
j=ns+1 j=ns+1 Jj=ns+1

Finally, if we let

u(X) =Y aiui(X) +uo(X), v(X)=Y_aivi(X) +vo(X), w(X) =) aiwi(X) + wo(X)
i=1 i=1 i=1

it holds that a satisfies equation (6) if and only if £(X) divides p(X) = u(X)v(X) — w(X). This is a direct consequence of the
definition of the polynomials and Theorem 1. O

The simple form of matrices A, B and C translates into very simple expressions for {u;(X), vi(X), w;(X)},. For instance,
the v;(X)’s can be computed as a sum of Lagrangian polynomials, without any exponentiation. Similarly, uo(X) has a very
simple expression as y; € {1}, vo(X) is slightly more complicated (the coefficients take values in {£1, +2=1 mod p}) and
so is wo(X).

3.1. Circuit slicing

As we explain in Section 4 following Gonzalez and Rafols’ construction [25], the prover aggregates the proofs that all the
gates are satisfied at level i (a set of quadratic equations), on the one hand, and all the linear equations that show “correct
wiring”, i.e. that the outputs at level at most i — 1 are correctly transferred to inputs at level i, on the other hand.

For this, similar to the construction of Gonzilez and Rafols, we slice a boolean circuit in layers according to the depth
of each gate. That is, we index the gates of ¢ by a pair (i, j), where i denotes the gate depth and j is some index in the
range 1,...,n;, where n; is the number of gates at level i, and we write down, for each level, the set of quadratic and affine
constraints that need to be satisfied. In the following, ¢ : {0, 1}" — {0, 1} and we call d the depth of the circuit.

We define a witness for Boolean CircuitSat as a tuple (@, b, ¢) which is, respectively, a valid assignment to the left, right
and output wires of ¢ when each boolean gate is written as a multiplicative constraint, as explained below. To “slice”
the circuit, each of these vectors is written as a concatenation of vectors, one for each multiplicative depth. That is, a=
(@, ...,aq), b=(b1,...,bg) and ¢ = (Co, C1,....Cq) and y; = (Vi1,...,Yin) for all y € {a,b,c}. Gate (i, j) is described by
constants p; j, wi,j, ¥i,j €,j» and Py, @, Vi, € € Z" are the vectors of constants associated to the n; gates at level i.

A valid assignment should give a; j, b; j and c; ; the values that prove correct gate evaluation of gate (i, j), namely,
ci,j = (aij+ vi,j)(bij + w;’j) - (y,-’ja)lf’j + €;,j) that are consistent with some boolean input co 1, ..., cg, are some boolean
values that represent a satisfying input.

We differ from the construction of Gonzalez and Rafolsin that we take advantage of our work in the previous section
characterizing Boolean CircuitSat as a QAP, therefore, the set of equations that need to be satisfied is simpler.

Lemma 1 breaks down CircuitSat in different items which reflect the different building blocks used by Gonzalez and
Rafols, and also our work. The input vector x (which corresponds to ¢p) is divided in two parts, the first n, components
being the public input X, and the rest is the secret input X, of length n,. The main achievement of Gonzalez and Rafols [25]
is to do two aggregated proofs of all the constraints at the same depth with just two constant size proofs, one for the
multiplicative and the other for the linear constraints. Therefore, items c) (resp. d)) require that for each i=1,...,d, a set
of quadratic (resp. linear) equations holds. In the next two subsections (Section 4.1, 4.2) we sketch the aggregated proofs of
the sets of equations described in c) and d).

Lemma 1. Let ¢ : {0, 1}" — {0, 1}, be a circuit with m boolean gates. Then, for any public input x, € {0, 1}", (a, E, ¢) is a valid input
for satisfiability of ¢ (xp, -) if and only if:
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a) (co.1.---Comy) = (Xp).
b) Boolean secret input: (Co.np+1, - --»Con) = (Xs) € {0, 1}"s.

c) Correct gate evaluation at level i, fori =1, ..., d there exists a vector of constants Ei such that:
Ci=ki +a;obj, j=1,...,n;.

d) Correct “wiring” (linear constraints) at level i: there exist some matrices E, Ei such that a; = i,-E“_] and B,- = Ei?:‘,-_b where
E‘—,.r_1 =(1,¢g,....¢ ), more precisely.
e) Correct output: cq1 =1.

The matrices i,-, ﬁi and the constants k; j are defined naturally from the description in Theorem 1, namely:

Pi
° E- = ()71- F:) where Fl’. = FiT, where if F is the matrix given in the circuit description, F; €
. pi,n,-
OCizpnpxni . . . .
Z, is the matrix that describes the left wires of gates at level i.
-1
Pi1
e G = (cf); G,T) where 5){ = W; , and if G is the matrix given in the circuit description, G; €

-1

) pfnj
( 3_:10 njxn; . . . . .
Z, is the matrix that describes the right wires of gates at level i.

o kij=¢i;— )/,'Ja),"jp{j].
4. GR19 argument for Boolean CircuitSat

In Section 3 we have described Boolean CircuitSat as a d sets of linear and quadratic constraints, where d is the depth
of the circuit. In this section, we revisit the results of Gonzalez and Rafols [25] but using the simpler characterization
of Boolean CircuitSat given in 3.1. Recall that, GR19 shows how to give a constant size proof for each of these sets of
constraints while basing security on falsifiable assumptions provided a witness of satisfiability is known for the “previous”
sets of equations (ordering the sets of equations in the natural order from the input).

4.1. Aggregated proofs of quadratic equations
We now describe the construction proposed by Gonzalez and Rafols to prove correct gate evaluation at level i, for

i=1,...,d—1,ie. aproof that ¢; j =k; j —a; jb; j, for all j=1,...,n;. It consists, for k=1, 2, of a Groth-Sahai NIZK Proof
that some secret values [L; k11, [Ri k]2, [Oikl1, [O;‘_k]z, [Hi k1 satisfy the following relation*:

e([Kikl1, [112) +e([Likl1, [Rikl2) —e([0;kl1. [1]2) = e([H k], [tk]2), (7)
e([0ikl1, [112) = e([1]1, [0} ]2), (8)
(X — Tj)

where if t(X) =[[,er (X —1), tk =t(sp) and A;(X) = l_[jen\{m (r—r is the i-th Lagrangian polynomial associated to R,
.

)

a set of W =max;=1,__¢n; points used for interpolation, then

Li,k:Zaj)hj(sk)a Ri,kzzbjkj(sk), Ci,kzzcj)»j(sk), Hj . =hi(sg),

where s1,s, are random secret points specified in the CRS, hj(X) = (1 — O_ajA; (X)) bjr;(X)) — > cjr;(X))/t(X) and
A1(s1) ... )»n,-(51))

[Kikl1 =D ki jrj(sk). Alternatively, for each n; we define Ap, = (M(Sz) o (s2)

[Lil = [Andil1, [Ril2 = [An,-l;i]% [0i]1 = [AnCil1,

and A is called Lagrangian Pedersen commitment by Gonzalez and Rafols.

To the reader familiar with the literature, it is obvious that equation (7) uses SNARK techniques originally appeared
in [21] (what we could call “polynomial aggregation”) for proving many quadratic equations simultaneously. What is new
in [25], is the security analysis, which avoids non-falsifiable assumptions.

4 The second equation is added to have the element O;x in both groups Gy, G;. This will allow us to use simple QA-NIZK proofs of membership in
linear spaces in G and G- for the linear constraints, instead of using proofs of membership in bilateral spaces (spaces with parts in G and in G».)
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GS proofs are necessary for zero-knowledge because Zi, Ri, O; need to be deterministic for the proof to work. Gonzalez
and Rafols use this proof as a building block in a larger proof, and for this we prove the following:
“if (;, b;) are valid openings of [L; k11, [Ri ]2 for k= 1,2 then k; + d; o b; is a valid opening of O .”

Formally, we define the languages
; @b, [Lh. [R]z,[011) :k+dob=E,
L85 =\ 1] = (A1 [R] = (AL, [6] = [A)E
[£], =tana [R] =1ALb.[0] =(aNe
@b, L1, [R12,[011) :k+dob=FE,
[£], =tAnd. [R], =1ALb, [0] #1ALe

L:quad o

The argument consists of giving some values H , 0* chosen by the prover which satisfy equations (7) for Z, T?, 0. Com-
pleteness holds for C?,L,‘Easd and soundness for values Eq‘gd under the (R, m)-Rational Strong Diffie-Hellman assumption [25].
When (7) are proven with GS proofs, the authors argue that zero-knowledge also holds.

Note that the fact [L]1 =[Al14, or [R]2 =[A]xb is never checked by the verifier, this is the promise. The argument does

not give any guarantee when this does not hold.
4.2. Aggregated proofs of linear equations

In this section we explain the technique used in Gonzalez and Rafols [25] to prove correct “wiring” at level i, for
i=1,...,d—1, ie. an aggregated proof for linear constraints applied to the equations defined in 3.1. As we have seen in
Lemma 1, we can express linear constraints at level i as:

a; :F,'E”_L Bi :ﬁ,-8|,-_1 foralli = 1, ...,d. (9)

Then at level i left and right constraints can be expressed, respectively as:

-

Cr)- (e ()= (§)o-

1 0 0
0 A 0 - N
where C; = ) s N{' = Ay F;, N,R = Ay;G; and Ay, is the matrix of the Lagrangian Pedersen commitment
0 o i 0
0 0 ... Ay,

key defined in the last section, and 60 is just the input of the circuit.

To make the argument zero-knowledge, the prover does never give O,, L or Rl in the clear, but rather for k=1,2 and
any i € [d] it gives GS commitments [z]1 to the input (i.e. to all components of Oo = (o), to the vector O as [Zo.i]1, to the
vector L1 as [Z; ;11 and to the vector R, as [Zg il2 (a part from other GS commitments necessary for the quadratic proof). The
matrices which define the linear relation between committed values are defined from C;, NiL = Aniﬁ-, Nf = A,,,.Ei adding
columns and rows to accommodate for the GS commitment keys in the relevant groups (see full details in [25]). We denote
the matrix that define the left (resp. right) constraints until level i — 1 as MiL (resp. MIR ), that is:

C; C;
L R
L Ny R Ny
M, = . s Ml =
L R
Ni—l Ni—l

Gonzélez and Rafols prove that the QA-NIZK argument of Kiltz and Wee [37] (with standard soundness) for membership
in linear spaces for non-witness samplable distributions is an argument for the following promise problem:

£§QS={(W (X]1, [Y1) : [][ vl [—[]lll‘]/:vavn }

[X], = [M]; w and }

LHB:{(VV,[?(]L[S/]O: [¥], # [Ny w
1

parametrized by matrices M, N.
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If we use this construction for matrices Mf and NiL (similarly for right side), this argument can be used to prove that,
if we can extract E‘,-q, then we can extract an opening d; of Zi which is in the correct linear relation with E‘,q. In other
words, this proves that if all the linear constraints are satisfied until level i — 1, they must be satisfied until level i.

The authors prove completeness of the argument for statements in E{;‘ES and soundness for C{;}g under the ME-MDDHl,
M;—MDDHZ and any secure Dy — KerMDH assumption in G; and G;, where M (resp. Mp) is the distribution of ma-
trices M} (resp. M) described above. Note that the M -MDDH; is implied by the (R,k)"-MDDH; assumption, and, for
M;—MDDHZ by (R, k)T-MDDHj, plus some constant-size assumption MDDH assumption for the GS keys. This follows be-
cause any non-zero block of C; is a matrix with this distribution or the result of eliminating some rows in a matrix with
this distribution.’

Efficiency improvements. We note that for simplicity, we have explained the result of Gonzilez and Rafols [25] as proving
a linear system of constraints for each level and each side (left or right), but in fact a single QA-NIZK argument for bilateral
spaces for non-witness samplable distributions [24] is used by Gonzalez and Rafols to gain efficiency (the proof requires
then only 2 elements in G and G instead of O(d) elements).

5. SE NIZK argument for Boolean CircuitSat

We present our Quasi-Adaptive argument for Boolean CircuitSat for the language defined as

Lo={(Xp) | s €{0, 1} s.t. p(Xp, %) =1 }.
As consequence of Lemma 1 the language Ly c can be equivalently defined as

I s.t. X0 (ks — 1) = 0;
Z'0 = (ipv ;(s);
Lo=1{ (%) | Vield],3a;,bi,¢ e Z} st.;
a; = Fiji—1, bi = Gici_1 € 2,
iéi +Z1’,- oBi :Ei.
In the following ITq denotes the argument for Quadratic Equations described in Section 4.1, ITj a tag-based USS mem-

bership argument for linear spaces that can be either the one presented in Section 6 or the one presented in Section 7 and
Input an argument to prove that some BB extractable commitments to integers open to binary values.

Ko(A, W, R): On input some set R C Z, of cardinal W, choose a bilinear group gk and output (gk, W).

Dgi,w,r: Pick commitment keys (ckq, ckz) = ([A]1, [A]2) that are the Lagrangian Pedersen commitment keys associated
to R. Output (ckq, cka, crsgs).

K1 (gk, ¢): Given (ckq, cka, crsgs) <= Dgrw and ¢ : {0, 1}" — {0, 1} of maximum width W. For each i € [d] define matri-
ces [M!y, [MR1y, [Ny, [MR]; as explained in Section 4.2. Let crsinpu the crs of the argument Input for a vector of size ng
is binary. Let crsq the crs of I1g for proving correct evaluation of (at most) W gates. For each i € [d], let crsf i (crsfi) the

crs for the USS argument of linear knowledge transfer I1; of left (right) wires at depth i. Let crs; = {crsf i crs’fi}‘ @l and
’ e

trp = {trf i,trfl‘}' ar where trii (trfi) are the trapdoors of the IT; arguments of left (right) wires at depth i, crs; includes
’ ’ 1e ’ ’
the tag space 7.
Output crs = (ckq, cka, crsas, Crsinput. Crsq , crsy), tr=try.

P (crs, Xp, Xs, T, d, b, ¢, r): Computes the commitment of the secret input [Z]; = come, ¢k, (Xs. T) and constructs the proof

Input for [Z];. For each i € [d] compute Lagrangian Pedersen commitments to the wires [51-]1,2, [Z,-]l, [T%,']Lz, give a GS
proof “q i that they satisfy the equations (7) and let [Zo ikl1, (2§ ;2. [ZLikl, [ZR.ik)2, [Z; ]1 the correspondent GS
commitments to 5, Z, R, for k = 1, 2. Compute proofs ", ; of correct wiring, " o that the opening of [Z]; is correctly assigned
to [Zo,0]1 and that the openings of [Zg12, [Z}]1 and [Zol1, [Z} ]2 are equal respectively.

The proof is

-

= ([3]1, Input, (Zo11. [Zi)1. [Zh12. [Zr], . [Zk], 2. Lo- "Q) :

5 It is important to stress that the MDDH assumptions underlying our construction can be reduced to decisional assumptions in bilinear groups which
do not depend on the circuit.
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V(crs, 7<p, T, ‘()2 Verify all the proofs in 7 with the corresponding verification algorithms Vinput, V-, (which uses 7) and
check the GS proofs of equations (7).

S(crs, tr, ?cp, 1'): Extend the input with zeros, X = ()?p, 0,...,0) and evaluate the circuit honestly with this input to ob-

tain the corresponding d;, I;i, ¢; for each i =1,...,d. Change the last gate values, i.e. the right and left values of the last
gate at level d, ag1, bg1, and cq 1 consequently, to have an assignment that satisfies the equation of this gate. Com-
pute the commitment [Z]; = comg, e, (0,7), honest proofs Input and “q ;, and commitments [Zo jkl1, [Z1ikl1, [Z] ;]2

(ZR.ik],: [2’{3.,-1,(]1 for each i =1,...,d. Run the simulator S, to obtain d simulated flst together with 7 ;. Finally,

78 = (IZhh, Input, [Zo 11, [Zehh, [Zr ], (2512, 3. 500 "Q)-
Completeness is direct from the completeness of the respective subarguments.

Computational zero-knowledge follows from witness samplability of the GS commitment keys and the fact that in GS proofs,
commitments are dual mode commitments. This means that the common reference string can be generated in an indis-
tinguishable way so that all commitments are perfectly hiding. In particular, in this setting, the distributions of real and
simulated proofs are indistinguishable.

Unbounded simulation extractable adaptive soundness is proved in the following theorem.

Theorem 3. If A is an adaptive adversary against the Unbounded Simulation BB Extractability Soundness of the Boolean CircuitSat
argument described in Section 5 that makes at most Q queries to S, then there exist PPT adversaries 131, 32, B3 against the BB
Extractable Soundness of Input, the Unbounded Simulation Soundness of “; argument and the soundness of "o argument, respectively,
such that

Advyss(A) < Advesinput(B1) + dAdvyss., (B2) + 2dAdvsound--, (B3)-

Proof. (sketch) The simulator algorithm generates honestly the Input and I1g arguments and an adversary sees only
simulated proofs of the linear argument IT;. Therefore, an adversary that creates a new proof for an invalid statement
breaks either the knowledge soundness of the Input, the soundness of the ITg arguments, or the USS of the linear argu-
ments I[1;. O

5.1. Concrete SE QA-NIZK for Boolean CircuitSat

For the scheme described above, one can take as Input, and “o the same building blocks as [25], namely the bitstring
argument of Daza et al. [16] and ", the argument described in Section 4.1. An USS argument for promise problems either
the one given in Section 6 or the one given in Section 7.

To simplify the exposition we have omitted many details that actually make the proof more efficient. In particular, instead
of using two linear arguments for each depth of the circuit, we can use the linear argument for all the linear constraints
of the circuit at once (as it is also done in the original work by Gonzalez and Rafols). First, it is easy to see one can prove
all the left (and right) constraints together, by considering a larger matrix. Second, left and right constraints can be merged
in a single matrix which consists of elements in both groups, and using an argument for some promise problem in bilateral
linear spaces. This also makes the auxiliary variable O* (and related equations) unnecessary.

Efficiency. Then, the building blocks Input, ITq of our instantiation are exactly the same as in Gonzalez and Rafols [25].
The cost of committing to the input plus proving it is boolean with the argument of [16] is (2ns + 4,6). We take the
same idea for quadratic constraints proof from the construction of Gonzalez and Rafols, with Zero-Knowledge applied to
our equations (7), that is (6d — 3,2d — 1) for the commitments and (4d — 4, 8d — 8) for the GS proofs. This is the same
cost as in the construction of Gonzédlez and Rafols, using an approach where we add more elements in the crs, but we
gain in the commitment size. This approach is explained in detail in Section 8, in our case the direct approach gives us
(12d — 12,4d — 4) elements in the commitment, while using the approach in Section 8 we add (4d — 2, 2d — 2) elements
in the crs and the commitment size is reduced to about 25% in group Gj. Finally, the overhead of using an USS argument
for promise problems in bilateral spaces as opposed to the argument for bilateral spaces with standard soundness used in
Gonzélez and Rafols [25] is only 3 elements in G in case of USS argument in 6, and 15 elements in 7.

5.2. Universally composable signature of knowledge
Next, we construct a Signature of Knowledge (SoK) for boolean CircuitSat. Similarly, Groth and Maller [29] (see Sec-
tion 2) build a SoK using a Simulation Extractable NIZK with non-black-box extraction along with a universal one-way hash

function. We use a different approach and take advantage of having a tag-based argument, and we set the tag to be the
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SSetup(R) SV(pp, &p-, 0, m)
Compute T = H(Xp, m),

Use (crs, rs, fre) < Kj (gk, ¢) where crs fixes -
return V(crs, X, 0, 7).

a tag space 7. Define a collision resistant
hash function H, return pp = (crs, H).

SSign(pp, Xp, W, m)
Compute T = H(Xp, m),
return ¢ < P(crs, Xp, W, 7).

Compute T = H(Xp, m),
return o < S(crs, irs, Xp, 7).

Fig. 1. UC SoK based on the tag-based SE NIZK of Section 5, with algorithms (P,V,S) and m € M.

output of a hash function of the message to be signed together with the public input. The efficiency of the SoK is essentially
the same as the SE NIZK on which it relies, because we just need to add a collision resistant hash function in the public
parameters and compute a hash for proving/verifying the relation.

The construction of Groth and Maller is based on knowledge assumptions and non-black box extraction, while our NIZK
is based on falsifiable assumptions and the extractor is used as a black box. Following previous results that show black-box
simulation extractability is sufficient to realize the idea functionality of NIZK arguments [26], our constructed SoK can also
achieve UC-security [10].

UC signature of knowledge for circuit satisfiability under standard assumptions. We present a Signature scheme of Knowl-
edge based in the tag-based SE NIZK argument of Section 5 for boolean CircuitSat. To sign a message m, we use a collision
resistant hash function of the message and the public statement, the result is used as the tag of the argument behind. If
an adversary tries to reuse the same proof to forge a signature, it should be for a different message otherwise we have the
same tag.

Given a message space M and a relation R € R, we give a signature scheme in Fig. 1 that is the natural transformation
of the tag-based SE NIZK argument of Section 5 to a Signature of Knowledge for R.

6. USS QA-NIZK arguments of knowledge transfer for linear spaces

In this section, we prove that the USS argument for membership in linear spaces of Kiltz and Wee also satisfies the
“knowledge transfer” property, or more technically, that it has soundness for the same promise problem described in Sec-
tion 4.2. We give the argument for membership in linear spaces in one group in detail in Section 6.1 and we present the
scheme for the bilateral version in Section 6.2.

6.1. USS Linp, argument

In this section we present Linp,, a quasi-adaptive USS argument of membership in linear spaces in the group G for the
promise problem defined by languages

X], =[M];w and
[¥]; = [NIiw
. R, xX], =[M];w and
£5n — Y ow, x4, : [ 1 i
NO (w, [x]1, [y]1) [y]1 £ [N W
parameterized by matrices M € Zf,‘ " Ne Zf,zxn sampled from some distributions M, A/. Completeness holds for YES
instances, and soundness guarantees that NO instances will not be accepted. That is, as in [25], we assume [X]; = [M];w
holds when proving soundness. In the CircuitSat context, this can be assumed because the idea is that this is proven by first
proving knowledge of the input and then by “transferring” this knowledge to the lower layers via the quadratic or the linear
argument we have presented. We consider the general language £ that includes all tuples (W, X, y) of the right dimension,
some of them which are outside of E';{'ES u E,';,'g. We allow simulation queries for any tuple in £. Note that it would be
enough to allow the adversary just to ask for queries in LH(") in some contexts, as in Section 5 for CircuitSat, but we define
this more generally.

Lyps = {(v*v,[?ch,[i]l): [

Scheme definition. The argument is presented in Fig. 2 and is just the USS QA-NIZK argument of [37] written in two blocks,
which adds a pseudorandom MAC to the basic (not simulation sound, just sound) QA-NIZK argument of membership in lin-
ear spaces for general distributions also given in [37]. If in the basic arguments the proofs are of the form [X, 11 (K1, K3),
in the USS variant they are given by

([& 3D k) +F (@ + 2] L [FTeT] ).
Our contribution is not in the scheme but in the security analysis. Our proof follows [25], that proved that the basic
argument in [37] is complete and sound for the same promise problem under some MDDH and KerMDH assumptions
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K (gk, [M];, [N]1) :

K < Z5 D Ky gl

K= (K], )

AQ <Dy,

Q0. @ < ZLH <KD

€1 =KiA G =GA,

[Bl; = [MTK; +NTK;],
Py, P) = (27 0, 2TR1)
(Qo. Q1) = (R0A, 91/\)
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Plers, T, [X]1, [yh, w) :

Pick T < Z’I‘, and return

7t =(wT[Bl; +7"[Po+ TP}y,
Fretn).

V(ers, T, [%11, [¥)h, 7T) :

e . 1A1) — ¢ (737, . [Ch)
=e(2,[Q+7Qil2)
Sers, 7, (X, [Yh, 10 :

Return crs = (gk [Bl1. [Al2, [Po]; . Sample 7 < Z’; and return
[P1]y,[Qol2, [Q1]2, [C1]2, [Clz. [R1) 7=(&".y hK+F[Po+1Pi]1,
tr= (K1, K») Fre’).

Fig. 2. The Linp, argument for proving membership in linear spaces in blocks [%, ¥], € Im[M, N]; where M € Zf,‘xn, Ne fox".

related to the matrix distribution M. Our contribution is to modify their analysis to adapt it to simulation soundness for
the scheme of Fig. 2.

Perfect completeness, perfect zero-knowledge. Our language ﬁ\L{iEs is the same language for membership proofs in a linear
space [M, N]{ used in [37]: {(w,[x,y]1):[x".y"1{ =[M,N]{ w}, so perfect completeness and perfect zero-knowledge are
immediate.

Unbounded simulation soundness. We use Definition 4, for any adversary .4 that sends any number Q of queries
(Wi, [%, ¥'11) € £ to the query simulator oracle S, receives simulated proofs {ﬁi}Q] as described in Fig. 2, the probabil-
ity that the adversary A comes up with (W*, [x*, y*11, T*, T*) such that (W*, [x*, y*11) € E'—'" different of the queried ones,
different tag T* and V(crs, T*, [X*, y*11, 7*) =1 is negligible.

Our proof is analogous to the USS proof of [37], where the authors argue that partial information about matrix K is
computationally hidden across all the simulated proofs. Essentially, what the authors are doing is to reduce the proof of
USS to a standard soundness proof. More concretely, they switch to a game where the simulated proofs hide information
theoretically the projection of K for vectors outside of the span of the columns of a matrix M that defines the language.
Therefore, one can argue, as in the standard soundness proof, that the probability of providing a valid proof for a false
statement is negligible.

Our proof combines the work of [37] to show that the queries do not provide additional information, with the work
of [25] to show standard soundness to the language associated to the promise problem. Indeed, in the case we are interested
in the matrix M spans the whole space so the standard soundness proof used by [37] cannot be used and we need an extra
change of games to use a technique proposed by [25] that proves that the block Kj; ; is hidden from the adversary. This
block corresponds to the part of the statement that is not in the correct linear space. That is, for breaking soundness the
adversary has to create a valid proof for (w, [X]1,[¥]2) such that ¥ £ Nw and X = Mw), and the coordinates of this block
correspond to the projection by matrix N. Concretely, at some point in their proof, Kiltz and Wee change the key matrix
uniformly sampled for another of the form l(’ + bat , where K’ is uniformly sampled and dt is in the co- kernel of A. We
apply the same change but in blocks, b= (bl, bz) so our extra game consists in changing the projection of b1 by MT to
some random vector Z, i.e. we change MTb1 + Nsz to Z—l—Nsz by assuming the MT- MDDHg, assumptlon where M T
is the matrix that defines the distribution of M' (as in [25]). So, what the adversary can see about b is just Nsz but it is
hidden by Z.

For the following theorem, we use the Computational Core Lemma of Kiltz and Wee in Section 4.1 of [37], which is
independent of M, N, it just assumes the D,-MDDHg,, so we can use it directly in our proof.

Theorem 4. The Linp, scheme in Fig. 2 is a Quasi-adaptive Non-Interactive Zero-Knowledge Argument with Unbounded Simulation
Soundness such that for any adversary A that makes at most Q queries to S there exist adversaries By, 132, 133 against the Dj,-KerMDH,
MT -MDDH assumptions in G1 for which the advantage of A is bounded by

Advyss.Ling, (A) <AAVD, —keMDHg, (B1) +2Q Advp,-MDDH, (B2)

Q+1
+ AdV (T _mpDHG, (B3) + D

Proof. Let .4 be an adversary that plays the game described in USS Definition 4. We will proceed by changing to indistin-
guishable games in order to bound the advantage of .A. Let Gamey be the real game and Adv; the advantage of winning
Game;.
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e Game; is the same as Gameg except the verification algorithm V is changed to

V*(ers, T, [X, Y, 7) :
Check: 71 =[x, ¥y WK+ 72(R + TR1).

If a tuple ([X, y11, ) passes verification of V but does not pass verification of V*, it means that the value 7 —[x ", y T 1K —
T2(Ro +TR1) € (G’]‘Jrl is a non-zero vector in the cokernel of A. Thus, there exists an adversary 3 against KerMDHg,
such that

|Advo — Advi| < AdVD, —kerMDHG, (B1)-
e Game; is the same as Game; except the simulation algorithm S is changed to

S*(ers, T, [X, Y11, t0) :
T <« Z’I‘,, W<Zp
Return: 7 = ([, y DK+ uda+ +7" Py + TP, [T 211),

where dt is an element from the Kernel of A. Let B3, be an adversary against Dy-MDDHg, . B; picks K itself and answers

queries (tj, Wj, [X;, ¥i]1) from A:

- if 7; £ t*: B, queries the oracle Oy, defined in the core lemma [37], who simulates S if b=0, or S* if b=1.
- if 7y =7*: B, samples 7 < Z, and computes ([X;", [ )K+T" (Po + tiP1)11, [T 24 ).

Then B, queries V* to simulate verification of the final message of A, (v*, w*, [X*, y*11). Now, it is easy to check if
(w*, [x*, y*Th) € L'—'” by computing [N];w*. The difference between respective advantages is bounded using the core
lemma of [37] as

Q
|Advi — Advz| < 2Q Advp, —MDDHG, (B2) + rE

e Games is the same as Gamep except the matrix K « Z;,“Hz)x(kﬁ) is changed in K to K=K + bat+ where K' «

2D by 78 by < Z82, bT = (b],b]) and B= (MT,NT)K+ (Z + NThy)a*, where z=MTh;. It is direct to

see that both K, K’ are uniformly distributed in ZE,“MZ)X(H])

e Gamey is the same as Games except that now z < Z?. Let B3 be an adversary against Dy-MDDHg, that receives
([MT]1, [Z]1) as a challenge and computes the crs as in the previous game with this [Z]; in B and runs A as in Games.
Finally, the advantage of B3 to distinguish between Games and Game4 is bounded by the probability of distinguishing
between a random vector from the image of the matrix M", so

, so the advantages in both games are equivalent.

|AdV3 - AdV4| E AdVMT—MDDHGl (83).

Now we bound the advantage of adversary A in winning Gameg4. Firstly, we show what is leaked about vector b in the
adversary’s view:

o the matrix C= (K’ + baJ-)A completely hldes the vector b
o the output of S*, (%, )T (K' 4 ba') + pa" completely hides b because y masks (X', )b,
e the matrix B contains information about Z + Nsz, but Z is uniformly random and independent of bz, so z masks b2

Note that if the adversary A passes the verification V* with some 7* for a statement (w*,X*, y*) € LK1, it can compute

y =Nw* and construct a valid proof 7 = (7} — w*B, ) that the vector 0,y —y*) is in the span of the columns (M™,NT).
It must hold that

=0, — ¥ )K +bit) = (§ — YK, + (y — y*)byd™. (%)

Note ¥y — ¥* is not zero because y # y*. Since 52 remains completely hidden to the adversary and K, is independent of 52,
the probability than equation (x) holds is less that 1/p. O

6.2. USS BLinp, argument

In this section we present the USS argument for membership in linear spaces in groups Gi, Gj, which is just an
extension to bilateral spaces of the USS Linp, argument presented in Section 6.1 for the promise problem defined by
languages
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K (gk, [M]q, [N]1, [P]2) :

Ki < Zg XEI’H:;’ K < fo x(k+1)’
f3x (k+

K3 <« Zp3 N

A Q< Dy, T« ZP ¢,

Q, 21 < Z;kH)X(kJrl)

Ci =KiA, G = KA, C3 = KA,

[Bl; =[M'K; +NTK; +T],

[D, =[P'K; — T],

(Pg,P1) = (2720, 279))

(Qo, Q1) = (RoA, 21A)

Return crs = (gk, [Bl1, [Al1 2, [Pol2,
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P(ers, T, [X1]1, [X2]1, [Y]2, W) :
Pick 7 < Z¥ and return
7t = (wT[Bl; +7" [Po + TPy,
Fre’n),

=w'[D],.
V(ers, 7, %11, %211, [¥]2, 7. 6) :
Check if: e (771, [Al2) — e ([Al1,0)
—e([*]];.1€11) —e([x] ], . [C2])
+e (Gl [¥T],) =e (72, [Q +TQ12)
S(ers, T, [¥1]1, [%2]1, [¥]2, tn)
Sample 7 « Z% and return

[P1];,[Qol1, [Q1]1, [C1]2, [Cal2,
[Cs3]1, [L2]1)

=[y12K].
tr=(Kq, Kz, K3)

7= (%1, X2 K], KJ)
+ T (Po+ TP, [FTRT]),

Fig. 3. The BLinp, argument for proving membership in linear spaces in blocks ([X1, X211, [V]2) € Im ([M,N]1, [P],) where M € Zé‘x”,N € Zf,zx",P e
Z(g xn
Fa

i . X1], =[M];w and
o = {(w, . ol [712) [}z]l[f][l{miv’ e }
[%1], =[M]; W and }
# [Niw or [yl # [Plaw

parameterized by matrices M € Zf,‘xn, Ne Z?X", Pe Zfﬁxn sampled from some distributions M, A/, P. This argument is
presented in Fig. 3. QA-NIZK arguments of membership in linear spaces were extended to the bilateral case in [24] for
both samplable and non-witness samplable distributions. In [25], the authors proved that the argument for non-witness
samplable distributions of [24] is also sound and complete for this promise problem. Adding the pseudorandom MAC given
in [37] we get USS. The proof is essentially the same as in 6.1, but now the linear spaces are split in two groups G; and
G3. The core lemma would be the same and the reduction of the proof of USS is bounded by SKerMDH and Djy-MDDHg,
Assumptions.

ﬁﬁ"o”z{(w Zihh. Fali, [V]2) : ],

7. Tight USS QA-NIZK arguments of knowledge transfer for linear spaces

In this section we prove that the Tight USS argument of Abe et al. [1] for membership in linear spaces satisfies the
knowledge transfer property explained in Section 1. The authors present a Designated Verifier (DV) QA-NIZK argument and
then use a well-known conversion from DV to public verifier QA-NIZK with pairings. We follow the same approach and we
further modify it to be a tag-based argument and adapt the sub-argument for disjunction spaces to the one of Couteau and
Hartmann [13] for efficiency.

In Section 7.1 we prove the DV QA-NIZK of [1] is perfectly complete, perfect zero-knowledge and USS for the language
associated to promise problems for linear spaces, already defined in Section 6, namely:

(%], _[M]1wand}
[¥], = [NIiw

Lo = {(W X11, [V11) : (%], ][y] [;\/l[]lll‘]/:;nd}
1

parametrized by matrices M € Z?X”,N € fox" sampled from some distributions M, N. In Section 7.2 we present its
natural conversion to a publicly verifiable QA-NIZK argument. We only give the argument for membership in linear spaces
in one group, the bilateral version is straightforward following the work of [24], where the authors transform QA-NIZK
arguments for membership in linear spaces in one group to membership in linear spaces to both groups, namely bilateral
spaces.

LyFs = {(w (X1, [¥11) :

Security proof: intuition. Our construction revisits the proof of Abe et al’s DV argument for promise problems. In this
approach the secret keys are vectors l<o,k1 and the proofs (x yT)(ko + rlkl) where 7 is a different value in Z, for each
proof. We split the secret keys ko = (k1 o,kz 0)» k1 = (k1 1, kz 1) to indicate the components that come with M7, k1 0,k1 1,
and the others with NT, ks, kz 1.

We use a similar solution as in Section 6 and argue that partial information of the secret keys necessary to produce
a proof in the NO language is hidden across all the proofs. In this construction, the crs contains projections of the secret
keys ko, k1 by matrices M, NT. Assuming the M - MDDHg, assumption holds, where M T is the distribution of MT, as in
Section 6, we change the projection by M by a random vector Z, which masks completely the projection by NT.
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K(gk, [M], [N]1) :

Ao, A1 < Dy, H < H,

CISor <— K(gk Ao, A])

k(—ZZk ko—(k10 kzo) k] —(k11 kz]) <—Z s
k1.0, k11€Z k2.0, ’<21€Z2

(5], =A] ki € G,

[po], = lM-r%m + NT%Z,OJ] eGl,

[P1], =MTki 1 +NTky 111 € GY,

crs = (crsor, [Aol1, [Pl1, [Pol1, [P1l1, H)

tr= (ko. k1), vk = (k, ko, k1).

P(crs, [x11, [y11, T, W) :

§ < ZE, 6 =[Aoli3

[”or]l 2 < Por(crsor, [fll §)
T=H(X1, Y11, [th, [Torh 2. T) € Z)
[ul; =W (Po + TP1) +3 Pl
Return []y = ([E11, [ul1, [Torl1.2).

V (crs, [X]1, Y], vk, []1, ) :

Parse (7] = ([t]1. [ul1, [7Torh1.2).

T =H(X (Y. [Eh. (Torli 2. D) € Zp,
Check [7Tor]1,2 and [u]y = [XT 11 (k1,0 + Tk1,1)
17 T (ka0 + Tho 1) + [T 11k

Return 0/1.

S(crs, [X]1, [¥]1, T.1r)

§ < ZX [f11 = [Aohi5, [Torl1,2 < Por(crsor, [Tl1,5)

T =H(Xh, Y. [, [Terh 2. T) € Z),

[uly = X h (k1.0 + Tk 1) + [ i (ka0 + Tka1) +5T [l
Return (711 = ({t]1, [ul1, [Torl1,2)

Fig. 4. Tight DV QA-NIZK Argument for membership in linear spaces of Abe et al. [1] in blocks, [X, ], € Im[M, N];, where M & Zf‘,‘xn, Ne Zf,zxn and H a
family of collision-resistant hash functions. The scheme is modified to be tag-based and is written in blocks. We use the disjunction argument or of [13]
with [crser| = (4n + 8)|G1| + (281 + 3)|G2, |7Tor| = 8|G1] + 3|G2].

Note that in the construction of Abe et al.’'s we use in thls _section, there are also more projections of the secret keys
leaked from simulated proofs, concretely: XT (k1 o+r1k1 1)+ yl (kz 0+1:,l<2 1). But we can use the same information-theoretic

argument as in [1], namely, since t; is different each time, k1 0+ rlkl 1, kz 0+ rlkz 1 are pairwise independent, then they do
not add any clue to the information of adversary.

7.1. Tight DV QA-NIZK argument of knowledge transfer for linear spaces

The DV QA-NIZK argument presented in Fig. 4 is the argument for linear spaces of Abe et al. [1] written in blocks, and
(trivially) modified to admit tags. Also, We use the disjunction argument of Couteau and Hartmann [13], which is 3 group
elements more efficient than the one presented in [2] (used in the first construction of Abe et al. [1]), and we denote it by
or.

Security. We prove it has completeness for L{-{‘][:‘S and USS for ﬁﬁg. USS relies in the same core lemma as in Abe et al.
(Lemma 3 in [1]), the security of the MAC presented in Gay et al. [20], the soundness of an argument for membership in a
disjunction space of [13]. Our contribution is to combine this with the same techniques as in Section 6 to adapt the proof
for promise problems.

The scheme in Fig. 4 is perfectly complete and perfect-zero knowledge for YES instances, and soundness guarantees that
NO instances will not be accepted as we show in the following. As in Section 6 we consider the general language £ that
includes all tuples (w, X, y) of the right dimension, some of them are outside of 5\'?'1?5 U £ﬁg. We allow simulation queries
for any tuple in L.

Perfect completeness, perfect zero-knowledge. Our language C{-{‘E‘S is the same language for membership proofs in a linear
space [M,N]{ used in [1]: {(W,[X. ¥11):[X, ¥1] = [M,N]{ w}. Thus, we directly obtain perfect completeness and perfect
zero-knowledge.

Unbounded simulation soundness. We use the Definition 4 where for any adversary A that sends any number Q of queries
(Wi, [Xi, ¥il1, Ti) to the query simulator oracle S, receives simulated proofs {[ 71,]1}(1_1 as described in Fig. 4. The probability
of the adversary A comes up with a proof [7*]; for a statement (W*, [x*, y*]1) € CI';I'B different of the queried ones and
different tag T*, such that V(crs, T%, [X*, y*11, [T *11) = 1, is negligible.

Abe et al.’s construction is based in the USS Kiltz and Wee argument [37], where the security relies in three security
features that we use as black-boxes: their core lemma (Lemma 3 in [1]), the security of a MAC scheme presented in Gay et
al. [20], and the soundness of the or argument, all proven secure under standard assumptions.

Both [37] and [1] use a MAC scheme to add randomness to the proof. Concretely, by the Gay et al. MAC, the term Tk

is added to the proof, where k is uniformly random and te Span(Ap) U Span(A1) for some fixed matrices Ag, A1 € ZZ"X"

the crs. The basic idea is the prover computes t directly in the image of [Ag]i, uses the argument or to prove membershlp
of t in Span(Ap) U Span(A1) and uses the image space of [A1]; to add randomness in the security proof. The last is done
by changing to a game where ke Z%" is switched to k + RF(:), with RF: Z), — Z%" a random function. Indistinguishability
of both games is proven in [20], concretely, the lemma gives the following tlght bound for any adversary .4 that is able to

distinguish between both MAC schemes:
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Advcy (A) < (4k[log Q1+ 2)Advp,, \-MDDHG,.8(%) + (2[10g QT + 2)AdVzior, 3/ (1)
4log Q1 +2 . [logQ1Q
p—1 p
where Ap,,, is statistically small term for Dy, B and B’ are adversaries against the Dy x-MDDHg, assumption and
zero-knowledge of argument or respectively.

+[log Q1Ap,, , +

Theorem 5. The argument of Fig. 4 is a Designated Verifier Quasi-Adaptive Non-Interactive Zero-Knowledge argument that guarantees
USS such that for any adversary A that makes at most Q queries to S, there exist adversaries 131, B2, B3 against collision resistance of
H, core lemma of [20] and /\/lT-MDDH(;,1 assumption such that

Q
Advyss(A) < Adver(B1) + Adve (Ba) + 2AdVMT—MDDH¢;1 B3) + E

Proof. We proceed via changes of games starting with Gameg that is the real USS game of Definition 4. Let Adv; be the
advantage of adversary .4 winning Game;.

e Game; is the same as Gamep except the simulator computes the element [u]; as [X]1 (El,o + rﬁm) + [}]1@2,0 + IEZJ) +
[t 11k and verification of final adversary’s message (W*, [¥*]1, [y*]1, [T*]1, T*) checks:

- (W5 [x11.[y*h) € L5,

- (X1, [Y*11) ¢ Qsim»

- receives T*, and checks that T* ¢ Qre. With o.w.p,, by the collision resistance of H, this implies that z*
H(X*11, [V, [£*14, [311,2, TF) is also different from all the tags used in the simulated proofs.

The new element [u]; just differs on the element [?Thk, which in Gameg is ET[ﬁh, they pass verification with same
probability because they are equivalent by definition. Thus,

|AdV0 — Advq | < Advcr (B])

e Game; is the same as Game; except that the key k is changed to k + RF(-) where RF: Z, — Zf," is a random function.
Concretely, the element [p]; = [AOTEh is switched to [p]; = [Ag (E 4+ RF(0))] in K and the element [u]; in S is computed
as [uli =[x, S/i)(lzg+ri§1)+ff(E+RF(i))]1 for the i-th query. Moreover, the verifier V defines the set S = {[(**, J*) (ko +
1*121) +f*T(E+ FlF(j*))h}jQ*:0 and checks [u*]; € S. The indistinguishability between Game; and Game; is direct from
the core lemma [1] because it is equivalent of indistinguishability between both MACs defined in the core lemma, thus

|Adv1 — Adva| < Adver (B2).

e Games is the same as Game; except that the elements [poh = [MTIq 0+ NTkz oli and [p1]1 = [MTk1 1+ NTI<2 1]1 are
switched to [poli = [Zo + NTkz ol and [p1]1 =[Z1 +NT kz 111 in K, where Zg,Z; < Z” We can think in an intermediate
game where we just switch [po]y, then for any adversary B3 able to distinguish between these intermediate games and
Game; is breaking MT—MDDH(;,]. By the same argument, 33 distinguishing between the intermediate game and Games
is breaking M "-MDDHg;, . Finally,

|Advy — Advs| < ZAdVMT_MDDHG] (B3).

Before studying the probability of the adversary A wins the Games, note that by linearity, we observe that the proof 7*
is a valid proof to prove membership in the linear space of the vector ([5]1, [¥*11). For any adversary that makes a proof
[7*]1 for (W*, [X*]1, [¥*]1) € LKy, the element [U*]y = [u*]; — W*[Poly — W*[p1]17* is a valid proof for (1011, [¥* — ¥1)
where y = Nw* (with same [f*]; and [7To]1.2).

Now, we use an information-theoretic argument to bound the probability of success of the adversary .A. In the first
place, we study what is leaked about the secret keys The elements [pol; = [Zo + NT kz ol1, [P1hh =21 + NTkz 1]1 in the
crs do not leak information about NTkz o and NTkz 1 because the vectors [Zg]1, [Z1]1 hide completely the projections by N.
Then, the element y*T(kz 0+ t*kz 1) in the proof, where [y*]; ¢ Span[N]y, is uniformly random in adversarys view.

The adversary A also learns the following projections of the secret keys from each query i: x—r (k1 o+ rllq 1) + yl (kz 0+
‘L',kz 1), but they are pairwise independent and y; # y* for all i=1,..., Q. So, given xT(kl 0+ ‘L',k] 1)+ y, (kz o+ r,kz 1)
from the i-th query, the term y*T(kzqo + ‘l:*lczj) in the proof is dlstrlbuted uniformly at random. Thus, the probability of .4
computes this term and passes verification is 1/p. Finally, taking into account there are Q simulated proofs, we have

|Adv3(A)| = g a
p
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P(crs, [X]1, [y], W, ©):

K (gk, [M]1, [N]) : 5« ZX. [f]1 = [Aohi3. [Torl1,2 < Por(ersor, [T, 5)
Ao, Ay < Dok, T =H(Xh, [V, ({1, [Torh 2, £) € Zp
crsor < K(gk, Ao, A7) [u; = [WT (Po + TP1) +5 Pl € Gk
H<«H,A< Dy Return [ ]y = ({E11, [ul1, [Torl1.2)-

K< Z2% m=t;+¢,, fori=0,1:

K= (K, k)" < zp v (ers, (%11, [, [, 7)

K ez, K ez, Parse [7r]1 = ([th, [l [Torl1 2),

[Pl = [AJ K]y € Gy *FD T =H(X1, 311, [Th, [Tt 2, ) € Zy,
[Pol; = M"Kp + N"Kol; € GI* 1 Check [7Tor]1 2 and

[Pi]; = IMTK; + NTK;]; € GI**D, [uT], (A2 =[x". 5 11 [Co+ TC1 ]+ [ET1hC
C=l(AeZ%’<Xk’ Return 0/1.

Co =KoA,C =KiA e Z)**
crs = (Crsor, [Aol1, [Pl1, [Polt, [P1]1, [Alz,  S(crs, [®l1, [¥]i,tr, T) :
[Cl2. [Cola, [C1]2. H) . § < ZX, (811 = [Aol15, [7orh,2 < Por(crsor, [£11,5)
tr=(Ko.Ky). T =H(X, V. [[h, [Tl 2. T) € Z),
[uly =%,y 11 (Ko + TKy) + 5T [P)y.

Fig. 5. Tight QA-NIZK Argument for membership in linear spaces of Abe et al. [1] in blocks, [X, ¥], € Im[M,N];, where M € Zf,‘xn, Ne foxn and H a
family of hash functions that are collision resistant. The scheme is modified to be tag-based. We use the disjunction argument or of [13] with |crse| =
(4n+8)|G1| + 21 4 3)|G2l, |70l = 81G1] + 3| G2l

7.2. Tight USS Linp, QA-NIZK

The QA-NIZK argument in Fig. 5 is the Tight USS QA-NIZK argument for membership in linear spaces of Abe et al. [1]
written in blocks for promise problem languages 5\'-(‘]_?5 and LHB defined in Section 4.2. It is the straightforward construction
from the tight DV QA-NIZK of the previous Section 7.1 to public verifier QA-NIZK with pairings.

The security proof is analogous to the security proof of the tight QA-NIZK of Abe et al. [1]. In that construction, the
authors give a tight reduction where the advantage of breaking the USS of the QA-NIZK is bounded by the advantage of
breaking USS of the DV QA-NIZK and a kernel assumption. As we have seen in Section 7.1 the USS of our DV QA-NIZK is
proven by a tight reduction that is linear in log Q, where Q is the number of simulated queries. So, the USS of the QA-NIZK
argument presented here inherits the same tightness loss linear in log Q.

The bilinear QA-NIZK argument of Section 5 is a membership proof in linear spaces in two groups Gi, G, for the
same languages as defined in 6.2. It is easily constructed from the bilinear version of the DV QA-NIZK argument 7.1. The
reduction is analogous to the unilateral QA-NIZK reduction. We bound the advantage of breaking USS of the QA-NIZK for
bilateral spaces by the advantage of breaking the USS of DV QA-NIZK for bilateral spaces and the SKerMDH assumption,
with same tightness loss linear in log Q.

8. Adapting GS proofs for improved efficiency

In this section we show how to add zero-knowledge to the circuit satisfiability proof. A naive use of GS proofs results in
a considerable overhead.

More concretely, we need to prove many quadratic Pairing Product Equations (PPEs), i.e. equations with variables in
G1 and Gj,. Recall that GS proofs have a commit-and-prove structure: first, given an equation, the prover commits to the
witness (a solution to the equation, which is a vector [X]; of elements in G and a vector [y]; of elements in G;) and then
it gives a proof that the committed values satisfy the equation. When trying to save group elements of the proof, we will
save on the number of group elements necessary to commit to the witness.

We note that although there are several techniques to save on the “proof part” of GS proofs [34,24] by aggregating proofs,
they work for linear equations and not for quadratic.

In order to commit to the witness of satisfiability (a pair [X]1,[y¥]2) of an equation, individual commitments to each
coordinate of these vectors are computed. We focus on the Symmetric EXternal Diffie-Hellman assumption instantiation of
GS proofs for efficiency. Under this assumption, each individual commitment is either a dual-mode commitment based on
DDH or an ElGamal ciphertext.

A natural idea to explore to reduce the commitment cost is to compute a single commitment to the whole vector
[X]1 (and similarly for [y],). This approach fails in general because GS proofs use some homomorphic properties of the
commitments to combine them in a proof, and these are lost when using a single commitment to all of [X];. This explains
why, to the best of our knowledge, there is no technique to save on the commitment part of GS proofs which works in
general, that is, for every set of equations of any form.°

6 What is important in the equation form for using simultaneous commitments is the structure of the quadratic part. On the other hand, this is indepen-
dent of the equation type, i.e. this remark applies to multiscalar multiplication or quadratic equations in the field as well.
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However, for the specific form of the equations we use in this paper, it is possible to exploit the specific form of the
PPEs that we need to prove. More precisely, we can exploit that the equations, which depend on some group variables
{Li, Ri, O,-}f:1 do not have cross terms, i.e. terms which multiply L; with R;, i # j.

More specifically, we show how to reduce the size of GS proofs for equations which can be written in this form:

e(lkjl1, [112) +e(xjl1, [yjl2) —e([wjl1, [1]2) = e([hjl1, [bj]2), j=1,...,m (11)

for some constants [k;]1, [b;]2, and variables x;, y;, wj, h;j (in fact in our case b; is the same for all equations, namely t(s)).

GS proofs use dual mode commitments to commit to the witness, meaning that commitments are either used in perfectly
hiding or perfectly binding mode. To simulate proofs, the trapdoor is the equivocation trapdoor of the commitment scheme
in both G1 and G». However, for this particular type of equation it is enough to use standard ElGamal encryption for G
(see [17]), the reason being that the equation admits the trivial solution in G1. That is, it is enough for commitments in G,
to be computationally hiding, it is not necessary that there is a setup mode in which they are perfectly hiding. This allows
us to save on the proof size ((2,4) elements per equation).

The idea to save on the number of commitments is to reuse the randomness and encrypt all the variables X, (resp.
y,Z, w) with a single vector of commitments. This reduces the size of the commitments from 2m to m 4+ 1 for committing
to each of the variable vectors. We define the commitment key in GT“ as:

w <—Um+1,1,ﬁ2 =TU1, T <~ Zp

and the commitment as:
I - - X
Comy ([x]1, 1) =r1[u1]r +r2luzl + [<0>] ,
1

where 7 € Z% and U411 is the uniform distribution of vectors of Z'[’]“.
On the other hand, in G, the commitment key is defined as:

V < Umn1,1,

and the commitment as

Comv<[9]z,s)=swh+[<g)] :
2

The idea is that a commitment [EJ-,] to a vector [y] can be divided into small parts [iyi], such that each part is a
commitment to y;. More precisely, components (i, m+ 1) are a commitment to y; with the commitment key corresponding
to the components of (i, m+1) of i1, iy (for commitments in G1) and of v (for commitments in G). That is, commitment

Ui Uz, ) and Comy ([xil1,7) = ri[U} 11 + ra[ib]y + [()8)] . Similarly, we can get a

-
u and u}, = U
1,m+1 2,m+1 1

T
keys are: uj =

. . . . . . - Vi
commitment to [y;], by getting the components (i, m + 1) of a commitment in G, with respect to the key v' = (v ! )
m+1

Therefore, we can now prove the equation i with different commitments keys, that is, it is as if we were using a different
GS common reference string for each equation, namely, the keys ﬁ'l, ﬁ’z, v!
The form of the j-th verification equation is:

e(2] .[Z]) -], =], [5,])+ ie([a{h, [ 112) + (i1, V1),

where Eé is the result of keeping the j-th and the (m + 1)-th coordinate of the commitment to vector & and Z; = (1),

0
b; .
zbl—<01>,forj:1,...,m

Soundness obviously holds because the partial commitment keys define perfectly binding commitments, so the same
argument as in GS proofs applies.

On the other hand, one can claim computational witness indistinguishability under the DDH Assumption in G1. Indeed,
in the security proof of witness indistinguishability, after the setup of the common reference string, the adversary can
choose two witnesses Wo = ([Xol1, [Vol2, [Wol1, [h0]1) and Wy = (X111, [Y112, [W1l1, [h1]1) and receive a proof for Wy,
b« {0,1}.

We define a sequence of games, {Game; o, Game; 1, Game,-,z}lr'":1

1. In Game; the commitment key is changed to define a perfectly hiding commitment to the ith coordinate of Gq, as
iy = Til1 + é;, where &; is the ith vector in the canonical basis of Z’I’;“.
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2. In Game; 1 the challenger samples a bit b but uses the witness W/, to create the proof, where W}, = (Zipl1,s [Vpl2,

[Wibli, [I;,-,b]z) and [X; pl1, [Wipli, [H,-,bh are the same as [%]1, [Wp]1, [p]1 replacing the first i coordinates with 0.
3. In Game; ; the coordinate i is changed to define a perfectly binding commitment in G, as iy = Tils.

At the end of the sequence of Games, the part in G1 of the witness is changed to the all zero vector, and is independent
of b.

To complete the proof, we observe that the equation is left simulatable. This means that, in particular, using the prop-
erties of GS proofs it is possible to compute a valid proof of the equation given a commitment to the part of the witness
of G, without knowing an opening. For this reason, in the last m games we can switch to the all-zero witness for the
elements in G, based on the IND-CPA security of ElGamal, namely based on the DDH Assumption in G.

This argues Witness Indistinguishability, which is all we need for our Signature of Knowledge, although ZK follows
immediately from the fact that the equations are trivially satisfiable.

This strategy adds to the CRS 2(m — 1) elements in G and m — 1 in G, and, as explained, this reduces the cost of
committing to the witness from 3 - 2m elements in G and 2m in G, to 3(m+1) in G; and m+ 1 in Ga.
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