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ABSTRACT Vehicular ad-hoc networks (VANETS) can substantially improve traffic safety and efficiency
by providing a communication platform between vehicles and roadside units (RSUs) to share real-time
information on traffic and road conditions. Two essential security requirements for VANETS are data
authentication and the preservation of the privacy of vehicle owners. Conditional privacy-preserving
authentication (CPPA) schemes address both of these security requirements. The existing CPPA schemes
either require a tamper-resistant device (TRD), which is vulnerable to key exposure based on physical
attacks, or require continuous communications of vehicles with RSUs, which significantly increases the
communication overhead. This paper addresses both of these problems by proposing a provable secure,
and efficient CPPA scheme. We prove the privacy-preserving property of our scheme in the random oracle
model and show that it offers anonymity, unlinkability, and tamper detection even if a physical attacker
succeeds in compromising an individual OBU. Moreover, the performance analysis of our scheme shows
a substantial improvement in communication cost, especially in comparison with RSU-aided schemes that
require continuous vehicle communication with roadside units and a Trusted Authority (TA).

INDEX TERMS Vehicular ad-hoc networks, privacy-preserving schemes, provable security, authentication,
physically secure, fail-stop signature.

I. INTRODUCTION Device (TRD) or Trusted Platform Module (TPM) can be

Many road accidents are caused by the lack of timely infor-
mation to the vehicle’s drivers, resulting in inappropriate
or delayed responses to unexpected situations. Vehicular
Ad-hoc NETworks (VANETS) can increase safety by trans-
mitting relevant information to drivers in a timely way.
Four entities are involved in these networks: drivers (users),
On-Board Units (OBU) in vehicles, Road-Side Units (RSU),
and a Trusted Authority (TA) [1]. A Tamper Resistant
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embedded in OBUs. Vehicle drivers are authenticated with
a password, a smart card, or a security token (e.g., stored
on a smartphone). OBUs and RSUs can establish Vehicle-
to-Vehicle (V-2-V) and Vehicle-to-RSU (V-2-R) communi-
cations, and RSUs can communicate with the TA over the
internet (Figure 1). Each vehicle acts as a node in these
networks and sends the information to its closest neighbors.

One of the major concerns in these networks is how
to authenticate the sender while protecting the anonymity
of vehicles and their drivers. The existing authentication
schemes for vehicular ad-hoc networks can be categorized
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into two categories; symmetric-encryption-based schemes
and asymmetric-encryption-based schemes. Symmetric-
encryption-based schemes usually have lower computation
costs. However, they do not provide public verification and
irrefutability properties. Some examples of these schemes
are [1], [2], [3], and [4], the first two of which have high
communication costs because of the vehicle’s continuous
communication with RSUs.

Asymmetric-encryption-based schemes can also be cat-
egorized into schemes based on Public-Key Infrastruc-
ture (PKI) and Identity-based schemes. Identity-based
schemes usually have lower communication and computa-
tional costs compared to PKI-based schemes [5], [6], [7],
which makes them attractive for VANETS. The disadvantage
is that a single central party (or a distributed set of such par-
ties) has full knowledge of all secrets. The traditional CPPA
schemes which use tamper-resistant devices such as [8], [9],
and [10] are some examples of identity-based schemes. The
advantage of the schemes introduced in [8], [9], and [10] is
their low computational cost obtained by avoiding expensive
bilinear maps. Moreover, the ideas presented in [8] have
been used in other schemes like [11], [12], [13], [14], [15],
and [16].

The main issue of TRD-aided CPPA schemes [8], [9], [10]
is their strong assumption on the security of these devices
w.r.t. physical attacks. However, it is well known that side-
channel and fault injection attacks can extract secret key
material from tamper-resistant devices [17], [18]. Although
the researches in [4], [14], [19], [20], [21], [22], and [23]
tried to address this problem, their proposed schemes, which
we call RSU-aided schemes, require continuous vehicle com-
munications with RSUs and the TA. This imposes high com-
munication costs on the network. Since traffic emergency
messages need an ultra-low transmission delay, the delay
caused by these continuous communications makes these
schemes impractical for VANETSs. Wei et al. in [24] have also
addressed the physical security of TRDs by introducing a new
CPPA scheme in which TRDs of unrevoked vehicles update
their private key securely using Shamir’s secret sharing algo-
rithm [25], [26]. Updating the key can reduce the opportunity
for and impact of a physical attack; however, if such an attack
recovers a private key from a single OBU, the attacker can
quickly obtain newly updated keys using the previous key or
can even update other vehicles’ private key on behalf of the
TA using the private key recovered from a single TRD.

One can also classify VANET security solutions based
on other aspects, such as the use of blockchain [27], [28],
Machine Learning [29], [30], edge computing [29], [30],
or the 5G infrastructure [30], [31]. Blockchain-based
schemes build on distributed trust and may not require
trust in a central authority; whey they offer transparency,
decentralization, and security, their design has some chal-
lenges, such as storage space, energy efficiency, and delay
[32], [33]. Machine learning (ML) algorithms are used in var-
ious applications and play an essential role in creating next-
generation systems. However, as indicated in [34], to achieve
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FIGURE 1. The architecture of vehicular ad-hoc networks [8].

its full potential in VANET, many challenges need to be
addressed, such as requiring sufficiently large datasets for a
high-scale and heterogeneous network and the development
of an appropriate model for collected data; these challenges
show that using ML in VANETS still needs further investiga-
tion. Lai et al. [31] present the infrastructure of 5G-enabled
vehicular networks and introduce the essential security and
privacy aspects of 5G-V2X; however, as indicated in [31]
and [34], despite the great success of 5G-V2X in developing
the next generation of VANETS, the security of the overall
architecture is still questionable. Cui et al. [29] proposed
a privacy-preserving data downloading scheme by adopting
the concept of edge computing for VANETS, and Zhang et
al. [30] proposed an authentication scheme by combining
5G technology and edge computing. As mentioned in [35]
and [36] similar to RSU-aided schemes, [29] impose a high
communicational cost to the system, and once the TRDs of
the proposed scheme in [30] fall into the single point of
failure, the entire network faces privacy disclosure.

A. OUR CONTRIBUTIONS
This paper first shows the shortcomings of existing CPPA
schemes. Then, it proposes a new efficient privacy-
preserving authentication scheme for VANETS that com-
bines the advantages of both traditional and recently
introduced CPPA schemes with additional security and
privacy requirements such as anonymity and unlinkabil-
ity without increasing the performance costs. In addition,
the scheme is robust against the compromise of individual
TRDs.

The main advantages of our scheme compared to
RSU-aided and TRD-aided CPPA schemes can be summa-

rized as follows:
o Our proposal does not require continuous vehicle com-

munication with RSUs and the TA, resulting in a more
efficient scheme than the existing RSU-aided schemes.
« By adding tamper detection to existing CPPA schemes,
the security and privacy requirements (namely, revealing
and revoking the identity of the users who break the
rules, detecting forged messages, preserving the identity
of other vehicles, and untraceability and unlinkability of
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FIGURE 2. An overview of traditional TRD-aided CPPA schemes [8], [9], [10], [24].

vehicles) are satisfied even if the private key of an OBU
is revealed.

o The opportunity for and impact of physical attacks is

reduced with a private key updating mechanism.

The paper is organized as follows: Section II introduces
the traditional CPPA schemes based on tamper-resistant
devices and the recently introduced RSU-aided CPPA
schemes. We also discuss their vulnerabilities and deficien-
cies. In Sect. III, we introduce our new scheme. Section IV
is dedicated to the security and performance analysis of our
scheme. We conclude the paper in Sect. V.

Il. RELATED WORK

This section provides a brief overview of the most impor-
tant Conditional Privacy-Preserving Authentication (CPPA)
schemes introduced in [4], [8], [9], [10], [14], [19], [20],
[21], and [24], and shows their vulnerability. Traditional
TRD-aided CPPA schemes have been introduced in [8], [9],
and [10]. These schemes can be used for both Vehicle to Vehi-
cle (V-2-V) and Vehicle to Road Side Unit (V-2-R) commu-
nications. One of the advantages of these schemes is V-2-V
authentication without the RSU’s intervention, which leads
to a reduced communication overhead.

A. REVIEW OF TYPICAL TRD-AIDED CPPA SCHEMES
These schemes usually consist of three phases:

1) INITIALIZATION

in this phase, the TA sets up the network. It first generates the
public and private parameters, including the system private
key SK, the corresponding public key Py, and each vehi-
cle’s real identity RID;. Then, the TA publishes the public
parameters in the network and stores SK in each vehicle’s
TRD together with the identity RID; of the vehicle. A security
token is also stored in the TRD to authenticate the drivers
(it could, for example, be a salted hash of a user password).
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2) ANONYMOUS IDENTITY AND SIGNATURE GENERATION
in this phase, the TRD authenticates the vehicle’s owner by
checking the stored parameters in the security token and
generates an anonymous identity and a signature for each
message that it sends. To this end, OBU; uses Py, and RID;
to generate the Anonymous ID AID;; for the i-th message.
Knowledge of SK is required to derive the value of RID; by
having an AID. After generating AID;;, the OBU; signs the
message M;, AID;j, and the time stamp 7; using the private
key SK stored in its TRD.

ojj = sigsk (M;| |T;| |AIDy). ey

Finally, the OBU j broadcasts oyj| |M;| |Ti| |T;| |AIDjj) to the
nearest RSU and to the other neighboring vehicles.

3) MESSAGE VERIFICATION

in this phase, the OBU can verify the messages in single
and batch mode using the public key Ppup. Figure 2 gives an
overview of TRD-aided CPPA schemes. The continuous and
temporary communications are depicted by solid and dashed
lines, respectively.

B. VULNERABILITIES OF TRD-AIDED CPPA SCHEMES

Bayat et al. introduced an ID-based CPPA scheme, the secu-
rity of which is based on tamper-resistant devices [9]. Subse-
quently, He er al. [8] and Zhong et al. [10] improved its effi-
ciency. The security of these three schemes has been formally
proved. The authors have shown that if the OBU devices
are tamper-resistant, the scheme is secure against imper-
sonation, message modification, man-in-the-middle, identity
disclosure, and replay attacks. Moreover, it has been shown
that only the trusted authority can find out the real identity
of the vehicles that break the rules. However, it has been
assumed in [14], [21], and [24] that the secret value stored in a
tamper-resistant device can be revealed, for example, through
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physical attacks: in this case, the security of all mentioned
schemes is compromised.

Asindicated in Sec. II.B, in TRD-aided schemes, the entity
with SK can obtain the RID; corresponding to an AID. Thus,
by extracting the secret value SK, a physical attacker can find
the real identities of all other vehicles from their Anonymous
IDs and track them. Moreover, she can impersonate any
vehicle in the network and sign messages on their behalf using
the obtained SK.

Moreover, these schemes do not provide any solution for
detecting whether a device has been tampered with or not.
Therefore, none of the vehicles can prove that they have not
sent the forged message. Even if there is a solution to detect
the compromised devices, in the case of acompromised OBU,
all the stored secret values need to be updated.

In 2021, Wei et al. [24] tried to address this problem by
updating SK. Although this method does reduce the attack
surface, an attacker who recovers a single private key will still
quickly obtain newly updated keys using the previous key;
this shows that the update approach has strong limitations.
The other vulnerability of [24] is that the TA uses the stored
private key in TRDs, to sign the private key updating message;
hence an attacker who recovers a privacy key from a single
TRD will be able to send a private key updating message on
behalf of the TA to all other vehicles.

C. REVIEW OF TYPICAL RSU-AIDED CPPA SCHEMES
RSU-aided CPPA schemes [1], [4], [14], [19], [20], [21], [22]
are ID-based schemes that support V-2-V and V-2-R com-
munications. These schemes have the same four entities
involved and, in most cases, authenticate drivers using a smart
card. They typically consist of the following five phases
(see Figure 3 for an overview):

1) USER REGISTRATION PHASE

Each OBU and each user’s smart card must be registered with
the TA once. Here, it is assumed that during registration, there
is a secure channel between the TA and the OBU and the TA
and the user. Also, it is assumed that only authorized users
can register with the TA (and thus, an adversary is not able to
do so).

2) USER LOGIN PHASE

In this phase, each user U; inserts a valid smart card in its
OBU. It is assumed that a protocol for entity authentication
is executed that resists replay attacks.

3) USER AUTHENTICATION PHASE

Each time an OBU with ID; enters the range of a new RSU,
it must be authenticated with the TA. After that, the OBU
obtains a session key shared with the RSU (notice that each
vehicle obtains a different key compared to other vehicles
in the range of that RSU, and the RSU acts here as an
intermediary between OBUs and the TA).
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4) DATA AUTHENTICATION PHASE

In this phase, the OBUs communicate with each other and
authenticate the transmitted data using the secret session key
shared in the previous phase.

5) PASSWORD CHANGING PHASE

In this phase, the vehicle owner who notices her password has
been compromised attempts to change her password saved in
the smart card.

D. SECURITY AND PERFORMANCE ANALYSIS OF
RSU-AIDED CPPA SCHEMES

Aghabagherloo et al. have shown in [4] that the schemes of
[19] and [20] do not provide unlinkability of messages trans-
mitted within the range of a single RSU since the verifier must
use a parameter of the previous message to validate the new
message. The scheme of [14] has solved this problem using
a Bloom filter with the interposition of the RSU; however,
it requires permanent communication between the OBU and
the RSU in all V-2-V communications. Moreover, the scheme
in [19] does not provide any solution to change the password.
The scheme of [14] satisfies most of the security requirements
for VANETs. However, similar to [19] and [20], the perma-
nent communications of the vehicles with RSUs make the
scheme highly inefficient. These RSU-aided schemes offload
the overhead to RSUs and require the dense deployment of
RSU [16].

Another issue with the schemes of [19] and [20] is that
the TA cannot revoke registered IDs that violate the terms
of service since they do not employ a registration list.
In 2021 Zhang et al. [23] designed a Chinese remainder
theorem (CRT) based CPPA scheme in VANETS. Although
this scheme needs a realistic TRD, and the master key of
the system does not need to be preloaded into the OBUs,
similar to RSU-aided schemes, the necessity of obtaining the
secret domain key from TA imposes a high communication
cost.

Pournaghi et al. [26] proposed a scheme that combines
RSU-aided and TRD-aided solutions. Their scheme has the
property that when a vehicle wants to enter a new RSU
range, it should authenticate itself to the RSU, and then the
OBU receives a temporary key from the RSU. Although this
scheme does not need continuous communication of RSUs
with TA, it does not solve the main problem of RSU-aided
schemes, which is the necessity of permanent communica-
tion of OBUs with RSUs. In fact, in this scheme, RUSs are
considered as fully trusted parties, similar to TA. The other
weakness of this scheme is that the messages sent by OBUs
do not contain any timestamp, and the transmitted messages
are valid until the expiration of 7 (Timestamp of the RSU).
This can enable a replay attack during the validity period
of T;. To tackle this problem, the timestamp of RSUs must
be updated regularly, which will impose high communication
costs.
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FIGURE 3. An overview of RSU-aided CPPA schemes [1], [4], [14], [19], [20], [21], [22], [23].

Notation Description

D, q Two large prime numbers

E An elliptic curve defined by ) =x’ +ax+bnod p

RID;..Kj The real identity and key of the j-th vehicle in the t-th cluster

AlDyj¢ The anonymous identity of the j-th vehicle in the t-th cluster in the i-th session
PKpa, SKry The master public and private key of the TA

PK;, SK; The public and private keys of t-th cluster

hy,hy, hs, hy Cryptographic hash functions

ill. THE PROPOSED SCHEME
As mentioned in Section II, traditional CPPA schemes take
advantage of a tamper-resistant device in their design. While
these schemes are efficient, the compromise of a single
OBU undermines the security of the complete system. More-
over, RSU-aided CPPA schemes have high computational
and communication overheads since they require continuous
communication between the vehicles and RSUs as well as
vehicles and the TA.

Here, we propose a novel CPPA scheme with improved
security and efficiency. Similar to the other schemes, our
scheme consists of the following entities:

A. TRUSTED AUTHORITY (TA)

This entity is responsible for generating public parameters of
the network. It is the only entity that can figure out the real
identity of the vehicles.

B. ROAD SIDE UNITS (RSUs)

These entities are in wireless communication with other enti-
ties in the network. They can authenticate the transmitted
messages or send specific messages to the TA.
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C. ON-BOARD UNITS (OBUs)
Each vehicle can generate an authenticated message or
authenticate the messages received from other vehicles.
We assume that a secret value has been stored in each OBU,
but we consider that information can leak from OBU.

Unlike RSU-aided CPPA schemes, there is no need for
continuous communication between the other entities and
the TA in our scheme. Also, tampering with the OBU and
extracting secret keys does not compromise the full scheme.
However, our scheme has a process in which suspicious
messages are verified with the TA: this requires a few rounds
of communication between OBU and TA and results in the
revocation of OBUs whose secrets have been exposed; this is
amajor improvement over earlier TRD-aided CPPA schemes.

In other words, our proposed scheme combines the good
properties of both types of schemes. Thus, unlike TRD-
aided CPPA, information leakage from the OBU does not
compromise the security properties of our scheme, and unlike
RSU-aided schemes, there is no need for a continuous con-
nection between vehicles and the TA and RSUs.

Our proposed scheme runs in four phases (Figure 4):
1. Initialization; 2. Anonymous ID and signature generation;
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3. Message verification; 4. Forgery notification and detection
of impersonated messages. In addition, a private key updating
algorithm is described at the end of this section: this algorithm
mitigate the impact of physical attacks. The private key updat-
ing algorithm has been inspired by the algorithm proposed
in [24], but we have used SK 74 instead of the stored private
key in OBUs to sign the private key updating message, which
enhances security.

We describe our scheme in an ECC group as an example,
but it can be applied in any generic group of prime order in
which the discrete logarithm problem is hard.

D. INITIALIZATION
this phase consists of the following steps:

The TA generates two prime numbers p and g, as well as
the elliptic curve E defined as:

y2=x3+ax+bm0dp a,b e Fp. 2

The TA chooses a point P of order g on the elliptic curve E,
and defines the cyclic group G as the subgroup generated
by < P >. Also, the TA chooses as a private key a random
number SK74 €g Z; and computes the corresponding master
public key:

PK7s = SKqu - P. A3)

The TA categorizes the vehicles into k clusters and gener-
ates a secret key for each cluster by picking a random integer
SK; €r Z; . SK; is securely stored in the OBU of all vehicles
in that cluster. In this regard, first, we categorize vehicles
according to their location of registration, and then we put
each type of vehicle in one cluster. For example, we can
group the vehicles of one country into emergency vehicles
such as ambulances or fire engines, police cars, and rescue
vehicles, and other types of vehicles such as passenger cars,
vans, buses, and trucks.

Next, the public key corresponding to each cluster is gen-
erated by the TA as follows:

Then the TA defines the following four cryptographic hash
functions:

hp {0, 1}* — {0, 1}* 5)
hy:G— Z, 6)
h3 : {0, 1} — Z, @)

hy {011 x {0, 1 x G x {0, 1}* > Z,.  (8)

These hash functions are assumed to be (second) preimage
resistant and collision-resistant; in our security proof, they
will be modeled as Random Oracles (ROs).

The TA assigns a fixed identity RIDj; and a secret key
Kj; to the j-th vehicle in the t-th cluster and puts them in
the corresponding security token to the j-th vehicle. Then,
the tuple (h1(RIDj;, Kj;), SK) is stored in the OBU of that
vehicle.
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Finally, the following public parameters are sent to all the
entities in the network (OBUs and RSUs):

parameters = {p, q,a,b, P, PK7s, PK;,
Il <t <k, hi, hy, h3, hs}.

E. ANONYMOUS IDENTITY AND SIGNATURE GENERATION
in this phase, the user is authenticated; next, the OBU gen-
erates the anonymous identity and signature to produce an
authenticated message through the following steps.

The authorized user of the vehicle inserts the security token
into the OBU’s card reader. The OBU executes a protocol for
entity authentication that resists replay attacks. In the case
of successful authentication, OBU uses Kj; in the subsequent
steps.

The OBU generates the anonymous identity AID;; =
{AIDjj; 1, AIDjj; 5, AIDjj; 3}, and the parameters o;;; and s
as follows:

w; €r ZF, AIDijt,l = w;P )
AIDjj » = Kjy @ ho(w; - PK7a)  (10)
AIDjj 3 = ha(Kj, wi - PK74, T;)  (11)

ajjr = h3(AIDy;, T)) (12)
siip = wi + ajr-SKmod q. (13)
The vehicle uses the values generated in the previous step

to generate the signature (oj;;) on the message M; using a
variant of the Schnorr signature algorithm [37].

ri € Z;, R; = riP (14)
Bijr = ha(AIDjj;, T;, R;, M;) (15)
oijr = Sijr + Bijr - rimod q. (16)

Finally, the vehicle sends the anonymous identity, the
message, and the signature {¢, oj;, M;, R;, T;, AIDjj;} to the
nearest RSU and the neighboring vehicles.

F. MESSAGE VERIFICATION
this phase includes the verification of a single message and
batch verification of multiple messages. Suppose a vehicle
or an RSU wants to check the validity of only one message.
In that case, it can verify Eqn. (17). If this vehicle or RSU
wants to check the validity of multiple messages belonging
to one cluster’s vehicles, it can verify Eqn. (18).

If the OBU verifies the signature on a single message, each
module uses the public key of the cluster to verify that the
message has been sent by one of its members.

oiji-P = (syj¢ + Bije - i) - P
= W;- P =+ Oll'jt . SK;P + ﬂ,jt'r,- -P
= A]Dijt,l + Ol,'ijK, + ﬁijl - Rimod q. a7
If the OBU verifies the signatures on a batch of messages,

the module authenticates the messages sent by the vehicles in
one cluster using the random vector v = {v1, ..., v,} and the
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FIGURE 4. An overview of the proposed scheme.

following equation:

O veodP =y i AIDE(Y (v - a)PK,
+> . Gi-Bi-R). (18)

G. FORGERY NOTIFICATION AND DETECTION OF THE
IMPERSONATED MESSAGE

If an adversary obtains the value of SKj, it can generate an
invalid message {t, ojj, M;, R;, T;, AID;;;}. In this case, the
vehicle owner can generate a notification that an adversary
forged her message {t, oy, M;, R;, T;, AIDy;}, the RSU for-
wards the message to the TA. The TA verifies the message
and uses SK'74 and the following equations to compute Kj:

SKa-AIDjjs 1 = SK7a - wi - P =w;-PK1y (19)
Kj; = AIDjji» ® hy (SK7a - AIDjjr 1) . (20)

If the value of Kj is valid, the TA computes the tuple
(Kjr, wi - PK 14, T;) and compares the hash value of this tuple
with AIDjj, 3. If they are the same, then the message is a
valid one. Otherwise, the TA confirms that an attacker has
tampered with the OBU, revokes the message, and updates
the private keys stored in the vehicles of the compromised
cluster. Notice that if it has been detected that the OBU of one
of sensitive and emergency type vehicles’ clusters (such as
ambulances or fire engines, police cars, and rescue vehicles)
has been tampered with, TA will invite the corresponding
vehicles to update their private keys. If necessary, TA can also
update the private keys of vehicles belonging to other clusters.

Private Key Updating Algorithm: in order to mitigate
attacks that expose the key SK;, it can be updated according
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to a key updating algorithm based on Shamir’s secret sharing
scheme [25], [26], ensuring that only the unrevoked vehicles
can obtain the updated SK;.

To this end, TA chooses a new SK ; €r Z}, computes the
corresponding PK; = SK; - P, a random w; €gr Z; and
computes the corresponding public key W; = w; - P, and
chooses a random nonce N; €p Z; for the t-th cluster; next,
it calculates:

2L
(22)

xjr = PRF (hs (K1, SK/) , N;)
Vit = PRF (hs (Kjr. SK;) . Ny + 1).

Then the TA calculates the points P, = (xj, yi)(1 <
Jj < J)and Py, = (0,SK}) where PRF is a pseudo-random
function, generates a J-degree interpolated polynomial y =
f(x) = SK +ayx +ayx®>+ ... +apx’ that passes through
J + 1 points P;(0 < j < J), and using the polynomial
y = f(x), TA produces J new additional random points
Pj/.t(l < j < J) on the interpolated polynomial of degree J:
Y=f0. P =Gy <j< D).

In the next step, TA signs J additional points PJ’.Z(I <j<J)
by calculating:

GTA=WI+SKTA'h4(PK;7TTA7N[aP/1t9 /2t7"'5 ‘/][)

xmodq. (23)
In this equation 774 is the timestamp of TA. Finally,
TA sends the updating message Pj’-t(l < j =

J), PK ;, Wi, N;, Tta, t where t is the cluster number to all
corresponding vehicles through the public channel.
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Upon receiving the private key updating message, OBU
verifies the validity of this message by checking the equation:
oa-P=W; + hy (PK;, Tra, Ny, /lt’ P/2t’ R P/Jt) -PK7s.

(24)

Then OBU calculates Pj, = (PRF (hs (Kji,SK;),N;),
PRF (hs (Kj, SK¢) , N; + 1)), and using J +1 points P},(0 <
Jj <J) and Lagrange interpolation method calculates SK;:

/ J ’ J / / ’
SKt = Zj=0 (yi : l_lgzo&g;éj (_xg/ <xj - xg>)' (25)

Finally, after checking the validity of the equation PK} =
SK - P OBU stores newly updated private key SK} securely.

IV. SECURITY AND PERFORMANCE ANALYSIS
A. SECURITY ANALYSIS
This section proves that our proposed protocol is privacy-
preserving and offers unforgeability and a secure private key
updating algorithm. We also show that our scheme provides
the following security requirements:
« revealing and revoking the identity of the users who
break the rules;
« detecting the impersonated messages;
o preserving the identity of other vehicles (even if the
value of SK; stored in OBUs is leaked); and
« untraceability and unlinkability of vehicles.
We further compare the security properties of our scheme
with other relevant schemes.

1) UNFORGEABILITY

The signature generation phase of the proposed scheme has
been inspired by Schnorr’s signature scheme [37] and the
signature generation scheme in [8]. The unforgeability of
our scheme can be easily proven using similar techniques as
in [8]. Note that, to generate a valid signature, the adversary
needs the vehicle’s key (Kj;) in addition to the secret value
SK;. Hence, even if the information stored in the vehicle’s
OBU, i.e. (h1(RIDj;, Kj;), SK ) is revealed, the adversary can-
not obtain a valid Kj; since the cryptographic hash function
h1 has been modeled as RO; therefore, she cannot gener-
ate a valid signature. In what follows, having this in mind,
we prove our scheme is privacy-preserving even if the OBU
is tampered with.

2) SECURE PRIVATE KEY UPDATING ALGORITHM

As has been indicated in Section III, the private key updat-
ing algorithm has been inspired by the algorithm proposed
in [24], and according to Theorem 2 of this paper, it meets
the requirement for a secure private key updating algorithm.
The main difference with our proposed algorithm is the use
of SK 74 instead of the stored private key in OBUs to sign the
private key updating message, which will prevent the physical
attacker who obtained the private key stored in OBUs from
signing the private key updating message on behalf of TA.
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FIGURE 5. Indistinguishability game between Challenger C and
Adversary A.

3) PRIVACY-PRESERVING

Formally, privacy-preserving means the adversary who
obtained the private key (SK ;) stored in OBUs cannot guess
the vehicles’ real identity and key (Kj;) from their messages;
also, this attacker cannot reveal these values from the OBUs
alone. We present our proof in the random oracle model.
We consider the game in Figure 5, which runs between
a probabilistic polynomial-time (PPT) adversary ./ and
challenger .

Our scheme is privacy-preserving if the adversary cannot
obtain any information from AID;j; about Kj; and RIDj, hav-
ing the private key (SK,); moreover, the adversary cannot
compromise any key at the time, and she is not able to
deduce which vehicles are close to a single RSU. AID;;; is
composed of AIDjj; 1, AIDjj; » and AIDyj; 3. AIDjj; 3 is equal
to h4 (Kji, wi - PK 74, T;), and since it has been assumed that
the hash functions have been modeled as random oracles, the
values of h4(Kj;, w; - PK 14, T;) are uniformly distributed, and
if the Kj; is large enough, according to Theorem 4.1 of [38],
the adversary cannot guess the value of Kj; from AIDj; 3.
Therefore it is sufficient to show that the adversary cannot
obtain any information about Kj; and RIDj; from the first
and second parts of AID;;;. To achieve this goal, we consider
AIDjj;1 = w; - P and AIDjj; » = Kj;;@ha(w; - PK14) as an
encryption function, and then we prove that it is secure in
the sense that it offers indistinguishability of ciphertext under
chosen-plaintext attacks. Therefore, according to the security
definition of indistinguishability in [39], we can define the
security property of our scheme as follows:

Definition 1 (Privacy-Preserving): Consider our scheme
7 = (Gen, Enc, Dec) (Enc means the production of AID;;
from Kj, and Dec means obtaining Kj; (AIDyj;) from AID;;,
using SK;) is privacy-preserving under Chosen Plaintext
Attack (CPA) if for all probabilistic polynomial-time (PPT)
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adversaries <7 there exist a negligible function negl such that:
prlprivacy — preservinggﬁf(l}‘)] < 1/2 4 negl(r). (26)

Here the probability is taken over the random coins used
by a Probabilistic Polynomial Time (PPT) adversary <7, and
the random coins used in the experiment (for choosing the
key, the random bit b, and any random coins used in the
encryption process). And pr[privacy — presewinggﬁf(l)‘)] is
the probability that the adversary wins the following game:

Setup phase; ¢ generates the private and public parame-
ters of the system and sends the public parameters and SK;
stored in the OBU to A, while keeping SKtasecure.

Learning phase; in this phase, </ has access to hash
oracles, private keys stored in OBUs (SK), the Anonymous
Identity and Signature generation oracle queries:

Hash Oracles; .o/ queries the challenger to run one or some
of the hash functions h; to hy with her chosen inputs.

Anonymous Identity and Signature generation oracle;
&/ queries the challenger to run this oracle on M; and an
arbitrary Kj;.

Challenge phase; .2/ queries challenger ¢" with two Kj;.
% chooses one of them uniformly at random and sends its
corresponding tuple to <7

Guess phase; &/ guesses the Kj corresponding to
the received tuple. A wins the game if she guesses the
correct Kj.

This game is illustrated in Figure 5.

Theorem 1: The proposed scheme is privacy-preserving if
the hash functions h, and hy can be modeled as Random
Oracles (ROs), and the discrete logarithm problem (DL) in
G is hard.

Proof: We prove this theorem by showing that the prob-
ability that a PPT adversary wins the game of Definition 1 is
negligibly larger than 1/2 in the security parameter A.

Setup Phase: € generates the pair of private and pub-
lic parameters of the system by running the algorithm
(SK;, PK;) < Gen() and (SK 74, PK714) < Gen() and sends
the public parameters as well as SK; stored in the OBU to ..
Consider that % keeps SK 74 secure.

15" Query Phase: after receiving the public parameters as
well as SK,, the adversary o7 has access to the following
oracles for a polynomial bounded number of queries:

Simulating the Hash Oracle: <f queries the challenger
to run one of the hash functions h; to hy with her chosen
inputs. If the input in i-th query, g;, has not been computed
before, € responds with a random response /;(g;) chosen
uniformly from its output domain, stores the pair (g;, 2j(q;))
in its database, and sends 4;(g;) to &7 . Otherwise, € sends the
hj(g;) stored in its database to A.

Simulating Anonymous Identity and Signature Generation
Oracle: o/ queries the challenger to run this oracle on M; and
an arbitrary Kj;. A receives the tuple (j, oy, M;, R;, T;, AIDjj;)
from €.

Challenge Phase: the adversary chooses two Kjs, say
Ko and Kj;, and asks the challenger to send her back
the tuple corresponding to one of them. The challenger
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chooses one of them uniformly at random and sends the tuple
(t, oipt, M, R;, Ti, AIDjp;) where b € {0, 1}. The only value
in this tuple that includes information about Kj; and RID,,,
is AIDjp; = {AIDjps 1, AIDjps 2, AIDjp; 3} where AIDjp;1 =
wi - P, AIDip; 2 = Kpr @ ho(wi - PKa) and AlDjp; 3 =
ha (Kpe, wi - PK7p, Tj).

2" Query Phase: after receiving the challenge-response
exchange (¢, oy, Mj, R;, T;, AID;p,;), the adversary o/ has
access to the hash oracle defined in the 1% query phase.

Guess phase; 2/ guesses the Kj; corresponding to the
received tuple. &7 wins the game if she guesses the correct K.
Therefore, to prove Theorem 1, it suffices to show:

pr [success] =pr[IDpreservinggﬁf(lk)] <1/24negl ().
27

Here pr[success] is the adversary’s probability of winning
the privacy-preserving game; we also consider “Query” as
querying the correct w; €g Zq* from the Oracles.

As we know; prlsuccess] = prlsuccess N Query] +
prlsuccess N Queryl < pr[Query] + prlsuccess N Query)
which result in:

prlsuccess] < pr[success|Qu_ery] + pr[Query]. (28)

Here, the probability of the attacker’s success without
querying the correct w; is equal to a random guess, therefore:

prlsuccess|Query] = 1/2. (29)

Also, if Q(A) is the number of queries from ‘“‘generating
anonymous ID and signature Oracle,” and pr[Solving-DL-
Problem] is the probability of solving the DL problem, the
probability of querying the correct w; from the Oracles will
be computed as:

pr[Query] = Q(A)/2"\ + Pr[Solving — DL — Problem]
= negl(A). (30)

As a result of (29) and (30), we have:
pr [ID — preservinggf;? (1)‘)] <1/2+negl(A) ((31)

Thus, adversary </ cannot do better than randomly guess-
ing the value of b, if the hash functions can be modeled as
random oracles and if solving the discrete logarithm problem
is hard. Therefore, obtaining Kj; and RID from the anony-
mous ID is impossible for the PPT attacker, and the proposed
scheme is privacy-preserving. |

In the following, we use Theorem 1 to explain the
unique properties of the proposed scheme compared to other
schemes:

Revealing the identity of violators and revoking their
identities. After verifying the suspicious messages and ensur-
ing no information has been leaked from an OBU, the TA can
find out the key (Kj;) of the vehicle using Eqn. (19) and (20).
Then, it can obtain the corresponding RID from its database.
This property is one of the advantages of our scheme com-
pared to other TRD-aided CPPA schemes. In those schemes,
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TABLE 2. Comparison of security properties of the schemes in the literature with our novel scheme in the case of tampering.

No identity leakage and

Scheme Tamp.er Ar.10nym1ty and. impersonation of Impersonated . Unlinkability
detection privacy-preserving . messages detection
vehicles
He et al. [8] x x x x x
Bayat et al. [9] x x x x x
Zhong et al. [10] x x x x x
Zhong et al. [14] NA \ \ \ \
Chen et al. [19] NA Y \ N x
Ying et al. [20] NA Y \ N x
Wei et al. [24] x X x x x
Proposed \ \ \ \ \
TABLE 3. The definition of the operations used in the protocols.
Notation  Definition Notation Definition
Tm Elliptic curve scalar multiplication Tonc Symmetric-key encryption
Ty Hash function Tyac Message Authentication Code
Toca Elliptic curve point addition T, Modular exponentiation
Tg Binary addition Tr-o Communication's delay between the vehicle and RSUs
Tpp Bilinear map Tr_r Communication's delay between RSUs and the TA
Trnp—bp Multiplication on a group over the bilinear Ty_g Communication's delay between a vehicle and another
map vehicle
Trnep The map-to-point operation used in [9] Trnm Releasing notification messages, used in [14]

the violator can claim that the message has been sent by an
attacker who obtained some information from TRD.

In other words, the proposed scheme adds a property sim-
ilar to a fail-stop signature [40] to the existing TRD-aided
CPPA schemes, which allows the owner of the vehicle to
prove that she didn’t sign the impersonated message.

Detecting the impersonated messages. As described,
during forgery notification and the detection of the imper-
sonated messages, TA can verify the validity of the suspi-
cious messages using the private key SK74 and determine
whether a message is an impersonated or valid message.
Hence, TA will be able to detect whether tampering has
occurred.

No leakage of information about the identity of other
vehicles and no impersonation of other vehicles by leakage
of information from an OBU. Even if the value of SK; stored
in OBU is leaked to an adversary, she cannot compute the
Kj, of other vehicles: indeed, the adversary cannot find the
private key of the TA; moreover, Kj; and RIDj; have not been
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stored in the OBU. Moreover, Eqns. (9-11) show that the
adversary needs a valid Kj; added to SK, to impersonate a
valid vehicle which is impossible, as has been shown in the
proof of Theorem 1.

Untraceability of vehicles by an adversary and unlink-
ability of vehicle identities even if the secret information
is leaked from an OBU. Even if the adversary obtains the
stored values in the OBU, since she cannot compute RIDj,
and Kj; using this information and since AIDjj; is updated
based on each timestamp, the adversary cannot trace the
vehicle. In contrast, in TRD-aided CPPA schemes [9], [10],
[11], [24], the adversary can trace other vehicles by obtaining
the information stored in the TRD. Moreover, in RSU-aided
schemes [19], [20], the unlinkability property of the messages
issued from a vehicle in an area covered by an RSU has not
been considered. In contrast, the proposed scheme provides
this property by using a pseudonymous identity, that varies
with the time stamp. Table 2 compares the security properties
of the proposed scheme with some other related works.
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TABLE 4. The estimated computational time (in ms) of each protocol for sending n messages in the range of a single RSU.

Scheme OBU side RSU side TA side Total cost
He et al. [8] 6nT,, + 3nTe., + 2nT, = 2.65n 0 0 2.66n
Bayat et al. [9] 3nTyp+ 3nTey + 6NTp_pp = 36.1n 0 0 36.1n
Zhongetal. [10] 5nT, + 3nTe,+2nT, = 2.22n 0 0 2.23n
Zhongetal. [14] 3T, + (7+2n)T, = 1.32+2 %X 10™*n T, + 103nT, + nTeyy = 2T, + 9T, = 0.88  2.59
0.44 + 0.55 +0.55n
Chenetal. [19] 6T, + (2 + M)Tyuac + (6 + )T, = 0 3T, + 6T, = 1.35 4.05
27+8x%x107*n
Yingetal. [20] 4T, + Tope + (9 + ) Tiyac T,=107* Ty + Tenc + 8Ty, 3.65
+Q2+n)T, = =1.15
25+8x%x10™*n
Wei et al. [24] 6nT,, + 2nTe., + 7nT, = 2.65n 0 0 2.66n
Proposed o6nT,, + 4nT, + 2nT,., = 2.65n 0 0 2.66n

TABLE 5. The estimated communicational imposed delay (in ms) and total delay (in ms) of each protocol for sending n messages in the range of a single

RSU.
Scheme Imposed delay Total delay
Tq0-0 Tar0 Tt
He et al. [8] n 0 0 nTyo0-0
Bayat et al. [9] n 0 0 nTyo-0
Zhong et al. [10] n 0 0 nTg0-o0
Zhong et al. [14] n 2n+2 2 nTyo_0 + (2n + 2)Tgr_o + 2Tgr-1 = NTgo-o + 1000 n
Chen et al. [19] n 2 2 nTqo-0 + 2Tgr-0 + 2Tyr-1 = NTyo-o + 1000
Ying et al. [20] n 2 2 nTqo-0 + 2Tgr—0 + 2Tgr-1 = nTgo_o + 1000
Wei et al. [24] n 0 0 nTgo0-0
Proposed n 0 0 nTy0_0

B. PERFORMANCE ANALYSIS
In the proposed scheme, unlike the RSU-aided schemes [1],
[4], [14], [19], [20], [21], the vehicles need to establish a
communication with the TA for verifying only the suspicious
messages. This improves the efficiency of our scheme com-
pared to RSU-aided CPPA schemes.

Here, we compare the efficiency of the proposed scheme
with competing schemes. We use the notation of Table 3 for
the execution time of operations as well as the delay required
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to establish communication between the entities in the net-
work to compute the efficiency of each scheme. According to
[8] and [20], the execution time of each of the operations men-
tioned in Table 3 using the Miracl library running on an Intel
Core 17-4770 at 3.4 GHZ with 4 GB memory are as follows:
Tp = 0.0001 (ms), T,, = 0.442 (ms), Tocq = 0.0018 (ms),
Ty = 4.2(ms), Tyyp = 4.406 (ms), Tp—pp = 1.7 (ms),
Tene = 0.7 (ms), Tyac = 0.00074 (ms), T, = 0.45 (ms) .
Note that the execution time of the binary addition (Tg) is
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Scheme

Zhong et al. [14]
Ying et al. [20]
Chen et al. [19]
Bayat et al. [9]
Zhong et al. [10]
He et al. [8]

Wei et al. [24]
Proposed
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FIGURE 6. Total computation time and communication delay of each
protocol.

negligible, and to have a fair comparison with the introduced
schemes in [14], [19], and [20], according to [41], we choose
0.5s as the optimum value for 2Tgr_o + 2Tqr—T, so that the
delay time of these schemes will be minimum.

According to [10], we assume that one notification mes-
sage is released per ten traffic information messages; hence
we can consider that Trnm equals 0.1T,. Tables 4 and 5
show the computational cost and communication delay of the
schemes.

In our scheme, vehicles do not need to be authenticated
in each RSUs range; therefore, as shown in Table 5, the
estimated time cost of our scheme is significantly less than
that of [14], [19], and [20].

In [14], it is assumed that the distance between two con-
tiguous RSUs is 600 meters, and the speed of one vehicle is
between 0-120 km/h; therefore, in the RSU-aided schemes,
each vehicle should be authenticated every 36 seconds, and
these vehicles can send maximum 50 messages in the range
of each RSU (0 < n < 50). This necessity of permanent
communication with the TA and RSUs imposes much higher
communication costs on network elements.

As shown in Table 4, the proposed scheme is comparable
with the schemes of [8], [10], and [14] in terms of computa-
tional overhead. Still, Table 5 shows that in our scheme, and
the schemes in [8], [10], and [24], there is no communication
between ‘“‘vehicle and RSU”” and between “RSU and TA,”
contrary to the scheme [14], [19], [20] which needs perma-
nent communication between “RSU and TA” and “vehicle
and RSU.” Table 2 also shows that the schemes in [8], [9],
[10], [19], [20], and [24] cannot provide unlinkability, while
this is a critical privacy requirement for VANETS. Our novel
scheme provides the necessary security and privacy require-
ments, including unlinkability, detection of forged messages,
protection against identity leakage and impersonation of
vehicles, anonymity, and the privacy-preserving property of
Definition 1.
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The scheme introduced in [14] provides similar security
and privacy properties to the proposed scheme and has the
lowest computational cost. However, Table 5 shows that in
this scheme, each OBU needs 2n+2 communications to send
n messages while traveling inside the range of an RSU, which
imposes a significant delay.

Therefore, our scheme is more efficient than the scheme
in [14]. Figure 6 shows the total computation time and com-
munication delay of each protocol for sending n messages
in the range of a single RSU. As indicated, vehicles can
send a maximum of 50 messages in the range of each RSU
(0 < n < 50); therefore, we have computed the values for
n=1, 25, and 50. Also, in Figure 6, the amount of nTgo_o
has been ignored because it is equal in all schemes.

V. CONCLUSION

This paper proposes a novel privacy-preserving authentica-
tion scheme that takes advantage of the existing RSU-aided
and TRD-aided CPPA schemes while improving their secu-
rity and efficiency. We proved the security of our scheme in
the random oracle model and showed it provides the secu-
rity and privacy requirements of VANETs. Our performance
comparison results show that our scheme has a lower com-
putational and communication cost compared to RSU-aided
schemes, and its cost is comparable to that of TRD-aided
CPPA schemes.
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