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ARTICLE INFO ABSTRACT

Keywords: People are increasingly open to sharing personal data collected by wearables, while concerns have emerged on
Privacy how companies, governments and organisations process this data. This paper applies Nissenbaum’s theory of
Contextual Integrity contextual integrity to explore the perceived appropriateness of information flows linked to wearables. A
Z\::;:;Ies vignette study was conducted (N = 500) to examine the influence of the type of data shared, its purpose, and the

sender, on the appropriateness of different wearables’ information flow scenarios. Results revealed a significant
impact of information type, sharing purpose, and sender on the perceived appropriateness of data sharing.
Notably, data collected for research purposes or to develop new functionalities was deemed most appropriate,
while data used for advertising was viewed unfavourably. Further, the user-controlled sharing received higher
appropriateness ratings. This research underscores the need for meaningful consent in data sharing and suggests
that manufacturers of wearable devices should utilise user agency to supplement information flow automation

based on societal and contextual privacy norms.

1. Introduction

The market for wearable devices is seeing significant growth, with a
rising number of people using these devices to gather personal data
during their everyday activities (IDC, 2023). Wearables, such as
smartwatches and smart wristbands, come in different shapes and can
already collect over 7500 physiological and behavioural variables (The
Economist, 2022). People are willing to share that collected data if the
perceived value of sharing is high, but recent years have highlighted the
shortcomings of organisations’ current approach to processing personal
data (Lehtiniemi, 2017; Zuboff, 2019). Instances where reasonable user
privacy expectations have been violated, such as the Cambridge Ana-
lytica scandal, have sparked public debate, policy interventions and
research on personal data protection and privacy (Isaak et al., 2018).
Over the last few years, legislation has been enacted, attempting to
strengthen users’ control over (the use of) their personal data (van
Ooijen & Vrabec, 2019). However, increased personal control over data
remains largely at odds with market incentives (Lazaro et al., 2015). As a
result, in practice, internet users still have little control over organisa-
tions’ data collection practices and are often overwhelmed navigating
excessively long and complex privacy policies (Sloan et al., 2013).
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Consequently, it is unlikely that people will be able to manage all their
privacy choices without encountering fatigue or resignation. Thus, there
is a need for communal norms that empower users without over-
burdening them. Nissenbaum (2004) argues that protecting privacy
means ensuring that personal information flows appropriately. It is vital
to consider the appropriateness of information flows, especially in
contexts where interfacing (for consent) is difficult. This is often the case
with wearables - sharing data without a user’s active intervention - and
thus, it forms an ideal basis for our research, as there are different norms
and contexts at play when using these.

This paper applies Nissenbaum’s (2004) theory of contextual integ-
rity (CI) to investigate the perceived appropriateness of information
flows in the context of wearables. Specifically, a full-factorial vignette
study was carried out focusing on the type of information shared, the
purpose of the data processing, and the sender of the data. This study
aims to understand better users’ privacy expectations in the context of
wearables. As such, this paper contributes to the existing literature on
privacy and data sharing by giving insights into privacy norms in the
context of wearables.

The findings of our research suggest that privacy management tools
can be further improved by incorporating automatic adaptations to cater
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to the privacy expectations of average users, as suggested by (Sanchez
et al., 2020) and (Kurtan et al., 2021). Partial consent automation will
arguably be necessary to transition toward a paradigm where mean-
ingful consent and agency for end users can be achieved (Le Métayer &
Monteleone, 2009). Moreover, insights into specific configurations of CI
parameters deemed appropriate by consumers are crucial to inform or-
ganisations’ privacy practices proactively. For example, responsible
innovation and concurrent data sharing in line with societal expecta-
tions arising from our research can help companies avoid backlash from
perceived privacy violations (e.g., Hull et al., 2011). Thought leaders
from various domains (e.g., management, marketing) have not only
extensively called for in-depth investigations on the factors underlying
consumers’ willingness to share data, but also for more emphasis on
privacy concerns (e.g., De Keyser et al., 2021; Schweidel et al., 2022). In
contrast with previous research, our study took agency into consider-
ation and highlighted the importance of user-controlled sharing, which
garners higher appropriateness ratings. We try to understand the gran-
ularity of appropriateness ratings and hence contribute to a deeper un-
derstanding of consumer attitudes towards data sharing in wearable
technology contexts. In the following section, the literature that sup-
ports the research approach is presented. Next, the methodology is
discussed. Further, the findings are analysed. Finally, the implications of
our findings are evaluated.

2. Literature study
2.1. Personal data sharing

Trust in digital service providers has decreased over the years. In
response, a policy push in the European Union (EU) has been centred
around improving trust in online services by empowering users (Euro-
pean Commission, 2020). The most evident example of an empower-
ment measure is that users must be asked whether they would accept
that their data is collected and used in certain cases. This "consent’ is a
prime legal basis for collecting and processing personal data under the
General Data Protection Regulation (GDPR) (Regulation (EU)
2016/579). The entry into applicability of GDPR in 2018 made internet
users acutely aware of the existence of the legal basis for consent
through, among others, the widespread appearance of cookie banners.

Using consent to legitimise personal data processing is not uncon-
troversial. It has been argued that the highly complex and largely opa-
que nature of current digital ecosystems leads to users’ inability to make
informed decisions about the collection and processing of their data per
se (Solove, 2006). Among others, users encounter time constraints,
knowledge gaps, cognitive biases, and service dependency when
handling privacy choices via consent (Kroger et al., 2021). Such issues
form substantial obstacles to informed and rational privacy choices. For
example, there is a discrepancy between people’s time constraints and
the time necessary to exercise meaningful control over privacy choices
(Obar, 2015). For example, Gauttier (2019) revealed that the mere act of
seeking employees’ consent for the implementation of a
stress-monitoring wearable device is not adequate. Ebert et al. (2021)
found that concise privacy policies can increase user awareness of data
practices and lead to more informed decisions. Furthermore, there are
widespread misconceptions about data protection law (Solove, 2013).

Users often lack the knowledge to make proper decisions when faced
with privacy choices (Weinshel et al., 2019). As a case in point, (Ben--
Shahar & Schneider, 2011; Calo, 2011) show that users often ignore
information that seems meaningless. Such issues form substantial ob-
stacles to informed and rational privacy choices. The desired level of
user empowerment and control is rarely achieved. Besides user con-
straints, there are data-collecting organisations that nudge users to share
a lot of data and restrict their ability to negotiate privacy choices (e.g. by
using dark patterns) because of financial incentives (Kroger et al., 2021).
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2.2. Privacy

The concept of privacy is dynamic across cultures and over time
(Kasper, 2005). Historically, the focus has often been on the individual.
First, privacy has been understood as the ability to restrict access to
sensitive information. The perspective was conveyed by either
disclosing details or maintaining confidentiality. Sloan and Warner
(2013) define privacy as the ability to determine for yourself when and
how others may collect and use your information. A sufficiently broad
ability to provide or withhold free and informed consent for intended
uses is necessary to ensure adequate informational privacy (Sloan &
Warner, 2013). Second, Westin (2003) gauges privacy through surveys
that classify individuals based on their level of concern about privacy or
the importance and strength of maintaining control over access to data
from or about themselves. Third, the privacy calculus hypothesis states
that privacy is a commodity that can be exchanged for benefits, such as
other commodities or free services (Dinev & Hart, 2006). An individual
may weigh the pros and cons of utilising technologies based on their
value-in-use and level of convenience and effectiveness. This decision is
often based on the data type (e.g. often sharing an email address to log in
to a service) and considering the specific characteristics and vulnera-
bilities inherent to the shared data.

Privacy was defined as “an individual’s space, which was seen as
necessary for meeting the individual’s vital interests” (Becker, 2019, p.
307), yet in the last decades, we have seen a shift to a more dynamic and
social definition of privacy. Indeed, relying on one dimension, such as
the sensitivity of information type or privacy categorisation of the
respondent, is too limiting (Hoyle et al., 2020). As digitalization be-
comes omnipresent, the limitations of considering privacy as a static
concept become visible. Dispositional approaches, which presume that
people’s behaviour remains constant over time and is not influenced by
situational and contextual parameters, cannot explain how individuals
adapt to changing circumstances, such as the complexity of novel data
sources or data management techniques (Ackermann et al., 2022). Some
scholars indicated that privacy preferences and sensitivity labels prove
to be highly influenced by the context and use of the situation (Cohen,
2013; Hoel et al., 2020; Martin & Nissenbaum, 2016; Nissenbaum,
2010). Recently, Colnago et al. (2023) reaffirmed that privacy prefer-
ences should be understood within their context. Ebert et al. (2020)
noted that while researchers have studied the factors influencing general
concerns, research on factors affecting concerns in specific situations
and contexts is still lacking.

2.3. Privacy as contextual integrity

Nissenbaum (2010) presented the theory of CI in her book ‘Privacy in
Context: Technology, Policy, and the Integrity of Social Life’. Contextual
integrity demands appropriate information gathering and dissemination
in specific contexts, following governing norms of distribution. She
states that privacy protection is not about stopping an information flow
or being secretive but simply a matter of appropriate information flow.
For example, a doctor receiving a patient’s MRI scan to diagnose an
illness could generally be considered an appropriate information flow,
whereas an e-commerce actor receiving this scan is inappropriate. For
almost two decades, the theory of CI has played a significant role in
understanding the various, and sometimes conflicting, privacy practices
that emerged as technology became more ubiquitous. Since then, CI
theory has been applied in different studies and contexts (e.g., Apthorpe
et al., 2018; Grodzinsky et al., 2011; Norval et al., 2017; Zhang et al.,
2022) and is mainly used to test whether new technologies comply with
the consensus on privacy in modern societies.

Generally, an appropriate information flow is determined by
adhering to established contextual norms, which can be described using
five CI parameters: three actor parameters (sender, recipient, and in-
formation subject), a parameter specifying the information type, and the
transmission principle parameter dictating the information flow
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conditions. The transmission principle covers a wide variety of possible
factors (Nissenbaum, 2010). For example, Harborth et al. (2021)
manipulated the transmission principle by introducing the permission
justification as a way to introduce transparency and provide a valid
purpose for collecting. According to CI theory, it is crucial to determine
the values of all five parameters to assess the privacy impact of any
information flow practice (Nissenbaum, 2004). Societal norms affect
these parameters by shaping our privacy expectations and governing the
flow of personal information in a specific context. For example, most
users will happily share their address and age to get a public transport
subscription but not to buy groceries in a supermarket (cf. purpose
parameter).

Indeed, privacy norms are formed within a social contract (Culnan,
1995; Dunfee et al., 1999; Martin, 2012). It has been argued that: “these
social contracts are the unstated agreements that individuals and groups
make in contexts, communities, and relationships” (Martin, 2016, p.
553). In this case, privacy-specific risks and benefits are related to ful-
filling contextual norms and goals. Whenever norms are breached, a
‘violation of privacy occurs’, Nissenbaum (2004) argues. Martin and
Nissenbaum (2015) argue that releasing information is not the same as
giving up privacy if the flow is appropriate. For example, you do not give
up privacy by sharing medical data to get better healthcare because
sharing data in this context is morally justifiable and often politically
enforced. However, contextual purposes and values may disfavour the
user’s interests, such as the continuous disclosure of information during
the COVID-19 pandemic (Bernes, 2022). The expectations of what is
deemed appropriate can vary over time and may differ among different
cultures (Oghazi et al., 2020). Barkhuus (2012) advocates using CI in
privacy-related user studies, which aim to comprehend the contextual
parameters behind people’s privacy concerns or lack thereof.

2.4. Contextual integrity theory and wearables

CI has been applied in various studies and different contexts (e.g.
Apthorpe et al., 2018; Grodzinsky et al., 2011; Norval et al., 2017; Zhang
et al., 2022) such as the context of augmented reality apps (Harborth
et al., 2021), photo posting online (Hoyle et al., 2020), smart homes
(Apthorpe et al., 2018), covid-19 vaccination certificates (Zhang et al.,
2022), and accessing public records (Martin & Nissenbaum, 2016).
Apthorpe et al. (2018), who investigated the appropriateness of infor-
mation flows in smart homes, provided actionable recommendations
based on discovered privacy norms for device manufacturers. They
found that privacy policies should clearly state transmission principles
and that device communications should directly support the device’s
primary functionality (Apthorpe et al., 2018). Harborth and Pape (2021)
derived a new structure of permissions for augmented reality apps,
which were more context-dependent. They urge developers to find a
good balance between offering transparency to the consumer and pri-
vacy fatigue.

The theory of CI is particularly beneficial for grasping the impact of
emerging and evolving norms associated with the introduction of new
technology. This paper applies CI theory to the context of wearables. A
consumer wearable is “a computer with embedded sensors and actua-
tors/output devices developed as a garment, accessory, or device that is
worn (or carried) by a person and easily purchased through retailers”
(Perez & Zeadally, 2018, p. 47). Recently, wearables (e.g., smart-
watches) have gained popularity and been democratised. Motti and
Caine (2015), who analysed online reviews of different wearables,
showed that users’ privacy concerns depend on which wearable they
use, which data are collected (cf. information type) and which sensors
are included in the wearable, thus supporting CI in the wearable context.

Wiesner et al. (2018) shed light on the motivational and privacy
aspects of wearables, used for exercise activities, in Germany. They
showed that 35% of runners would not allow vendors to share their data
with third parties for commercial purposes. In cases of voluntary data
sharing, 52% allowed to share their exercise data. Further, they found a
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difference in privacy concerns between users, especially for the older
age groups. Privacy remains one of the primary hurdles to overcome in
wearable computing, just like with ubiquitous and mobile computing.
Not only because wearables capture, analyse, and preserve sensitive
information about users but also because they can do so seamlessly and
constantly without attracting attention (Motti et al., 2015).

In sum, preliminary evidence shows the importance of contextual
parameters in privacy expectations and data sharing behaviour. How-
ever, an investigation of CI parameters in the context of wearables is
currently missing from the literature. Therefore, this study investigates
the impact of the type of information shared, how information is shared
(e.g., I vs application), and the purpose used on the perceived appro-
priateness of information flows in the context of wearables.

Research Questions.

RQ 1: How do the type of information shared, the sender of infor-
mation, and the purpose impact the appropriateness of certain in-
formation flows in the context of wearables?

RQ 2: How do individual privacy preferences influence the appro-
priateness of certain information flows in the context of wearables?

3. Methodology

This paper employs a full factorial vignette experiment to assess the
appropriateness of 18 selected information flows concerning wearables.
The study focuses on the influence of CI parameters, such as information
type, sender, and purpose, as well as the impact of privacy profiles. This
section outlines the study design and procedure, after which the vignette
compilation is explained.

3.1. Design & procedure

A sample of 500 Flemish respondents, representative on age and
gender (Mean age 46 years; 54.6 % women), participated in a full
factorial 3 x 2 x 3 vignette experiment. Participants were recruited
through the ISO-20252-certified recruitment panel company Bilendi and
paid in credits that respondents could exchange for products or cash.

Before the start of the experiment, respondents read a short intro-
duction and filled out the informed consent. Next, respondents filled out
two demographic questions and the commonly used 3-item Privacy
Segmentation Index (Kumaraguru et al., 2005) based on (Westin, 2003).
This scale uses a 4-point Likert scale ranging from strongly disagree to
strongly agree. This index classifies users into three privacy types,
namely fundamentalists (very privacy-protective), pragmatists (privacy
neutral), and unconcerned (least privacy-protective).' 66.2% of our re-
spondents are classified as privacy pragmatists, 23.8% as fundamen-
talists and 10% as Unconcerned. This aligns with prior studies using this
index (Motti et al., 2015). Subsequently, the respondents got a brief
explanation of what to expect in the following part of the study, a brief
explanation of what wearables entail, and were asked to indicate if they
have used a wearable already. Finally, each respondent was presented
with 18 vignettes on wearable data sharing in a randomised order and
was then asked to score each vignette on its appropriateness by way of a
7-point Likert scale (Cf. Table 1). Respondents went through the 18 vi-
gnettes at their own pace but were not allowed to return to previous
responses. The participants filled out an attention check after rating nine
vignettes.

3.2. Vignettes
A vignette is a short, constructed description of a person, object, or

situation (i.e., a scenario). A vignette-based methodology is ideal for

! PSI was obtained before showing the vignettes in order not to prime
respondents.
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Table 1
Vignette example (Original in Dutch, freely translated to English).
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While using a wearable device, you decide to share information about yourself, including your risk of developing heart disease. This information is used so that you receive customised,

targeted advertisements.

How comfortable are you with the above information sharing when using a wearable?
Very inappropriate Inappropriate Mostly inappropriate

Not appropriate nor inappropriate

Mostly appropriate  Appropriate  Very appropriate

investigating human judgment and attitudes (Atzmiiller et al., 2010;
Korir et al., 2023). We created 18 vignettes on sharing wearable data, in
which three parameters varied: information type, sender, and purpose.
All vignettes were adapted based on the following template: “While using
a wearable, the sender shares information about you, including informa-
tion type, in order to purpose”, and respondents were asked to rate how
appropriate they find this information-sharing scenario when using a
wearable on a 7-point Likert scale (1 = highly inappropriate; 7 = highly
appropriate; see Table 1 for example).

Information type factor. We used the adapted taxonomy of personal
data categories of Abrams (Abrams, 2014; OECD, 2019), which distin-
guishes between three categories of data: provided, observed, and
inferred data. We chose three information types that were relevant
within this context of wearables: location data (observed), weight
(provided), and health profile (inferred).

Sender factor. This factor has two levels: either ‘the application’
automatically shares the data, or you decide to share the data yourself.
We operationalised the sender factor by distinguishing between sce-
narios where the user actively decides to share data and those where the
application autonomously shares data on behalf of the user. This
distinction aimed to capture differences in user perception and behav-
iour regarding voluntary versus automatic data sharing, which are
pivotal in the context of wearable technologies. The relative size of the
effects remains consistent, as our comparison involves ’the system de-
cides to share’ and not "the system is given the option to share,” focusing
on actual information flows rather than potential ones. It is essential that
the respondent clearly understands the difference between these two
levels. We are particularly interested in whether the amount of agency
over sharing personal data influences the respondent’s appropriateness
ratings.

Purpose factor. This factor provides a reason under which an in-
formation flow occurs (i.e. when data can be shared). Transmission
principles in CI refer to the constraints on the flow of information, which
can be defined broadly or narrowly. For this study, we decided to
consider a purpose factor, following (Gilbert et al., 2021; Harborth et al.,
2021). The purposes were related to the secondary use of the collected
data. This implies that the vignettes will provide an explanation of the
additional purposes for which the data will be used other than the basic
functionality of wearables. We have identified three such purposes:
developing new functionalities, conducting scientific research, and
receiving customised and targeted advertisements.

In line with Martin and Nissenbaum (2016) and Apthorpe et al.
(2018), keeping some parameters fixed or having a relatively small
number of options reduces cognitive fatigue for participants. Varying
the three parameters (type, sender, purpose) covers a variety of purposes
for processing information in the context of wearables. The subject was
fixed to be the data subject across the 18 vignettes. We fixed the
recipient to be the application, which improved the relevance of infor-
mation flows and produced clearer results by controlling variables in
this way.

4. Results

The data was analysed using a cumulative link mixed effects model
(CLMM) and was grouped by respondent and vignette, including inter-
action effects between CI factors.” The model summary can be found in
Table 2. Concretely, the data were analysed on two levels: variation in
privacy ratings attributable to the contextual parameters and variation
in privacy judgments attributable to the respondent-level variables (i.e.,
the Westin profiles and socio-demographic variables). The data are
balanced because each vignette is equally often measured, meaning that
every respondent rated 18 vignettes. A CLMM is most appropriate
because the rating variable is an ordinal Likert scale, and respondents
rated multiple vignettes, so there is a chance these ratings are correlated
(Gilbert et al., 2021; Taylor et al., 2023). For example, some respondents
might have a general tendency to rate higher or lower than others,
regardless of the vignette. By grouping the data per respondent, we
acknowledge this possibility and estimate a random intercept for each
respondent. The random intercepts capture individual-level variations
in the ratings that are not explained by the fixed effects (Taylor et al.,
2023). A CLMM model with random intercepts for each respondent al-
lows us to model the within-respondent correlation in ratings, which can
lead to more accurate estimates of the fixed effects. Additionally, more
precise estimates of the random effect variances are obtained, which

Table 2
Regression of Appropriateness of Information flow on Vignette and Respondent
Factors.

Coefficients: Estimate Std. zvalue  p-value
Error

SenderUser 0.29998 0.12100 2.479 <0.05

TypeLocation —0.56031  0.12069 -4.643  <0.01

TypeWeight —0.38937  0.11988 -3.248 <0.01

PurposeFunctionalities 1.82975 0.11920 15.350 <0.01

PurposeResearch 2.63302 0.12318 21.375 <0.01

SenderUser:TypeLocation 0.16689 0.16995 0.982 0.32610

SenderUser:TypeWeight —0.03023  0.16950 —0.178  0.85847

SenderUser: 0.07005 0.16609 0.422 0.67319
PurposeFunctionalities

SenderUser: PurposeResearch —0.03603 0.16927 -0.213 0.83143

TypeLocation: —0.52451 0.16606 -3.159 <0.01
PurposeFunctionalities

TypeWeight: —0.20024  0.16461 —-1.216  0.22383
TransmissionFunctionalities

TypeLocation: PurposeResearch —0.79184 0.16887 —4.689 <0.01

TypeWeight: PurposeResearch —0.27526 0.16826 -1.636 0.10185

SenderUser:TypeLocation: —0.01564 0.23403 —0.067 0.94673
PurposeFunctionalities

SenderUser:TypeWeight: 0.19330 0.23283 0.830 0.40643
PurposeFunctionalities

SenderUser:TypeLocation: 0.01161 0.23746 0.049 0.96102
PurposeResearch

SenderUser:TypeWeight: 0.25920 0.23727 1.092 0.27464
PurposeResearch

2 As a robustness test, we included the Westin privacy profiles as additional
variables in another CLMM. The results and effects remained generally
consistent with our primary analysis, suggesting that the inclusion of these
variables did not significantly alter the overall findings.
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helps to understand the variability in the ratings due to unobserved
respondent-level factors. These insights can be found in Table 3.

Table 3 describes the random effects of our model. The low variance
for vignettes in the random effects component indicates that the varia-
tion in ratings across vignettes is relatively small compared to the
variation in ratings due to other factors in the model, such as the fixed
effects (Sender, Type, Purpose) and the random effect of the respondent.
Thus, there is a low likelihood of unmeasured characteristics or factors
inherent to the vignettes influencing the ratings.

For the sake of completeness, we also report the results of the various
individual vignettes with respect to appropriateness. Table 4 describes
the mean appropriateness ratings and the mean Likert result for the
different vignettes.

To respond to Research Question 1, as can be gleaned from Table 2,
we show that all the contextual parameters significantly impact the
appropriateness of information flows. Information type and purpose are
the most important contextual parameters that impacted respondents’
appropriateness scores. Vignettes in which data is collected to either
‘Develop new functionalities’ or to use in ‘Research’ had the highest
positive impact on appropriateness rating. In contrast, the utilisation of
data for advertising purposes is deemed inappropriate. Notably, the
information type 'Location’ and *"Weight’ exhibit a negative coefficient,
suggesting that individuals find disclosing information pertaining to the
risk of heart disease more appropriate across different purpose and
sender combinations. In addition, two significant interaction effects
were observed (see Table 2). The use of location data slightly diminished
the perceived appropriateness of sharing information to enhance
wearable functionalities and sharing location data for scientific research
purposes was rated as less appropriate compared to other types of data
for the same research purposes. The other interactions between sender,
type, and purpose were not significant, indicating that these combina-
tions do not have a strong impact on the appropriateness ratings.

Fig. 1 displays the mean appropriateness ratings per information
type and purpose level. It can be discerned that differences in ratings
between the three purposes remain consistent across all information
type levels. Although information on the risk of a heart disease was
generally rated highly, there was notable variability in the ratings. This
suggests differing views among respondents on its appropriateness, even
for research purposes. For Location information, there is a considerable
spread in the ratings, particularly when shared for ads, indicating
diverse opinions about the appropriateness of sharing location data. For
Weight information, the ratings exhibit a moderate range, especially for
ads and functionalities, suggesting mixed feelings among respondents
regarding the appropriateness of sharing weight information. Whether a
respondent had or used a wearable had no significant influence on re-
spondents’ ratings.

The sender parameter is also of significant importance across all vi-
gnettes. Fig. 2 displays the average appropriateness rating for various
contexts. The dashed line represents average ratings of vignettes where
the user was the sender, while the full line represents contexts where the
sender was the device. Vignettes where the sender is the user generally
have a higher appropriateness rating than vignettes where the sender is
the device itself. The difference in appropriateness is significant over 7
of the 9 context combinations (information type x purpose). As shown in
Fig. 2, vignettes where weight information and risk of heart disease
information were collected for research purposes were deemed most
appropriate, regardless of whether the sender was the user or the device
itself. User agency (i.e., sender) was not a statistically significant
parameter for appropriateness in two instances, namely those

Table 3

Random effects.
Random effects: Variance Std.Dev.
Respondent (Intercept) 3.511 1.874
Vignette (Intercept) 0.0000 0.000
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Table 4
Appropriateness of Information flow per vignette.

Nr. Sender  Type Purpose Mean  Appropriateness

1 Device  Weight Functionalities 3,90 Nor Appropriate, Nor
Inappropriate

2 Device = Weight Ads 2,84 Quite Inappropriate

3 Device =~ Weight Research 4,34 Nor Appropriate, Nor
Inappropriate

4 Device Location Functionalities 3,58 Nor Appropriate, Nor
Inappropriate

5 Device  Location  Ads 2,77 Quite Inappropriate

6 Device  Location  Research 3,93 Nor Appropriate, Nor
Inappropriate

7 Device  Disease Functionalities 4,29 Nor Appropriate, Nor
Inappropriate

8 Device Disease Ads 3,10 Quite Inappropriate

9 Device  Disease Research 4,73 Nor Appropriate, Nor
Inappropriate

10 User Weight Functionalities 4,27 Nor Appropriate, Nor
Inappropriate

11 User Weight Ads 3,03 Quite Inappropriate

12 User Weight Research 4,66 Quite Appropriate

13 User Location  Functionalities 3,93 Nor Appropriate, Nor
Inappropriate

14 User Location  Ads 3,05 Quite Inappropriate

15 User Location  Research 4,22 Nor Appropriate, Nor
Inappropriate

16 User Disease Functionalities 4,55 Quite Appropriate

17 User Disease Ads 3,28 Quite Inappropriate

18 User Disease Research 4,93 Quite Appropriate

Very Appropriate

il 1

Appropriate

Quite Appropriate

Rating

Nor Appropriate, Nor Inappropriate ‘

Quite Inappropriate

Inappropriate ¢

Very Inappropriate B ’

Weight Location Disease
Information Type

Purpose

[ Ads [ Functionalities [ Research

Fig. 1. Mean appropriateness ratings over Type and Purpose.

concerning sharing weight information and heart disease risk for the
purpose of receiving tailored advertisements.

To investigate the impact of Westin’s privacy profiles on the appro-
priateness of information flows in the context of wearables (cf. RQ2), we
plotted mean rating scores by profile, and several one-way ANOVAs
were carried out. The profiles significantly affected the appropriateness
of information flows. A post-hoc Tukey’s HSD test showed a significant
difference between the ratings of the three privacy profiles (see Table 5).
More specifically, the “privacy unconcerned’-participants found vi-
gnettes, in general, more appropriate than the “privacy pragmatists” or
“privacy fundamentalists™.

Furthermore, we show that there is a visible difference in appropri-
ateness ratings between the privacy profiles over the three purpose
levels. See Fig. 3 for mean appropriateness ratings visualised by privacy
profile per purpose level. Privacy unconcerned respondents are most
comfortable with information flows for different purposes, consistently
giving higher appropriateness ratings across Ads, Functionalities, and
Research. Privacy pragmatists show moderate comfort levels, while
privacy fundamentalists rate the appropriateness lower across all
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Information Type - Purpose

Fig. 2. Mean ratings Sender by Information type, Purpose.

Table 5

Post-hoc Tukey’s HSD test.
groupl group2 meandiff p-adj lower upper reject
Fund Prag 0.672 0.0 0.4091 0.9349 True
Fund Uncon 1.2034 0.0 0.7889 1.6179 True
Prag Uncon 0.5314 0.0025 0.1583 0.9046 True

purposes, reflecting their cautious stance on information sharing.
5. Discussion

Our study clearly indicates that the appropriateness of information
flows while using wearables depends on contextual parameters. All
three CI parameters had a significant impact on the appropriateness of
data sharing. Unsurprisingly, information flows for advertising purposes
are deemed the least appropriate. However, we uncovered surprising
interactions between sender agency and contextual integrity parame-
ters, shedding light on when users prefer control over data sharing and
when they may relinquish it.

We showed that the purpose of an information flow (e.g., developing
new functionalities) is the key parameter influencing the appropriate-
ness of wearable data sharing. Placing restrictions on why the infor-
mation is shared (such as limiting data processing purpose or use)
increases the overall appropriateness of the flow of information, which
is in line with the purpose limitation principle in GDPR. Besides, as users
are overwhelmed with privacy choices, they might be unaware that
particular information flows exist and, when revealed, can cause serious
consternation.

One remarkable insight was that people deemed it less appropriate to
share their weight and location compared to data on heart disease risk.

Appropriate

One potential explanation is that the risk of having a heart disease is
something unsure (i.e., it could or could not manifest in the future). In
contrast, weight and location data are an objective given (i.e., certain at
present). This could indicate that future uncertain harms are discounted
more heavily (Mcnally, 2021). Respondents could also feel that the
utility/value of discovering a heart disease exceeds that of having pri-
vacy. This aligns with the rationale of offering privacy in the quest for
improved public health, as in (Kokkoris & Kamleitner, 2020).

There is a significant difference between appropriateness ratings for
users with versus without agency for seven out of nine situations. This
finding is in line with, among others, Urbonavicius et al. (2021), who
found that user agency over personal data processing boosts trust levels
and information disclosure. For the scenarios on sharing weight infor-
mation and the risk of heart disease for personalised ads, no differences
were found. This suggests that users feel very strongly about not wanting
personalised ads, therefore, agency might not be necessary as we know
that people already install broad spectrum adblockers to counter these
(Miroglio et al., 2018). However, agency does enhance the appropri-
ateness rating of location-based advertisements. This adds empirical
evidence to claims by Lambillotte et al. (2022), who have recently
shown that the negative impact of personalisation on privacy concerns
may be mediated by ‘perceived control.” Our contribution shows that
while that might be the case for some types of ads, these claims cannot
be generalised to all types of ads in every context.

Individual agency and control do not constitute the be-all and end-all
when it comes to facilitating effective data protection. EU regulation
seeks to shift the locus of agency and control towards the user in an
effort to transform the user from a passive into an active participant in
the processing of personal data (European Commission, 2020). Inter-
estingly, merely providing control over data collection has paradoxically
little effect due to low awareness of what data users generate and

Privacy Profile
—e— Privacy Unconcerned

Quite Appropriate

Nor Appropriate, Nor Inappropriate

Mean Rating

Quite Inappropriate

Inappropriate

--e-- Privacy Pragmatists
e Privacy Fundamentalists

Research

Functionalities
Purpose

Fig. 3. Mean ratings by Purpose and Privacy Profile.
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confusion about what choices they have (Johnson et al., 2020). In
contemporary society, the management of privacy is a multifaceted
issue negotiated not only at an individual level but also at a group or
community level, encompassing the involvement of various entities such
as companies and third parties. In this hyperconnected world, personal
information can be easily shared or posted on various online channels,
necessitating greater awareness of group privacy and connected security
concerns (Floridi et al., 2017).

This research is the first step in uncovering how people perceive
different information flows in the context of wearables, hence deriving
contextual norms. For example, this study illustrates that sharing in-
formation for research is generally deemed appropriate. As Nissenbaum
rightly states, appropriate information flow is determined by adhering
to established contextual norms. Defining these established norms is
vital in understanding how people perceive information flows. These
norms can be leveraged to define generally accepted consents. These are
consents that users generally accept as they adhere to contextual norms.
In practice, users will not have to interact with a system for these con-
sents as this could be an automated process, unburdening the user.
Taking out or automating the obvious consents can lead to meaningful
consent, as users must only consider consents that could be more com-
plex. More individually oriented or preference-specific consents can be
prioritised. Our empirical research contributes to the ongoing evolution
of CI theory, enhancing its applicability and relevance in understanding
privacy in contemporary technological contexts. While CI is a well-
established privacy theory, operationalising it can be challenging in
practical settings. In our study, we address this challenge by focusing on
operationalising the sender parameter, particularly by examining the
role of user agency over information flows. By doing so, this paper
provides empirical insights that enrich the theoretical understanding of
CI and its application in real-world contexts.

Expressing individual consent is vital for advancing interests, but
privacy is crucial in limiting data flows to maintain societal and
contextual norms. To proceed towards meaningful consent, we need to
make sure that users are actively interacting with a service when they
need to. For example, for research purposes, Norval and Henderson
(2017) argue that giving the ability to consent to projects and alter
consent preferences easily can enable more engaged participants,
streamlined recruitment, improved public trust, and the knowledge that
their research conforms to high legal standards. To ensure genuine
empowerment by meaningful consent, it is imperative to have a
comprehensive understanding of privacy norms and the user’s need for
agency.

Manufacturers of wearable devices may benefit from our findings,
which indicate that the variations in appropriateness ratings of infor-
mation exchanges are particularly significant given the pervasive nature
of data sharing in such devices. These devices share data on numerous
occasions without active user participation. Wearables could offer con-
trol to users where users actually value this control or agency. Our
findings suggest that wearable device manufacturers should consider
user preferences for data control more deeply. For example, enhancing
user control settings to allow more granular preferences regarding data
sharing based on the type of data and its intended use. Whereas previous
studies have mostly focused on contextual privacy in broader digital
interactions, our study provides timely empirical evidence on how
contextual factors are perceived in the domain of wearables. The
increasing use of wearables for healthcare purposes makes the need to
have appropriate information flows and best practices even more vital.

6. Limitations and future research

Our study shows that context is crucial to determine data sharing
appropriateness, yet this is based on a single country sample at a specific
moment. Although the quality of the professionally recruited sample
instils confidence in the sample and measurements, it is important to
recognise that the ability to generalise the findings may be constrained.
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Indeed, cultural norms (Oghazi et al., 2020) and temporal societal
changes (Zhang et al., 2022) (e.g., COVID-19 pandemic, economic crisis)
can impact users’ privacy attitudes and concerns.

We administered the Privacy Segmentation Index questions before
the experiment to establish a baseline of participants’ privacy attitudes.
By assessing respondents’ privacy attitudes upfront, we sought to cap-
ture their predispositions towards privacy concerns before exposing
them to specific wearable-related scenarios. While we acknowledge
potential priming effects, our study did not allow us to make direct
statements about such effects. Additionally, vignettes have some limi-
tations in investigating user attitudes and behaviours. The social dy-
namics and structures that shape how people rate information flows are
complex. Within CI, it is possible to characterise each information flow
by deriving five distinct parameters. In accordance with prior research
rooted in CI-based surveys, our investigation is constrained to the realm
of information flows defined by the specific values of CI parameters.
Following Martin & Nissenbaum, we chose to manipulate three pa-
rameters and keep the subject and recipient parameters fixed. Con-
cerning the purpose principle, we focused on specific secondary use (i.e.
purposes beyond the basic functionality of a wearable). This implies that
the data will only be used for the purpose described in the specific vi-
gnettes. However, we cannot guarantee that individuals will not imagine
the data types presented in the examples would be used for other, un-
intended purposes. Further, the scenario text "you decide to share infor-
mation about yourself in the Sender variable emphasised user agency and
differentiated it from automated data sharing. However, it might have
induced a bias toward higher appropriateness ratings, as participants
could perceive their hypothetical decisions as inherently justified.

In future work, researchers could expand the work by investigating
norms in different contexts or by scaling the vignette method. Re-
searchers should also consider focusing on actual data sharing behav-
iour. As discussed in the literature, there could be a mismatch between
people’s ratings of appropriateness and what they would do in real-life
situations (cf. Attitude-behaviour gap). To gain a more profound insight,
it is necessary to assess participants’ reasoning and the right equilibrium
between individual values (e.g., trust) and societal values (e.g., national
security, safety) and objectives such as enhancing system efficiency or
user productivity that play a role in shaping the development of these
norms. To provide deeper insights into the effects of user choice on the
perceived appropriateness of information sharing, the appropriateness
of the reception of various consent requests, rather than the actual in-
formation flows, could be investigated. Lastly, it is essential to
acknowledge the limitations of Westin’s profiles and consider more
nuanced and contextually sensitive approaches when analysing privacy
concerns in today’s digital environment. We are realistic about its reli-
able fundamentals and limits. However, Westin’s scale was used as a
secondary measure within our research.

7. Conclusion

Our research underscores the influence of contextual parameters on
people’s assessments of the appropriateness of information flows in the
context of wearable technology. We found that the purpose of infor-
mation sharing, particularly for advertising, significantly affects
appropriateness ratings, and restricting the purpose of data transmission
enhances overall appropriateness. Notably, we observed that sharing
weight and location data was considered less appropriate than sharing
data on heart disease risk, possibly due to the perceived utility of health-
related information. Our study also revealed differences in appropri-
ateness ratings between situations where users had agency and those
where they had less agency, suggesting the need for a nuanced approach
to user control in data sharing.

This research underscores the potential for automated, context-based
consent mechanisms to streamline user interactions with wearable
technologies. These mechanisms could operate by pre-configuring con-
sent preferences, automatically adjusting privacy settings, and consent
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requirements that depend not only on the sharing context but also on
established norms and user-specific preferences. To illustrate, typical
uses of data that align with widely accepted norms (such as sharing
anonymised health data for public health research) could be processed
with minimal user interaction, while uses that deviate from these norms
(such as using sensitive location data for targeted advertising) would
potentially automatically lead to not sharing this information in this
context or prompt for explicit consent.

These norms could, in later stages, be used as the backbone for
sector-specific privacy legislation and/or technical system re-
quirements, to get the practice of data processing more in line with so-
cietal expectations. Balancing individual consent with societal and
contextual norms is crucial for meaningful consent, and understanding
privacy norms and the need for user agency is central to achieving this
goal.
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