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Abstract—The widespread sharing of images has led to challenges in controlling the spread of
harmful content in consumer devices, particularly Child Sexual Abuse Material (CSAM). Perceptual
hashing offers a solution by enabling the fast detection of blacklisted images through compact
representations of visual content. However, automatically detecting (near-)duplicate images in
overwhelming volumes of data is challenging due to the limitations of traditional perceptual hashing
methods. For example, existing methods can fail to detect images with minor modifications,
specifically spatial modifications. Additionally, they were often designed to find images derived from
the same original image, and hence are incapable of recognizing visually similar images that originate
from a different acquisition origin. This study explores the use of Vision Transformers (ViTs),
specifically the CLIP model, to enhance perceptual hashing, better aligning with human perception.
The proposed ViTHash method is compared against traditional perceptual hashing methods like
pHash, dHash, and PDQHash. Quantitative results show that ViTHash outperforms traditional
methods in handling spatial distortions such as rotation and mirroring, although it is less robust to
visual quality distortions like blurring and compression. Qualitative analysis reveals that ViTHash
aligns more closely with human perception, and is capable of identifying visually similar images, even
when they are images depicting visually similar content yet originate from different acquisition
origins. These findings demonstrate that ViTHash offers significant potential for applications
requiring nuanced image similarity assessments, providing a valuable tool to enhance the detection of
illicit content in consumer electronics devices, and support law enforcement efforts. The source code
can de downloaded at https://github.com/JelleDeGeest/ViTHash.
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The internet and digital devices have made it easier
than ever to connect, share, and explore. However, with
these benefits come significant challenges, especially
in controlling the spread of harmful or sensitive con-
tent. A critical concern here is the alarming rise in
Child Sexual Abuse Material (CSAM), with reported
files to the National Center for Missing & Exploited
Children (NCMEC) increasing from 450,000 in the
early 2000s to an astounding 105 million by 2023 [1].

Law enforcement agencies face an overwhelming
volume of data, making it extremely challenging to
manually sift through vast collections of media to iden-
tify illicit content. The emotional toll on investigators,
coupled with the time-consuming nature of this task,
highlights the need for (semi-)automated approaches.
By automating the process of searching through and
identifying CSAM, we can significantly reduce the
time required to take action, minimize prolonged suf-
fering of victims, and protect investigators from the
severe psychological trauma associated with manually
reviewing such disturbing media. Law enforcement
agencies maintain extensive databases of known illicit
content, and being able to efficiently search these
databases for known content within large volumes of
data is essential.

In consumer electronics, efficiently comparing im-
ages is essential for content moderation, copyright
protection, and imagesearch [2], [3]. Social media
platforms, cloud storage services, and photo man-
agement applications should be able to automatically
detect duplicates or visually similar images, even when
they have been altered. For example, platforms should
identify and remove inappropriate content, while photo
libraries can group similar images to make it easier for
users to organize and manage large collections. These
examples highlight the importance of (near-)duplicate
image detection in everyday consumer technology ex-
periences.

To address these challenges, a hierarchical work-
flow of hashing techniques is employed: starting with
binary hashing to detect exact duplicates, followed by
perceptual hashing to identify visually similar images
despite minor modifications. Perceptual hashing gen-
erates a kind of digital "DNA” for images, allowing
media content to be compared for similarities. Using
this technique, one can automatically scan large data
volumes to find blacklisted images. It is important that
the algorithms are robust against manipulations that
do not significantly alter the perceptual content, and
as such find all images that originate from the same

(a) Image A

(b) Image B
Figure 1: Example of a visually similar image pair
from a different acquisition origin. This is different
from the typical perceptual hashing evaluation use case
where we examine visually similar (distorted) images
originating from the same source image.

source image.

While traditional perceptual hashing methods have
been useful tools, they still fall short in some important
ways [4], [5], [6]. That is, although they are typi-
cally robust against visual quality distortions (such as
compression, noise, and blurring), they typically lack
robustness against spatial operations such as mirroring
or cropping (as demonstrated in the evaluation section
of this paper). Moreover, small adversarial alterations
to an image can make it unrecognizable by these
methods [7]. Furthermore, they often fail to align well
with human perception of similarity. For example, it
may be beneficial to find images that do not originate
from the same source image, yet are visually similar
(e.g., images from the same scene taken moments
apart, as in Figure 1) hereafter referred to as visually
similar images with a different acquisition origin. In
the evaluation, it is shown that traditional perceptual
hashing methods fail to detect such visually similar
images with different acquisition origin. By enhancing
perceptual hashing methods to more accurately detect
(spatially) modified and visually similar content, new
and circulating material can be identified more effec-
tively, ultimately supporting a faster and more reliable
intervention.

This study explores using pretrained Vision Trans-
formers (ViTs) to enhance perceptual hashing, with
the goal of improving robustness and alignment with
human visual perception. The proposed method is
called ViTHash, and was briefly presented in previous
work [8]. The effectiveness of ViTHash is compared to
traditional perceptual hashing methods. The aim is to
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Figure 2: Overview of the proposed ViTHash method, going from an input image to a perceptual hash, utilizing

a pretrained ViT-L/14 model.

get a better view on the value that large pretrained Al-
based methods can bring in the automated detection
of visually similar images. Compared to previous
work [8], this paper provides (1) more background
context, (2) a more extensive evaluation (using a larger
dataset of 100,000 images instead of 2,000 images
in previous work, and using the more robust 256-bit
variants of the traditional perceptual hashing methods
instead of the 64-bit versions), and (3) presents new
experimental results on the detection of visually simi-
lar images with a different acquisition origin.

The advancement of Al-based perceptual hashing
methods, such as the proposed ViTHash, is increas-
ingly relevant to the consumer electronics industry.
The ability to quickly detect manipulated or harm-
ful images is essential in smart devices and cloud
storage systems. Consumer technologies may include
automated image analysis for content moderation. Im-
proving these methods helps devices more effectively
filter inappropriate content and stop its spread, making
digital environments safer.

The remainder of this paper is organized as fol-
lows. First, existing perceptual hashing methods are
outlined, and background about ViTs is given. Then,
the proposed ViTHash method is discussed in-depth,
of which an overview is displayed in Figure 2.
Subsequently, ViTHash is evaluated by comparing its
performance to other perceptual hashing methods, as
well as by utilizing ViTHash for detecting visually
similar images that do not originate from the same
source. Next, we contextualize the proposed method
with related work, and discuss potential future work
directions that address ViTHash’s limitations. Finally,
the work is concluded.
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TRADITIONAL PERCEPTUAL
HASHING

Traditional perceptual hashing methods have sig-
nificantly advanced the field of digital forensics by
enabling more nuanced image comparison techniques
that closely mirror human visual perception. This
section begins by introducing the concept of percep-
tual hashes and outlining their key properties. Subse-
quently, several commonly used perceptual hashing al-
gorithms (pHash, dHash, and PDQHash) are explored.

Perceptual Hashing

Perceptual hashing is designed to generate hash
values that reflect the visual content of images. Unlike
binary hash functions [9], which is the first step
to detect exact duplicates, perceptual hashes aim to
produce similar hashes for images that are visually
alike. This characteristic makes perceptual hashing
particularly valuable for applications [10], [11], [12]
such as image deduplication, copyright enforcement,
and the detection of illicit content like Child Sexual
Abuse Material (CSAM).

The effectiveness of perceptual hashing hinges on
several key properties. The most important property
is similarity sensitivity; minor alterations to an image
should result in only slight changes to its hash, al-
lowing for the identification of visually similar images
despite modifications such as resizing, cropping, or
color adjustments. Efficiency is also critical, as the
hashing and retrieval process needs to be swift to
handle large volumes of data. Additionally, perceptual
hashes must resist reversibility to prevent the original
image from being reconstructed from its hash, thereby
safeguarding sensitive content. Lastly, while collision
resistance is less stringent than in cryptographic hash-
ing, it remains important that different images do
not produce identical hashes, thereby minimizing false
positives in similarity detection.
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Traditional Methods

Several traditional perceptual hashing algorithms
have been developed, each with different design strate-
gies and strengths. Among the most notable are
pHash [13], [14], dHash [15], [14], and PDQHash [16],
which are discussed in this subsection. These three
methods are widely recognized in the literature, fre-
quently serve as baselines for comparison, and repre-
sent distinct approaches. Their prevalence in both aca-
demic research and industry applications makes them
well-suited for illustrating the capabilities and limita-
tions of traditional perceptual hashing. An overview
of the discussed methods and their key features is
displayed in Table 1.

pHash [13], [14], short for perceptual hash, lever-
ages frequency analysis to identify key components
of an image’s visual structure. By analyzing the (low-
frequency) DCT coefficients of an image, pHash fo-
cuses on the overall patterns and textures that define
its appearance. The reliance on low-frequency compo-
nents makes pHash effective in capturing the funda-
mental visual characteristics that are less susceptible
to superficial changes.

PDQHash [16], developed by Meta, builds upon
the principles of pHash by incorporating advanced
filtering techniques to enhance robustness against
small image alterations. PDQHash introduces a pre-
processing step that applies blurring filters to the
image before generating the hash. This additional step
ensures that the hash is more resilient to subtle changes
and noise, improving its ability to consistently identify
visually similar images despite various modifications.

dHash [15], [14], or difference hash, adopts a
different strategy by concentrating on the relative dif-
ferences in pixel brightness across an image. Instead
of analyzing frequency components, dHash examines
how pixel values change from one region to another.
By assessing the gradients and transitions in bright-
ness, dHash produces hash values that reflect the
structural and textural variations within the image.

While perceptual hashing has significantly ad-
vanced digital forensics by enabling image compar-
isons that better align with human visual perception
than binary hashing, these methods have notable lim-
itations. They are susceptible to adversarial attacks
where minor pixel alterations can preserve visual sim-
ilarity but cause substantial differences in hash values,
allowing images to evade detection [7]. Additionally,
traditional perceptual hashes often fail to align with

human perception, resulting in irrelevant or incorrect
matches when searching large datasets. This is demon-
strated in the evaluation. For example, these methods
are highly sensitive to common spatial modifications
such as mirroring, rotation, and cropping. This can
be partly overcome by calculating multiple hashes for
different orientations, at the cost of increasing database
size and retrieval times. However, it is infeasible to
exhaustively calculate hashes for all potential spatial
transformations.

Moreover, traditional methods are unable to handle
visually similar images with a different acquisition
origin, as they are designed to match images based
solely on identical or near-identical source content.

These shortcomings highlight the need for more
robust perceptual hashing techniques that can better
withstand adversarial changes, closely mimic human
visual similarity assessments, and detect content-level
similarities across images, even when they originate
from different moments or perspectives.

PRETRAINED VISION
TRANSFORMERS

The advent of Vision Transformers (ViTs) [17]
has significantly advanced the field of computer vi-
sion [18], offering an alternative to traditional convo-
lutional neural networks (CNNs). Whereas the Trans-
former architecture was originally designed for natural
language processing [19], ViTs apply this concept to
images by treating them as a series of patches. A
prominent application of ViTs is in OpenAI’s Con-
trastive Language-Image Pre-training (CLIP) model,
which aligns visual information with textual descrip-
tions in a shared embedding space. This section pro-
vides more background information on ViTs and CLIP.

Vision Transformer Architecture

The Vision Transformer adapts the Transformer
architecture for image data by splitting an image into
a sequence of fixed-size patches, similar to tokens
in text processing. Each patch is linearly embedded,
combined with positional embeddings to retain spatial
information, and then processed through Transformer
encoder layers. The self-attention mechanism within
the Transformer allows the model to capture both local
and global dependencies across the image.

Specifically, the ViT-L/14 model divides an input
image of size 224 x 224 pixels into 14 x 14 patches,
resulting in 256 patches. Each patch is flattened and
projected into a high-dimensional embedding vector.

IEEE Consumer Electronics Magazine



Table 1: Overview of Different Perceptual Hashing Methods

Method Approach Key Features

pHash DCT-based frequency analysis Emphasizes low-frequency components to capture overall patterns,
robust against slight changes in brightness or color

dHash Pixel difference hashing Focuses on local brightness gradients for structural comparisons,
extremely simple and fast

PDQHash | DCT-based frequency analysis + | Similar to pHash but more robust to subtle changes due to the filtering

filtering step

ViTHash Vision Transformer embeddings Captures nuanced visual similarity by aligning with human perception,

excels in detecting spatial and semantic content changes

These embeddings are then fed into multiple layers of
the Transformer encoder, as illustrated in Figure 3.

CLIP Overview

The CLIP model [17] is designed to learn vi-
sual concepts from natural language supervision by
embedding images and text into a shared represen-
tation space. It consists of two separate encoders:
a Vision Transformer (e.g., ViT-L/14) that processes
images, and a masked self-attention Transformer that
processes text descriptions. The text encoder uses a
Transformer-based architecture, where masked self-
attention mechanisms allow the model to focus on
relevant words in the text while understanding their
contextual relationships. This helps the model create
embeddings that capture the meaning and nuances of
the text.

During training, CLIP employs a contrastive learn-
ing approach using a large dataset of image-text pairs.
The objective is to bring the embeddings of matching
image-text pairs closer together while pushing non-
matching pairs further apart in the shared embed-
ding space. This is achieved using a contrastive loss
function, which calculates the similarity between all
possible pairs in a training batch. The loss function
encourages higher similarity for true image-text pairs
and lower similarity for mismatched pairs, thereby
learning a representation where related visual and
textual information are closely aligned.

Figure 4 illustrates the overall architecture of the
CLIP model, showcasing both the image and text
encoders and their alignment through contrastive learn-
ing.

PROPOSED METHOD: ViTHash
Building upon the strengths of the CLIP model’s
pretrained Vision Transformer, ViTHash is proposed
as a perceptual hashing method designed to enhance
image similarity detection. An overview of how the
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method transforms an image into a hash is given in
Figure 2.

ViTHash generates perceptual hashes by extracting
image embeddings from the pre-trained CLIP model
(ViT-L/14). The hash generation process involves two
main steps. First, input images are rescaled and center
cropped to 224 x 224 pixels to match the CLIP model’s
expected input size. Second, the preprocessed image is
passed through the ViT-L/14 encoder to obtain a 768-
dimensional embedding vector. Since each element in
the embedding is represented as a 16-bit floating-point
number, the resulting perceptual hash size is 1,536
bytes.

Similarity Measurement Using Cosine Similarity
To compare perceptual hashes from ViTHash, the
concept of cosine similarity is leveraged, which mea-
sures the alignment between embedding vectors in a
high-dimensional space. As already indicated above,
when the pre-trained CLIP model (ViT-L/14) processes
an image, it outputs a 768-dimensional embedding
vector, with each element represented as a 16-bit
floating-point number. Cosine similarity between two
embedding vectors A and B is calculated as:

A-B
Cosine Similarity(A, B) = m v

A higher cosine similarity indicates a stronger
alignment between the embeddings, suggesting that the
images are more similar in content. By directly using
this similarity metric, ViTHash takes advantage of the
semantic understanding encoded in the embeddings to
identify modified or related content effectively.

ViTHash is exploratory, and future work could
focus on optimizing the size of the perceptual hash.
One approach could be training a new head that
takes the embedding space as input and is specifically
optimized for this use case, potentially reducing the
hash size while maintaining performance.




Department Head

768 x 16 Bit

Output «— 2P

head

Transformer Encoder

M
BEE —
Ch

oottt Tt 1t 1t 1t _ 1 _1
Pt e ] 11111 B

Linear Projection of Flattened Patches

STITITT

L
= | —

ViT-L/14

Figure 3: Vision Transformer architecture used for image encoding, showing the sequence of operations from

input patches to output embeddings.

A dog sitting in Text
a field Encoder

T L T -+ K&

I IL-T,|1,- |1, T - - |1;-
- 1 A e el N
L | |LTLG|LT . |LR
ViT-L/14 ) L| |LTLG|LT ... (L%
k| |LT|LG|LT - | LR

Contrastive Loss |

Figure 4: Architecture of the CLIP model [17], comprising the ViT-L/14 Vision Transformer (shown in Figure 3)

for image encoding and the masked self-attention Transformer for text encoding. The model aligns image and

text embeddings in a shared feature space using contrastive learning to facilitate tasks such as image similarity

detection and zero-shot classification.

EVALUATION

This section presents the evaluation of the pro-
posed ViTHash method in comparison with traditional
perceptual hashing techniques such as pHash, dHash,
and PDQHash.

First, images are matched with distorted versions
of themselves, in order to assess how effectively
each method can detect those modified versions. The
evaluation begins by outlining the experimental setup,
which involves simulating realistic conditions through
various image distortions and transformations. Follow-

ing this, quantitative results are provided that include
computational performance metrics (hash generation
time, hash size, and comparison time) and robustness
metrics (F1-scores) across different types of image
distortions. Qualitative results are then offered to gain
deeper insights into the strengths and limitations of
ViTHash and traditional methods, examining how they
align with human perception.

The final subsection explores scenarios where im-
ages are visually similar but do nor have the same
acquisition origin (e.g., images from the same scene

IEEE Consumer Electronics Magazine



1). This
examination aims to assess each method’s ability

taken moments apart, as shown in Figure

to detect visual similarity beyond identical or dis-
torted versions of the same source image, highlighting
ViTHash’s potential in capturing human-like percep-
tions of similarity in a broader context.

Experimental Setup

To assess the performance of ViTHash, an exper-
imental setup was developed that simulates realistic
conditions where image modifications are frequent. All
experiments were carried out on a desktop computer
featuring an Intel Core i9-9900K CPU and an NVIDIA
RTX 2080 SUPER GPU.

For this study, the DISC21 dataset [20] was uti-
lized, which was originally created by Meta for the
Image Similarity Challenge at NeurIPS’21. From this
dataset, a subset of 50,000 images was extracted to
build a database of hashes using four different hashing
techniques: pHash, dHash, PDQHash, and ViTHash. In
previous work [8], results for the traditional methods
were presented for 64-bit hashes. In this paper, results
are reported for the larger 256-bit variants, as they offer
more accurate results than smaller sizes. Moreover,
PDQHash strongly recommends using at least 256 bits
for reliable performance. It should be noted that the
ViTHash hash size is significantly larger (1,536 bytes),
as it retains the full 768-dimensional embedding vec-
tor with 16-bit floating-point representation for each
element.

To simulate realistic adversarial attacks and eval-
uate the robustness of ViTHash, 50,000 images were
selected from the database along with an additional
50,000 images from a separate partition of the dataset,
ensuring no overlap between the sets. These 100,000
images were then subjected to a range of transforma-
tions, namely rotation (90 Degrees), scaling (50%),
blurring (Gaussian with radius 2), mirroring, color dis-
tortion (50%), compression (JPEG with quality factor
50), and crop rotation (15%). These transformations
were used to create modified versions of the images
that emulate potential real-world attacks.

Quantitative Results

This subsection first evaluates the computational
performance of each hashing method using two met-
rics: hash generation time and hash size. Then, the
robustness against image distortions is evaluated using
the F1 score.

Hash generation time reflects the computational
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cost to produce a hash, while hash size indicates the
memory needed to store it. While these metrics pro-
vide a useful indication of performance, the absolute
values depend on factors like batch size and hardware,
meaning results may vary across different setups.

The quantitative results are presented in Table 2.
In terms of hash generation time, PDQHash is the
slowest, whereas pHash and dHash are the fastest. In
terms of hash size, ViTHash is significantly larger than
the others (1,536 B vs. 32 B).

Table 2: Hash generation time and hash size for
different hashing methods

Hashing Method | Generation Size
pHash 62.3 ms 32 B
dHash 66.8 ms 32 B
PDQHash 512.3 ms 32 B
ViTHash 2135 ms | 1536 B

The F1 score is the harmonic mean of precision
and recall, providing a single metric that balances both
concerns. It is particularly useful when there is a need
to balance the trade-off between precision and recall.
The F1 score is calculated as:

Precision - Recall
F1S =2- 2
core Precision + Recall @

A high F1 score indicates a good balance between

precision and recall, making it a robust measure in
scenarios where both false positives and false negatives
are critical. Unlike the accuracy score, the F1 score
accounts for the possibility of a single match producing
multiple false positives. Therefore, it serves as the
primary performance metric in this evaluation.

Table 3 presents the F1 score results for the
various hashing methods across different image dis-
tortions. The distortions can be categorized into two
groups: spatial distortions (rotation, mirroring, and
crop rotation) and visual quality distortions (blurring,
color distortion, compression, and rescaling).

ViTHash shows a notable strength in handling spa-
tial distortions, outperforming the traditional methods,
which struggle with recognizing images modified in
this way. Conversely, for visual quality distortions,
the classical methods provide excellent performance,
whereas ViTHash shows a lower F1 score, indicating
some sensitivity to alterations in visual quality. These
results are in line with the previous research [8]
comparing ViTHash and pHash, which utilized the
AUC of ROC curves on a smaller sample size.
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Table 3: F1 score comparison for different perceptual hashing methods across various image modifications

. . F1 Score
Distortion
pHash | dHash | PDQHash | ViTHash

Blur 0.9999 | 0.9842 0.9999 0.8868
Color Distortion | 0.9999 | 0.9713 0.9999 0.9666
Compression 0.9998 | 0.9807 0.9999 0.9431
Rescaling 0.9998 | 0.9808 0.9997 0.9185
Crop Rotation 0.0009 | 0.0001 0.0002 0.5766
Mirroring 0.0000 | 0.0003 0.0001 0.8039
Rotation 0.0000 | 0.0000 0.0001 0.3478

In summary, ViTHash is outperformed by ex-
isting perceptual hashing methods when exposed to
visual quality distortions, yet it outperforms the ex-
isting methods on spatial distortions. This suggests
that ViTHash has a higher resilience to changes in
spatial orientation, which is a significant advantage in
scenarios where images may be rotated, mirrored, or
cropped.

Qualitative Results

To better understand where the strengths of
ViTHash lie, this subsection delves into the mistakes
made by ViTHash, aiming to gain deeper insight into
what each method perceives as similar. The goal of this
analysis is to assess how closely these methods align
with human perception of similarity. In this part, the
reporting is limited to only ViTHash and pHash, since
the analysis is similar for pHash, dHash and PDQHash.

False positives are the most prevalent type of
mistakes observed across the methods. In Figure 5
and Figure 6, false positives are randomly selected
to highlight these errors, for pHash and ViTHash,
respectively. As seen in Figure 5, pHash produces
false positives where the structural components of the
images are somewhat similar, yet the actual content is
completely different. For instance, matching a squirrel
with an airplane is clearly mismatched from a human
visual perspective. In contrast, Figure 6 shows that
ViTHash, while yielding more false positives overall,
tends to generate matches that can be considered vi-
sually similar from a human standpoint. This suggests
that ViTHash aligns better with human perception in
terms of what qualifies as visually similar content.

To better understand how pHash and ViTHash
interpret similarity, an image that was not part of
the original database was taken and the most similar
matches were searched for. Both pHash and ViTHash

(a) Distorted 1

(b) False Positive 1

y* rd
/ F ‘}‘

(c) Distorted 2 (d) False Positive 2
Figure 5: Examples of a distorted images with their
false positives for pHash. The false-positive images
share the same high-level structure but show different
content.

had access to the exact same database for this com-
parison. Figure 7 shows the target image, and the
closest matches as identified by pHash and ViTHash.
For pHash, the images deemed most similar would
never be paired together by a human observer, as
their content is vastly different. On the other hand,
ViTHash’s matches make more sense from a human
perspective, as the closest matches show an insect
similar to that in the target image.
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(c) Distorted 2

(d) False Positive 2
Figure 6: Examples of a distorted images with their
false positives for ViTHash. The false-positive images
share the same content, and therefore better aligns with
human perception.

Visually Similar Images With A Different
Acquisition Origin

The previous evaluations focused on mapping dis-
torted images back to their original source. However,
that evaluation alone does not fully capture ViTHash’s
ability to perceive visual similarity in a way that aligns
with human perception.

To explore this further, scenarios are considered
where images are visually similar but do not have
the same acquisition origin. For example, taking two
photographs of the same object from slightly different
angles. A dataset consisting of 100 pairs of such
images was created. An example of one such pair is
shown in Figure 1.

The pairs were split by placing one half of each
pair into the query set and the other half into a
database. The similarities between each query image
and all images in the database were then computed.
The distribution of similarity scores between matching
pairs (i.e., the respective other half of the original
pair) and non-matching pairs (i.e., all other images)
was analyzed. As such, the aim is to assess each
method’s ability to detect visual similarity beyond
identical source images.

Figure 8a and Figure 8b show the similarity score
distributions for pHash and ViTHash, respectively. In
the case of pHash (Figure 8a), the distributions for
matching and non-matching pairs are almost identical.
This indicates that pHash does not assign higher simi-
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(a) Target Image

(b) pHash Match 1 (c) pHash Match 2

)

(e) ViTHash Match 2

(d) ViTHash Match 1
Figure 7: Similarity assessment for the target image.
The first row shows the target image, followed by

two rows depicting the images perceived as the most
similar by pHash and ViTHash, respectively. Whereas
the pHash closest matches show completely different
content, the ViTHash closest matches both show an in-
sect and therefore better align with human perception.

larity scores to visually similar images from a different
acquisition origin, making it ineffective in identifying
such pairs.

Conversely, ViTHash shows a clear distinction
between the distributions (in Figure 8b). The simi-
larity scores for matching pairs are noticeably higher
than those for non-matching pairs. This demonstrates
ViTHash’s ability to capture human-like perceptions
of visual similarity, effectively identifying images that
are similar in content despite originating from different
sources.

This experiment highlights that ViTHash’s quanti-
tative metrics may not fully reflect its capabilities. It
excels in scenarios requiring a nuanced understanding
of visual similarity. ViTHash aligns more closely with
human perception, making it a valuable tool for ap-
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Figure 8: Similarity score distributions between query images and database images for (a) pHash and (b) ViTHash.
For pHash, the distributions for matching pairs and non-matching pairs overlap significantly, demonstrating that
pHash cannot identify visually similar images with a different acquisition origin. In contrast, for ViTHash, there
is a clear separation between matching pairs and non-matching pairs, demonstrating that ViTHash is able to
identify visually similar images with a different acquisition origin.

plications where identifying visually similar content is
essential, even when images are not exact copies or
originate from the same source.

FUTURE WORK & DISCUSSION

This section looks ahead by exploring several
directions for future research, and discusses practical
real-world applications.

Robustness

Visual quality distortions like blurring and com-
pression have an impact on the robustness performance
of ViTHash. Therefore, this can be studied further.
In fact, this performance sensitivity should not come
as a surprise, as blurring leads to a loss of (texture)
features which will make it more difficult for the CLIP
model to classify or recognise images accurately (due
to possible ambiguity and feature misalignment in the
latent space). The application of deblurring methods to
restore or enhance the image quality before or during
rescaling may be an interesting option for future work.
Note that the rescaling step in Figure 2 was applied
blindly to any image input into ViTHash. The fact that
JPEG compression introduces sensitivities similar to
blur may be due to the fact that it generally also acts as
a low-pass filter, whilst introducing additional blocking
artifacts etc. Alternatively, an interesting area for future
research could be to use data augmentation techniques
during training, or developing specialized loss func-
tions that prioritize robustness to these distortions. As
also discussed in the Integration in Real-World Appli-
cations section below, it may additionally be relevant

to provide, e.g., blur or compression quality estimation
values to weighted ranking and visualisation methods,
workflow prioritisation strategies, or even presenting
these estimations to the end-user.

Computational Cost

To achieve real-time or near-real-time applications,
model compression techniques [21], software and
hardware performance profiling and acceleration [22],
[23], [24] and alternative ViT architectures could
be explored [25]. Additionally, reducing the size of
ViTHash hashes could help to optimize computational
efficiency, as well as storage requirements. Moreover,
utilizing the CLIP embedding space in a new archi-
tecture with a (lightweight) trainable head for image
similarity detection may enhance performance and
resilience to various image distortions.

Related Deep-Learning Work

Future work could also focus on exploring if other
existing related work could improve or extend an
overall hashing and deduplication framework. Such
earlier work includes, e.g., the use of deep learn-
ing, CNNs and Siamese networks for implementing
image comparison and deduplication strategies; see,
e.g., [26], [27], [28], [29]. One notable advantage of
using the ViTHash based approach over these methods
will remain its direct relation to and its capability of
also offering or facilitating text-based searches.

IEEE Consumer Electronics Magazine



Integration in Real-World Applications

The application of traditional perceptual hashing
methods has been used extensively by Internet
Service Providers and government organisations for
fighting CSAM. More recently, both technical [30]
and legislative initiatives [31] have been extending
this to, e.g., fighting extremism and terrorism. In
fact, besides content moderation workflows, overall
semantic searching, triage and deduplication tasks
within the broader field of digital forensics are a
major area of application for ViTHash and related
technologies. In particular, the focus on numerical
performance scoring of the methods may become
less important, or would need to consider more
advanced ranking performance scoring and (GUI)
visualisation methods (not only considering first or
top-ranking matches). Additionally, it is important
to consider that, e.g., in an investigative context, the
overall end-user problem is one of prioritisation in a
human-controlled workflow. In turn, this prioritisation
and results management typically requires suitable
user interfaces for supporting human oversight and
decision making. For example, such (LEA) tools,
implementing automated ruleset-based and other
forms of prioritisation, complemented by human-
in-the-loop case management have been developed
in [32] and [33]. Traditional binary, perceptual and
now also AI- or ML-based hashing methods will
most likely remain key technical components for
driving the decision-making process within such
prioritisation and result management frameworks.
As these technologies continue to evolve, their
integration into real-world applications will benefit
from advancements in Al-driven hashing, ultimately
enhancing digital forensics, content moderation, and
investigative workflows.

CONCLUSION

This study explored the effectiveness of using
Vision Transformers, specifically the ViT-L/14 archi-
tecture within the CLIP model, for image similarity
detection in the context of identifying illicit content.
Traditional perceptual hashing methods like pHash,
dHash, and PDQHash have limitations in handling
images that have undergone spatial transformations
and are unable to identify images that are visually
similar but have different acquisition origin. The pro-
posed ViTHash method addresses these challenges by

xxx/xxx YYYY

capturing a more nuanced representation of images that
aligns closely with human perception.

Quantitative results showed that ViTHash outper-
forms traditional methods in detecting images sub-
jected to spatial distortions, whereas it is outperformed
by traditional methods for images with visual quality
distortions. Qualitative analysis revealed ViTHash’s
strength in identifying visually similar images with
a different acquisition origin. ViTHash’s ability to
recognize such similarities is particularly valuable for
law enforcement agencies that are dealing with large
volumes of data and that need to identify modified or
related illicit content most effectively.

While ViTHash offers significant advancements
in image similarity detection through its perception-
aligned approach, it is not yet ready to replace tra-
ditional perceptual hashing methods. The limitations
in computational efficiency and sensitivity to certain
distortions suggest that a hybrid approach could be
beneficial. Combining ViTHash with traditional meth-
ods may leverage the strengths of both, improving
overall detection capabilities.

Future work should address ViTHash’s sensitivity
to visual distortions (such as blurring and JPEG com-
pression) and its computational cost to enable real-
time applications. Moreover, integrating insights from
related deep-learning and deduplication frameworks
could further enhance its real-world forensic capabili-
ties.

By integrating further improvements and poten-
tially combining ViTHash with existing methods, we
expect that future research will lead to more robust
tools, as such supporting agencies in combating the
spread of harmful content, ultimately contributing to
more effective interventions and reduced investigator
workload.
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