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Abstract— Recent application domains such as the Internet
of Things (IoT) and Smart Cities (SCs) have introduced novel
challenges to Cloud Computing based on their stringent require-
ments (e.g., low latency, high bandwidth). With the exponential
growth of IoT traffic in the last few years, traditional cloud
systems have become inadequate for these applications since
requests are made on-demand simultaneously by multiple devices
at different locations. The Fog Computing (FC) paradigm has
emerged to deal with the limitations of traditional clouds since
computational resources are placed at the edges of the network,
aiming to decrease the latency expected by IoT devices and
reduce the amount of data sent to the cloud. However, research
challenges persist in FC since it is not a mature concept
yet. This PhD research addresses four challenges in the FC
domain focused on providing an efficient resource allocation
in these distributed infrastructures. This dissertation includes
theoretical formulations as benchmarks for resource allocation,
fog-based architectural concepts, anomaly detection practices for
IoT, and latency-aware allocation approaches that lead to the
implementation of a network-aware framework named Diktyo.
It optimizes the allocation of container-based service chains by
considering latency and bandwidth in the scheduling process of
a well-known container orchestration platform, Kubernetes. Ex-
periments showed that Diktyo increases throughput by 22% and
reduces latency by 45% for microservice benchmark applications.

Index Terms—Fog Computing, Resource Allocation, Service
Function Chaining, Orchestration, Microservices, Kubernetes

I. INTRODUCTION

Over the last few years, Cloud Computing [1] has seen
enormous growth since it has become the defacto standard
for application deployments. These systems reduce expenses
for enterprises since computational resources are requested via
a cloud provider responsible for maintaining and upgrading
the cloud infrastructure. However, recent application domains
such as the Internet of Things (IoT) and Smart Cities (SCs)
have introduced novel challenges mainly concerning resource
allocation [2]. IoT traffic has been increasing exponentially in
the last few years (from 6.1 billion in 2018 to 12.5 billion
connections in 2022 [3]), making centralized cloud solutions
impractical for these applications due to their stringent re-
quirements, including high mobility coverage and low latency.
Thus, the Fog Computing (FC) paradigm [4] has emerged as
an evolution of Cloud Computing to deal with the stringent re-
quirements of IoT applications by placing computing resources
on several locations in the network area, aiming to decrease the
expected latency. Fig. 1 illustrates a typical FC architecture,
where IoT devices (e.g., mainly sensors and actuators) com-
municate through wireless gateways via the fog layer, where

multiple Fog Nodes (FNs) provide computing resources. Each
FN represents a small cloud entity that provides a given set
of computational resources. FNs communicate with the cloud
layer through Cloud Nodes (CNs), representing the top-level
management entities.

FC and Multi-access Edge Computing (MEC) are close
concepts [5]. FC focuses on IoT while MEC focuses on the
mobile network differing in the considered interactions (i.e.,
between edges and cloud). MEC aims to deploy services close
to end-users to reduce latency and avoid congestion in the net-
work core. MEC follows guidelines established by the Euro-
pean Telecommunications Standards Institute (ETSI) Network
Function Virtualization (NFV) Management and Orchestration
(MANO) while FC follows architectural principles established
by the ETSI Machine-to-Machine (M2M) technical committee
[6]. Bi-directional communications between FNs and CNs
are important in FC due to the hierarchical architecture. For
instance, a service requiring high computational requirements
is deployed in the cloud, needing to communicate with another
service placed in the fog to reduce data transportation to
the cloud. These interactions need to be considered in the
allocation process, leading to complex service dependencies
that must be guaranteed.

The heterogeneity of Low Power Wide Area Network
(LPWAN) technologies introduces a novel set of challenges
coming from the wireless domain [7]. LPWANS are typically
used by low-powered devices with low bandwidth capacity.
The main advantage offered by these technologies is the long
communication range, usually of a few kilometers. LPWANs
operate at a lower cost with higher energy efficiency than
traditional mobile networks. These solutions can support mas-
sive numbers of connected devices over a large area, making
them suitable for M2M and IoT use cases. However, to decide
which LPWAN technology is the most adequate for a given
use case is not a trivial task. Selecting an LPWAN depends
on the specific application and its requirements, including
minimum communication range, minimum data rate, downlink
capacity, and additional security layer. Previous works on
resource allocation only addressed constraints coming from the
cloud domain. Little attention has been given to requirements
stemming from the characteristics of wireless networks. When
deploying IoT applications, cloud operators need to know
which LPWAN technology will be available for IoT devices
to access the deployed services. A smart metering use case
or a latency-sensitive air quality application pose different
challenges to the cloud system and LPWAN technology. The



current LPWAN ecosystem includes a plethora of technologies
with diverse characteristics far from mature [7]. The perfor-
mance and scalability of these technologies are still uncertain
since these LPWAN technologies have only been assessed
through small-scale experiments and simulations. Furthermore,
Service Function Chaining (SFC) placement [8] has been
studied in the network management domain during the last
few years. An application is decomposed into several services
connected in a specific order forming a service chain. SFC
allows mobile operators to benefit from the high flexibility and
low operational costs introduced by network softwarization,
offering a reliable alternative to today’s static network environ-
ment. SFC has been studied for Software-Defined Networking
(SDN) and NFV use cases, mainly for MEC deployments
[9]. However, SFC is still unexplored in container placement
and in the IoT domain. Most efforts focus on virtual network
embedding and Virtual Machine (VM) placement [10].

This dissertation addresses four challenges in FC concerning
resource allocation detailed in Sec. II. The first challenge
relates to studying theoretical formulations based on Integer
Linear Programming (ILP) for a benchmark in resource al-
location research in FC considering both cloud and wireless
characteristics. Then, a fog-based system for SC applications
has been designed, followed by a distributed data monitoring
and analysis approach aiming to provide efficient anomaly
detection in FC environments. Finally, a network-aware frame-
work named Diktyo has been implemented for the inclusion of
latency and bandwidth in the scheduling process of a popular
container orchestration platform named Kubernetes (K8s) to
address container-based SFC. This PhD research! [11] resulted
in several publications (15 as a first author) and it has been
conducted in partnership with leading industry partners such as
IBM and within Antwerp’s City of Things (CoT) project [12].
The main contributions of this dissertation are the following:

o Publications in International Journals: Five journal
articles [13]-[17] have been published and one [18] is
currently under review.

o Publications in International Conferences: Nine con-
ference papers [19]-[27] resulted from the PhD research.

« Publications in Book Chapters: One book chapter [28]
has been published.

o Code Repositories: During the dissertation, we advo-
cated for open and reproducible research, and several
prototypes have been made publicly available.

The remainder of this paper is structured as follows. Sec. II
details the four challenges addressed during the PhD research.
Sec. III details the proposed theoretical formulations for the
IoT service placement, while Sec. IV presents the FC-based
architecture for SC applications. Sec. V addresses anomaly
detection in an FC environment, followed by a network-aware
scheduling approach for microservice-based applications in
Sec. VI. Lastly, Sec. VII concludes the paper and highlights
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Fig. 1: Overview of a Fog Computing (FC) architecture [11].

future research directions that can leverage the PhD work
presented in this paper.

II. RESEARCH CHALLENGES

Challenge #1: provide a benchmark for resource allocation
research in FC. The distribution of computing resources in
FC adds further complexity to the service placement since
resources are available across the network area, and service
requests can come from multiple locations. Deploying appli-
cations far from devices results in high communication latency
since devices and gateways lack processing power, storage
capacity, and memory [29]. The heterogeneity of the hardware
resources also adds further complexity to the problem since an
FN has lower computing capacities than a CN. Thus, efficient
service placement strategies need to consider the hosts’ com-
puting capacity, application requirements, and hosts’ locations.
Different factors should be analyzed, including latency, energy
efficiency, and network bandwidth. In recent years, several
works have addressed resource allocation in FC (e.g., [30],
[31]), but none of them addressed the real-time requirements
of IoT applications. Also, the implications of LPWANS in the
allocation process should be studied to establish a relationship
between the cloud and the wireless domain.

Challenge #2: design an FC framework supporting au-
tonomous management and orchestration functionalities. In
recent years, the ETSI oneM2M has been working towards
an end-to-end (E2E) high-level architecture for M2M com-
munication. The aim is to establish for M2M what the 3rd
Generation Partnership Project (3GPP) realized for mobile net-
works. Several aspects are currently being addressed, including
security, data management, device authentication, and M2M
service subscription. Designing an FC framework addressing
all these aspects would help to standardize FC architectures.
Several works have proposed IoT or FC architectures [32], [33]
with several functionalities. However, without a clear path to
standardization, it is hard to integrate and combine the efforts
of academia and industry.

Challenge #3: implement efficient distributed data moni-
toring and analysis in FC. Monitoring IoT applications is
especially important for those focused on personal health
monitoring or emergency response services since delays can
impact their performance and produce severe consequences.
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Fig. 2: The expected E2E latency for both objectives [16].

Detecting unusual events or malfunctions beforehand is thus
an important matter. Traditional anomaly detection approaches
are inadequate for latency-sensitive IoT applications since
these solutions would require sending all data to a centralized
location, resulting in high latency. Also, data is not transported
fast enough due to the low bandwidth capacity of IoT devices.
FC helps to reduce the latency since services can be deployed
close to these devices. By identifying unusual events at the
fog layer, malfunctions are quickly detected in IoT devices,
increasing the overall Quality of Service (QoS) of IoT ap-
plications [34]. Thus, an anomaly detection approach for IoT
should be based on the advantages of FC.

Challenge #4: consider latency and bandwidth in the
scheduling process in a container orchestration system. Con-
tainers have revolutionized application deployment and life-
cycle management in current cloud platforms [35]. Applica-
tions have evolved from single monoliths to complex graphs
of loosely-coupled microservices. However, the efficient allo-
cation of microservice-based applications is challenging due
to their complex inter-dependencies. Recent applications such
as IoT and video streaming services are becoming even more
delay-sensitive, demanding lower latency between dependent
microservices. Scheduling policies in popular container or-
chestration platforms mainly aim to increase the resource
efficiency of the infrastructure insufficient for latency-sensitive
applications. FC provides computing resources at the edge
and fog, helping to meet stringent latency and bandwidth
requirements. Thus, efficient allocation strategies need to
consider bandwidth and latency in the scheduling process.
Previous works [36], [37] focus mainly on VM allocation and
migration, and little attention has been given to containerized
applications or container-based service chaining concepts. The
main challenge is to design efficient scheduling strategies
that assess latency and available bandwidth while deploying
container-based service chains in FC infrastructures.

IITI. INTEGER LINEAR PROGRAMMING FOR THE 10T
SERVICE PLACEMENT

Through ILP, the trade-offs between different allocation
strategies have been assessed, such as minimizing latency
and maximizing energy efficiency. Latency is related to the
network latency in the communication between cluster nodes
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Fig. 3: Detailed overview of the FN architecture [13].

TABLE I: Performance evaluation of the infrastructure [13].

Data Network Bandwidth Trar}sp ort Alert
Samples Time Delay
70000 31.36 Mbps (100%) 6.27 s 0.46 ms
313.6 Kbps (1% of samples) 62.72 ms 0.33 ms

running services belonging to an IoT application and the end
devices sending requests. Energy efficiency is related to the
number of cluster nodes used for the service deployment. The
model [19] considers several constraints, including hardware
capacities, network bandwidth, and path loss. The model ad-
dresses cloud requirements and characteristics stemming from
the wireless domain, which have not yet been explored in-
depth in literature. The cloud model is based on previous work
proposed by Moens et al. [36] for network-aware placement of
service-oriented applications in clouds. The ILP formulation
can serve as a benchmark for resource allocation research in
FC since the model has been validated for IoT applications
in fog-cloud environments without loss of generality. This
work has been extended in [16] by presenting a Mixed Integer
Linear Programming (MILP) model for IoT service placement
that considers SFC, different LPWAN technologies, service
replication, and multiple optimization objectives. The model
provides several insights into the complete E2E resource
provisioning in FC environments. Results have shown clear
trade-offs between the evaluated allocation strategies (Fig. 2).
The main contribution of this work is the ILP formulation that
can serve as a benchmark in future placement research in FC.

IV. A FOG-BASED ARCHITECTURE FOR SMART CITIES

A novel architectural paradigm for SC applications has
been studied in [13]. The approach follows the guidelines
of the ETSI NFV MANO architecture extending it with
additional software components. Also, a novel Peer-to-Peer
(P2P) fog protocol has been designed to enable the exchange
of application service information between FNs for fast pro-
visioning decisions. Each FN decides where and when it is
more suitable to deploy and instantiate each microservice
instance. Fig. 3 presents the detailed architecture of the



(a) Inside view of the
multi-radio sensor.

(b) Air Quality sensor mounted on a
Bpost car.

Fig. 4: As part of the Antwerp’s CoT project, multi-radio
sensors have been mounted on Belgian postal service cars.

FN management system. The FN must set up and manage
its infrastructure and associated devices in an autonomous
manner. Each FN manages a set of computational resources
by using a virtualization layer residing over a physical layer,
offering virtualization of the main network functionalities. The
Virtualized Infrastructure Manager (VIM) performs the life-
cycle management of the deployed network functions. The
Fog Manager (FM) is responsible for managing the attached
IoT devices through a Fog Agent (FA). The FM addresses
the device management and M2M security guidelines defined
by ETSI oneM2M. The FM module is mainly responsible
for device discovery operations, keeping track of the devices’
mobility, and ensuring M2M secured communications. Each
FN has its own instance of a Fog Orchestrator (FO) compo-
nent. The FO module is mainly responsible for the life-cycle
management of microservices, interface with the monitoring
and data analysis system, and interface with the Fog Decision
(FD) module. The FD component hosts the main intelligence
components responsible for applying the network behavior
desired by network administrators, and providing autonomous
responses to unknown situations detected by the monitoring
and data analysis module. The performance of the FC infras-
tructure has been evaluated and compared with a traditional
centralized cloud, achieving lower delays and lower network
bandwidth usage (Table I). The main contribution of this work
is the design of a fully integrated FN management system
alongside the foreseen application layer P2P fog protocol for
the exchange of application service provisioning information
between FNs.

V. A FOG-BASED ANOMALY DETECTION APPROACH

In [13], [20], a Fog-based distributed anomaly detection
approach has been designed for Antwerp’s CoT testbed [12]
focused on low-power FC deployments and evaluated based
on an air quality monitoring application. The aim is to detect
high amounts of organic compounds in the atmosphere and
then alert citizens of air pollution in near real-time. As an
initial proof of concept (Fig. 4), air quality sensors have been
mounted on the roofs of the Belgian postal services delivery
cars (Bpost) to collect measurements of typical gases and
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Fig. 5: GPS locations (Bpost car 1 - red / Bpost car 2 - blue)
considered as outliers in the evaluation.

TABLE II: Comparison between different LPWANSs [20].

LPWAN Comm. | Upload Data Upload Time
Technology Range Rate (Packet of 53 bytes)
LoRaWAN 5 km 50 kbps 25.15 ms

Sigfox 10 km 300 bps 145 s

LTE-M 5 km 1 Mbps 17.09 ms

DASH7 Skm 166.57 kbps 19.22 ms
IEEE 802.11ah 1 km 346.66 Mbps 3.33 ms

climate data, such as temperature and humidity, which are
then annotated with GPS locations (Fig. 5). These sensors
allow the gathering of real-time air quality information with
broad city coverage since each car is continuously driving
around in the city. Popular LPWANs have been studied based
on multiple criteria (e.g., communication range, available
bandwidth) for the presented anomaly detection approach.
The most appropriate ones have been selected based on
the evaluated air quality monitoring case. A suitable set
of LPWAN:Ss, including IEEE 802.11ah, DASH7, and LTE-
M, can be applied as wireless communication enablers for
the evaluated scenario (Table II). Results have shown that
clustering and outlier detection mechanisms can be performed
by fog resources close to IoT sensors and, thus, send timely
alerts in case unusual events are detected. Also, by distributing
anomaly detection algorithms in a fog-cloud infrastructure,
the network bandwidth usage and latency are significantly
reduced compared to a centralized cloud infrastructure. The
main contributions of this work are the distributed anomaly
detection approach, including its design and implementation,
and the LPWAN evaluation.

VI. NETWORK-AWARE SCHEDULING FOR
CONTAINER-BASED APPLICATIONS

In [15], a FC architecture based on the K8s architectural
model has been proposed alongside latency-aware deploy-
ment strategies for IoT applications focused on container-
based service chaining in [22], [23]. Results have shown that
these latency-aware approaches could significantly reduce the
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Fig. 7: Diktyo reduces the response time on average by 45%
for POST /setCurrency requests [18].

network latency compared to the default K8s scheduling mech-
anism. These works have been the foundation for the network-
aware framework named Diktyo proposed in [18]. Diktyo
proposes additional scheduling plugins aiming to determine
low-latency deployment schemes for applications scheduled
on K8s clusters by considering the application’s microservice
dependencies and the underlying infrastructure topology. The
framework minimizes the application’s E2E latency by select-
ing nodes with low network costs for dependent microservices.
Also, it filters out nodes without enough bandwidth to run the
placed microservices based on previous deployments. Fig. 6
shows an overview of the Diktyo framework, including its
main components. Bandwidth resources are advertised to the
K8s API to consider the node available bandwidth in the
scheduling process (D). Then, the framework introduces two
Custom Resources (CRs) [38]: AppGroup and Network-
Topology to consider both the application dependency infor-
mation (2) and the infrastructure network topology (3 when
scheduling pods in K8s. The NetworkTopology controller
updates network weights between cluster nodes across regions

and zones based on a netperf component. Diktyo provides
network-aware algorithms implemented as three scheduling
plugins based on the K8s scheduling framework [39]:

« TopologicalSort: pods sorted based on their established
dependencies ().

o NodeNetworkCostFit: nodes filtered out based on the
pod’s AppGroup requirements (5)

o NetworkMinCost: nodes are scored based on network
costs ensuring a low cost between dependent pods (6).

Experiments in a K8s cluster consisted of typical and
often used microservice benchmark applications requiring
high bandwidth (Redis Cluster [40]) or low latency (Online
Boutique [41]). Results have shown that Diktyo increases
the throughput by 22% for Redis Cluster and reduces the
latency by up to 45% for Online Boutique by deploying
dependent microservices close to each other (Fig. 7). The main
contribution of this work is the design and development of the
Diktyo framework for the K8s platform and its inclusion in the
K8s scheduling plugins project [39]. This work represents a
collaboration with IBM TJ Watson (NYC, USA). To the best of
our knowledge, Diktyo goes beyond the current state-of-the-art
since it is an important step towards scalable network-aware
placement of dependent microservices in future cloud-native
architectures.

VII. CONCLUSIONS AND FUTURE DIRECTIONS

This dissertation presented several methods for efficient
resource allocation in an FC environment. Theoretical formu-
lations, architectural paradigms, and practical implementations
are among the various proposed methods for efficient IoT
service placement in FC. Nevertheless, novel challenges are
emerging, which will need to be addressed by the network
management community. The advent of recent architectural
paradigms as FC enabled the deployment of service chains
on computational resources from the cloud up to the edge,
creating a continuum of virtual resources. Machine learning
and artificial intelligence will continue to evolve and posi-
tion themselves as crucial enablers of autonomous networks,
which will strongly impact the performance of emerging use
cases, such as immersive video streaming and autonomous
vehicles. Extended reality applications will require throughput
above 1 Tbps, and their interactive experiences will need
sub-millisecond latency. Autonomous cars will demand high
mobility and at least seven levels of reliability without nec-
essarily requiring higher throughput. In addition, distributed
and decentralized allocation strategies will become even more
important in the next few years to efficiently manage service
deployments across several clusters and domains.

In conclusion, this PhD research focused on efficient or-
chestration practices for FC infrastructures. A collaboration
with IBM TJ Watson has been established to bring network
awareness to K8s scheduling, the most popular cloud-native
platform. This dissertation resulted in about 16 scientific
publications and attracted a lot of attention from the research
community, resulting in 566 citations up to date reported by
Google Scholar.
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