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Abstract: This research investigates data providers” willingness to grant data access control
to data subjects in user-centric Personal Data Ecosystems (PDEs), where individuals con-
trol their data disclosure. PDEs introduce unique challenges, as data subjects may share
competitive data with rival companies, which is not addressed by existing frameworks
on data sharing between businesses grounded in resource-based theory (RBT). Through
25 interviews with private sector actors in the Flemish Social Linked Data (Solid) ecosystem
triangulated with 56 papers from the existing literature, a typology of strategies for data
access control was developed. This typology is based on two key dimensions, data com-
petitiveness and actor relationships, creating four strategic scenarios that guide whether
data providers are likely to grant data access control. The findings offer a framework for
PDE governance, helping stakeholders to develop strategies enabling data availability and
ensure the long-term sustainability of PDEs.

Keywords: competitive advantage; data access control; data provider; data subject;
personal data ecosystem; resource-based view; typology

1. Introduction

Data ecosystems are networks that facilitate the processing and sharing of data [1],
creating opportunities for companies to innovate with new business models and new
services [2,3]. However, concerns over the unethical exploitation of personal data have
raised issues around autonomy and control for data subjects [4,5]. In response, different
authors advocate for user-centric Personal Data Ecosystems (PDEs), which empower
individuals to control their data disclosure and data usage [5,6]. PDEs achieve this through
a data access control mechanism, allowing data providers and data subjects to define how
their data are used by other actors [7,8]. A key factor in the sustainability of PDEs is the
willingness of data providers to grant data access control to data while protecting their
competitive advantage.

From a strategic point of view, data are a valuable resource that contributes to a data
provider’s differentiation and competitive advantage [9]. According to the resource-based
theory (RBT) [10], data providers are motivated to protect resources that support their
competitive advantage. In practice, data providers often hesitate to share data freely, fearing
that doing so may weaken their competitive position [11,12]. While existing frameworks
explore how business can share data without compromising competitiveness [11-14], they
fail to address the specific challenges of PDEs, where data subjects might share competitive
data with a data provider’s rival [15].
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This work therefore aims to add to these existing frameworks by formulating strate-
gies for data providers granting data access control while maintaining their competitive
advantage in the specific context of PDEs. Thus, the three research questions for this work
are as follows:

e (RQ1) Which dimensions grounded in RBT determine data providers’ willingness to
grant data access control to data subjects while preserving their competitive advantage
in PDEs?

e  (RQ2) What strategies can data providers use to grant access control without losing
their competitive edge?

e (RQB3) How can the RBT be applied to the relationship between data providers and
data subjects in the context of PDEs?

This research will enable the comparison of different types of data access control
scenarios which might aid practitioners and academics to develop strategies and/or the-
oretical assumptions concerning the granting of data access control to data subjects by
data providers.

To answer these questions, we employ a mixed-methods approach. First, we conducted
25 semi-structured interviews with private sector actors in the Flemish Social Linked Data
(Solid) ecosystem—a novel, user-centric PDE where data subjects control their personal
data via technical means [16,17]. Solid was chosen due to its data access control standards
via personal data pods, providing a strong context for exploring generalizable insights
on PDEs. The Flemish Solid community was selected for its vibrant ecosystem, offering
insights into how companies adopting data access control perceive its drivers and barriers.
The interview insights were triangulated with 56 academic papers identified in the existing
literature to develop a typology of personal data access control strategies. The typology
was refined and validated for real-life applicability using an “ideal-type” methodology
applied to 33 exploratory Solid use cases.

The typology developed in this research includes four distinct data access control
strategies: Involuntary Shared Data Control, Exclusive Data Provider Data Control, Fully
Shared Data Control, and Strategically Shared Data control. Data providers are less willing
to share if data hold a competitive advantage or if the relationship with the intended
data consumer is negative. This aligns with safeguarding a firm’s competitive advan-
tage. By introducing different strategic scenarios, we provide data providers and ecosys-
tem orchestrators with insights on how to develop strategies related to granting data
access control.

The rest of this article is structured as follows: Section 2 reviews the relevant literature,
Section 3 outlines the methodology, Section 4 presents the research results, Section 5
discusses theoretical and practical implications, Section 6 discusses limitations and areas
for further research, and Section 7 concludes this paper.

2. Literature Review
2.1. (Personal) Data Ecosystems and Data Sovereignty

Big tech companies currently dominate and control the personal data economy, sidelin-
ing smaller actors affecting individuals and organizations [5,6]. This power dynamic,
termed data colonialism [18] or surveillance capitalism [19], involves exploiting personal
data for profit and impacts less powerful actors by diminishing their autonomy and control
over their data. Since individuals are integral in exchanging personal data [20,21], different
authors advocate the need for individuals to have control over their personal data usage in
user-centric PDEs. PDEs are based on personal data and incorporate a governance model
that empowers individuals to control their data disclosure, allowing them to potentially
receive value in return [6,22]. The most noteworthy stakeholders in the PDE include data
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providers, data consumers, and data subjects. Data providers make data they control avail-
able, and data consumers receive these data [23]. A data subject refers to the individual
to whom the personal data relates [7]. This research distinguishes between private data
providers and data subjects seeking control over personal data. Solid builds further on
the concept of PDEs, as it represents a web technology initiative aiming to facilitate the
exchange of information within an interoperable online PDE [17].

In the context of PDEs, the concept of data sovereignty becomes crucial, which con-
cerns different agents, ranging from organizations to individuals, that aim to gain power
and control over data [24,25]. Data sovereignty can be achieved through data access con-
trol (AC), allowing data providers and data subjects to set terms for data usage by other
actors [7,8]. This includes determining access and processing purposes, with clarity on data
privacy and protection [4].

One could argue the data sovereignty in PDEs could be facilitated through policy
making, as legislation like the General Data Protection Regulation (GDPR) establishes “de
jure” data sovereignty. It grants the right to data portability, allowing individuals to transfer
their data to another organization without hindrance. However, “de facto” data sovereignty
is often limited in practice. First, data portability is often constrained by low-quality data
integration tools that meet legal requirements but are not user-friendly [26]. Second, while
these regulations aim to level the playing field, powerful incumbents can use them to create
barriers for rivals, such as increasing costs or limiting interoperability [26,27]. Third, the
emphasis on privacy of the legislations can slow the development of user services and
data-driven business models [7,21,28]. Thus, to foster sustainable PDEs, a need arises to
enable “de facto” data sovereignty for both data subjects and data providers. This research
focuses on identifying strategies enabling granting data access control to data subjects
while maintaining the competitive advantage of data providers in PDEs.

2.2. (Personal) Data in the Resource-Based and Knowledge-Based Theories

The research field of information science has a history of looking into the development
of a competitive advantage by a firm based on the RBT [10] and the derived knowledge-
based theory (KBT) of the firm [29]. The RBT takes an internally oriented approach by
combining the resources and capabilities controlled by a firm [10,30]. Resources can be both
tangible and intangible. The ones that are valuable, rare, inimitable, and non-substitutable
eventually lead to a competitive advantage [10]. Thus, according to RBT, the strategy of
the firm is focused on building resources and capabilities distinguishing the firm from
the changing competition [10,30]. Where RBT treats all resources at the same level, KBT
specifically looks into the role of “knowledge” in driving competitive advantage [29,31].
It is even argued that knowledge might be the most important competitive advantage
of a firm [32]. (Raw) data can be seen as explicit knowledge that, combined with other
resources, leads to a competitive advantage [9].

Previous studies within the realm of the RBT and KBT have shown that big data
analysis can be a capability used within firms, driving their performance [9]. In the context
of data sharing between companies, other works have shown data can be classified as
shareable objects that can enhance a firm’s performance [14]. However, as data can be
easily shared with partners, this necessitates safeguards to prevent misuse of data [33],
requiring strategies balancing between protecting data resources and data sharing [13].
Extant research has found that data sharing between companies often concerns proprietary
and business-critical data [34,35], leading to a fear of damaging their competitive advantage
by revealing commercial, confidential data [36,37]. Notably, companies may be unwilling
to share data for fear of losing control over the resource [38].
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The existing research mentioned above primarily looked in applying the RBT and KBT
data sharing between companies but did not consider the context of granting data access
control of personal data. However, granting data access control to data subjects present unique
strategic challenges when it comes to safeguarding a data provider’s competitive data [15].
For instance, a data subject may wish to share data that a data provider considers competitive
with one of the provider’s rivals. Nonetheless, data providers may benefit from enabling data
access control, as it increases the willingness to share data with companies [39,40] and creates
value for the data subject [41]. Data providers must therefore balance between granting
data subjects’ data access control and simultaneously preserving the competitive edge of
the firm in line with the RBT.

2.3. Data Ecosystems: Existing Models in the Context of Data Sharing Between Companies

To simplify the complexity of (personal) data ecosystems, various typologies and
taxonomies have emerged. They touch base with the RBT in the context of data sharing
between companies. As none of the classifications below have zoomed in on the context
of PDEs, we assess existing frameworks through the lens of safeguarding the competitive
edge in line with the RBT. These studies can be divided into two main categories: studies
centered around data competitiveness and studies focused on actor relationships.

First, regarding the level of data competitiveness, three frameworks were identified
which include data sharing between companies. Two typologies have been developed
in the context of data sharing between companies, keeping the RBT in mind. Loebecke’s
framework [13] focuses on knowledge-sharing configurations for managing the paradox
of protecting or sharing knowledge. It is based on the following factors: knowledge
types (tacit and explicit knowledge) and the mode of knowledge sharing (unilateral and
bilateral) [13]. Kugler and Plank’s data-sharing strategy framework views data from an
RBT perspective. It acknowledges that data processing can create a competitive edge, and
that needs to be considered when deciding to share data [12]. It focuses on steps in the
data analysis process and the use of big data to identify whether data need to be protected
or shared. However, it primarily examines data analytics steps and lacks insights into
actor dimensions and personal data. In Enders et al., a structured review identifies factors
influencing data sharing, emphasizing concepts like data coreness [11]. Core data are close
to the core of the business and may thus reveal critical business information. The work of
Enders did not incorporate the RBT as a theoretical basis.

Second, other frameworks position actor relationships as the key factor for data open-
ness. These works do not take the perspective of the RBT. The choice of data-sharing
partners significantly influences the protection of competitive advantages [3,42]. Some
actor relationship frameworks explore supply chain data sharing [34,35,43], which includes
environmental, intraorganizational, and interorganizational factors. Interorganizational
factors relate to partner relationships, trust, shared vision, commitment, and connectiv-
ity [34,43]. Essentially, data providers aim to prevent sensitive business information from
reaching competitors, necessitating knowledge protection in competitive networks [44]. In
data and knowledge sharing, coopetition arises, involving simultaneous collaboration and
competition between firms [45-47], influencing the extent of knowledge sharing between
firms [48].

This research aims to contribute through a typology that integrates insights from
data-sharing frameworks between companies in the context of granting data access control
to data subjects in PDEs incorporating the RBT.
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3. Methodology

The overview of the used methodology can be found in Figure 1, which uses a system-

atic research process [49].

Literature Review

Research Design
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Data Analysis

Synthesis and
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on data control in
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Typology of
Personal Data
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Figure 1. Methodology.

Literature review: An extensive review of the existing literature on integrating data
control within data ecosystems was conducted, focusing on the application of the resource-
based view in this context. The literature review is a research method designed to synthesize
existing scientific knowledge on a specific topic, analyzing past research to identify trends,
gaps, and foundational theories. This method contributes by establishing the theoretical
context and rationale in academic inquiries [50,51]. This involved searching scholarly
databases to gather a comprehensive understanding of the current state of knowledge,
identify gaps, and inform the research questions and objectives. During the synthesis
and interpretation stage (see below), the literature review served as the foundation for
triangulating the results. The literature review was performed in Web of Science to obtain
an overview of mapped factors that could influence data providers’ openness to share data.
Notable keywords included the following: “data access control”, “data strategy”, “data
ecosystem”, “data sharing”, “open and closed ecosystem”, and “data typology”. In the
first stage, pertinent papers were identified based on title and abstract selection. After
in-depth reading, the most relevant papers were selected for the triangulation within the
analysis phase.

Research design: Based on the insights gained from the literature review, the research
design was formulated. This included defining the scope and objectives of this study,
and determining the methodology. The research design aimed to ensure that this study
addressed the research questions effectively and followed a systematic approach to data
collection and analysis. This article employs a qualitative approach based on a three-step
methodology: (i) semi-structured expert interviews, (ii) triangulation of interview insights
with the literature, and (iii) ideal-type typology development.

(i) Semi-structured interviews within the context of the Solid ecosystem in Flanders
were performed (see data collection). To ensure practical relevance, interviews were
performed to align with the current state of the art in business practices related to
granting data access control within the Solid ecosystem. The semi-structured inter-
view method allows researchers to balance guided questions with the flexibility to
explore respondents’ perspectives in depth, blending structure with adaptability [52].
The Solid personal data ecosystem, which allows for data subject personal data control,
is used as the context for the research. This has the advantage of generalizability as
it offers standardization and interoperability through a W3C standards-based proto-
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col [16,53]. The authors provided an explanation of general principles of data access
control that extends beyond Solid, facilitating the generalizability of the findings to
other technologies. The Solid ecosystem in Flanders is particularly interesting due to
its active development, substantial policy stimulation, and private sector interest [54].
The Flemish government prioritizes Solid PDEs as a policy and innovation driver, and
the establishment of a “data utility company” is evidence of this commitment [54].
This initiative is fostering an open ecosystem, promoting data exchange among data
providers and data consumers while embedding personal data access control for data
subjects [53]. Taking into account the inherent limited generalizability that springs
from the case study approach, the selection of this ecosystem should offer insights
that are generalizable beyond the case at hand by illustrating the emergence of data
access control principles adoption.

(ii) The researchers employed methodological triangulation [55,56], combining semi-
structured interviews with insights on the level of data competitiveness and actor
relationships in data ecosystems from the extant academic literature. Methodolog-
ical triangulation combines multiple research methods to strengthen the reliability
and depth of findings, enhancing this study’s validity by reducing potential biases
that could arise from a single method [55]. Triangulation enhances credibility, va-
lidity, and depth of findings [56]. The logic of triangulation is based on the premise
that no single method ever adequately solves the problem of rival explanations. Be-
cause each method reveals different aspects of empirical reality, multiple methods
of data collection and analysis provide credibility in the results. Convergent tri-
angulation has been applied [57], as the aim of the research is to develop and test
a typology.

(iii) The theory was tested by validating the identified dimensions with the literature on
data sharing grounded in the RBT. In the final step, the typology was validated using
interview-based use cases. Case studies assessed whether the identified quadrants
align with current business practices in granting data access control.

Data collection: To explore drivers and barriers for data providers to grant data sub-
jects personal data access control, stakeholder interviews in an issue-focused stakeholder
management approach [58] were performed. We employed a snowballing method to
select interview subjects based on their interest in participating in the Flemish Solid per-
sonal data ecosystem [59]. To minimize selection bias, interviewees were chosen based
on experience level (C- level or content expert), whether they performed activities in
the Solid personal data ecosystem and/or were planning to do so. Potential candidates
were identified based on industry experts’ referrals and activity in the Solid community
(https://solidcommunity.be/ (accessed on 6 January 2025)). To counter potential biases
associated with snowball sampling, we triangulated interview data with the outcomes
of the literature review [55]. This triangulation allowed us to validate interview findings
and minimize the influence of individual biases, thereby enhancing the study’s reliability.
Observations were cross-checked against established theories and findings from prior
studies regarding data sharing between businesses within the context of the RBT to ensure
consistency and mitigate the effects of subjective framing by individual participants. The
interviewees’ roles in their companies and the Solid ecosystem can be found in Appendix A.
The semi-structured interview method [52] was used, well suited for the exploratory nature
of this research [60]. This method offers flexibility with open-ended questions and allows
for follow-up queries. Guidelines provided by Myers and Newman ensured interview
validity, including the use of a topic guide featuring open questions regarding drivers and
barriers in data sharing within a Solid ecosystem [61]. Interviews were conducted with
a standardized set of open-ended questions to reduce the influence of leading questions
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and ensure that each participant’s perspective was captured authentically. Interviews were
conducted in Dutch or English, and Dutch quotes were translated by the researchers. We
produced verbatim transcriptions, ensuring pseudonymization of the interview transcripts
to establish trust. All interviews were conducted via Microsoft Teams and ranged from 1 h
to 1 h 45 min in duration.

Data analysis: Following Corbin and Strauss’s methodology [62], the data analysis
involved a mixed approach that integrated both inductive and deductive reasoning, utiliz-
ing open coding, where initial interviews were examined to extract preliminary concepts.
Subsequently, axial coding was applied to establish relationships among these codes and
to categorize them systematically. Finally, selective coding was conducted to refine the
categories further and iteratively identify key dimensions. This iterative process allowed for
a deepened understanding of the relationships. These dimensions were then triangulated
with findings from the literature, supported by a thematic analysis of the 56 identified
papers in the literature review. Based on the coding, two dimensions, “the level of data
competitiveness” and “actor relationships”, in data ecosystems were identified. Underlying
factors were “coreness” and “level of processing”, and the “level of competition” and
“level of collaboration”, respectively. Table 1 shows examples of how the interviews were
coded based on the dimensions and factors. This enabled the researchers to identify the
dimensions “level of data competitiveness” and “actor relationship” both in the literature
and in the interviews. This analysis was iterated to find commonalities between data
providers’ perspectives and literature insights until the end. The coding tree in Appendix B
shows the triangulation results between the literature and the interviews.

Table 1. Examples of axial coding of the interviews.

Interview Quote Dimension Factor

Competitive data, like an assessment, we made,
we will not share with anyone, especially not with
our competitors. [Interview 3, personal
communication, 16 June 2022.]
Competitive data, like an assessment, we will not
share with anyone, especially
not with our competitors. [Interview 3, personal
communication, 16 June 2022.]

When companies engage in a
collaboration, it’s an agreement to do something
together which leads to a joint benefit. Thus, not
only buying and selling data. In a data
collaboration, there is an engagement of a data
provider and data [consumer] with a benefit for
both. [Interview 25, personal communication,
7 September 2022.]

Some data, like address, name. .. would be
possible to share as it would be useful.

For other data sources, we invest a lot of money
to process the data. Those data we will not share.
[Interview 4, personal communication,

28 October 2021.]

The underlined sections highlight the part of the quote that has been used for axial coding of the dimension
and factor.

Level of data competitiveness Level of processing

Actor relationship Level of competition

Actor relationship Level of collaboration

Level of data competitiveness Level of processing
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Synthesis and interpretation: To synthesize and interpret the results over different
iterations, we used triangulation to create the initial typology of personal data control
constellations. A typology organizes objects into categories based on similarities and dif-
ferences [63]. Ideal-type analysis [64] systematically compared cases to form ideal types
that illustrate behaviors based on patterns [65]. We created four ideal-type constructs
based on the level of data competitiveness and actor relationship dimensions. Ideal-type
descriptions were developed via analysis of interviews. Validity and objectivity of the
typology development was achieved through a code-recode strategy, where the data were
initially coded, set aside, and then recoded to check for consistency. After the last iteration,
all objective and subjective ending conditions proposed by Nickerson were fulfilled [66].
Specifically, we thoroughly examined all papers from the literature review and all inter-
views. In this final iteration, no dimensions were merged or split; each characteristic within
each dimension was successfully classified, and no new dimensions or characteristics
were introduced. Furthermore, dimensions remained unique and unduplicated, ensur-
ing clarity and precision in the model. Each combination of characteristics was distinct,
avoiding redundancy. The model was designed to be concise, containing only essential
dimensions and characteristics necessary to differentiate every object effectively. It was also
comprehensive, allowing for the classification of all objects while providing valuable, non-
redundant information relevant to characterizing PDEs. Additionally, the research process
was subjected to external scrutiny, with another researcher reviewing the methodology and
engaging in discussions throughout this study to maintain consistency and reliability. To
enhance credibility, we utilized both literature reviews and interviews as data sources. For
transferability, we ensured a diverse selection of interview participants from various sectors
and roles within the Solid ecosystem in Flanders, thereby enhancing the applicability of
our findings across the ecosystem. Confirmability was achieved by maintaining detailed
records of interview notes and the literature review process, which facilitated transparency
and reproducibility.

Finally, to ensure applicability to real-world settings, the typology was validated as
the two researchers independently applied the typology to 33 exemplary Solid use cases
mentioned during interviews. This way, the applicability of the typology was validated and
iterated in further steps. Throughout the mapping, different inconsistencies were identified
in the typology and in the way the researchers mapped the dimensions, leading to three
further iterations of the typology. This mapping ensures that the typology is applicable to
real-life use cases, ensuring that obstacles, challenges, and unintended outcomes related to
the usage of the typology were identified in the final version of the typology.

4. Results

Our theoretical framework was established originating from the RBT, which is based
on the principle that private data providers primarily aim to regulate what data are avail-
able for sharing and the specific actors with which they can be shared to protect their
companies’ resources in the context of PDEs. Consequently, our framework comprises two
key dimensions: (1) the level of data competitiveness and (2) the actor relationship. The
insights gained from our semi-structured interviews triangulated with insights from the
literature allowed us to further refine our understanding of these dimensions and identify
the underlying factors necessary for constructing a typology. You can find an overview of
the dimensions and factors in Figure 2.
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Level of data competitiveness Actor Relationship
The importance of the data in the company The relationship between two players
Ranging from Low to High Ranging from negative to positive
Coreness Data Level of Competition
Proximity to core business Competition between two players
. . . Peripheral Direct
Low Medium High Na competition Coampetitian Competition
Level of Processing Level of Collaboration
Processing performed by the company Collaboration between two players
Ecosystemn
Volunteered Observed Inferred One-off partner / Strategic
accassional

Figure 2. Overview of dimensions and factors.

4.1. Level of Data Competitiveness of Personal Data

The first dimension, the level of data competitiveness, determines which data are
considered either shareable or non-shareable. If considered of high data competitiveness,
they will be protected [44]. Data providers will not be inclined to grant data access control
to data that are business-sensitive, or the data access control will be conditional [3,42,67].
We triangulated that the level of data competitiveness depends on the coreness of the data,
i.e., proximity of the data to the core business [11], and the level of processing [12].

4.1.1. Coreness

The first factor determining the level of data competitiveness is the proximity of the
data to core business operations, the “coreness” [11]. This concerns data that underpin
competitive advantage and therefore must be protected [42]. One of the interviewees men-
tioned this explicitly: “If it's competitive data a company builds its business on, I question
whether private companies will [enable data subject data access control]” [Interview 18,
personal communication, 27 July 2022].

Interviewed actors consider some data as their “competitive data” and consider these
as what differentiates them, as mentioned by this private actor: “Companies could enable
sharing data that is not company critical. Company critical data will not be shared”
[Interview 7, personal communication, 30 June 2022]. Data coreness ranges from low (e.g.,
medical data for a bank) to high (e.g., credit score for a bank).

4.1.2. Level of Processing

The level of data competitiveness also hinges on the extent of processing conducted
by private data providers [12]. Data that are transformed into valuable information have
a higher competitive advantage for companies [68]. In the context of personal data, pro-
cessing levels can be categorized into volunteered or provided data (explicitly shared by
individuals, e.g., on social network profiles), observed data (captured actions, like browser
history or location data), and derived and inferred data (obtained through analysis of
volunteered or observed data) [69,70].

Our interviews revealed that increased data processing leads data providers to regard
it as their “intellectual property” (IP). For instance, one interviewee emphasized this point,
stating, “It depends on where the IP of the data is. As a user, you can offer an ingredient
of a cake, but our company makes the cake. So, the IP of the cake would be with our
business, while the raw data will belong to the user” [Interview 23, personal communication,
10 August 2022]. Furthermore, private data providers might classify processed data as
“company data”. Another interviewee noted, “Derived data is complicated. Is a risk score
of the user’s personal data or bank data? A bank would say it is their company data”
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[Interview 21, personal communication, 4 August 2022]. Companies also factor in the
extent of their financial investment in the processing of the data when deciding to share
them. As one interviewee mentioned, “Some data, like address, name. .. would be possible
to share as it would be useful. For other data sources, we invest a lot of money. Those data
we will not share” [Interview 4, personal communication, 28 October 2021].

4.2. Actor Relationship

The second dimension, actor relationship, identifies how two private actors relate to
each other. Data providers want to be able to decide with which data consumer the data
will be shared when data access control is granted to the data subject. The actor relationship
is based on the level of collaboration and the level of competition between the data provider
and data consumer, referred to as the level of coopetition [45,47,48,71]. The factor can be
positive or negative. A positive relationship is associated with a higher willingness to grant
data access control.

4.2.1. Level of Collaboration

If actors are collaborating and have a low level of competition, they will be willing to
share data. The factor level of collaboration is the extent to which the private actors have
partnerships with each other [44,71]. The fact that data providers could set up strategic
alliances with other private actors to improve their position in the market was brought up
by an interviewee: “We could set up strategic alliances to go to market together, and become
stronger that way” [Interview 15, personal communication, 15 October 2021]. Additionally,
even without strategic alliances, agreements improve the willingness grant data access
control on a one-on-one basis, quoted by a respondent: “We can make agreements with
other companies to share the data one one-on-one” [Interview 6, personal communication,
4 November 2021]. For this, a respondent mentioned that a common objective between
the companies is required [Interview 25, personal communication, 7 September 2022].
The level of collaboration ranges from strategic alliances to being ecosystem partners to
no agreements.

4.2.2. Level of Competition

The factor of the level of competition is the extent to which the players are competitive
toward one another [71]. Sharing data with data consumers results in a competitive risk, as one
interviewee noted: “Sharing with other companies is difficult, especially with our competitors.
The risk may be too high” [Interview 4, personal communication, 28 October 2021]. Thus,
when granting data access control, data providers will want to control with whom the
data will be shared by the data subject, as clarified by this respondent: “We will want to
be able to control who gets access to the data. If it is another sector, we would be willing
to share. If it is a competitor, we will not do that. We would strengthen their offering”
[Interview 5, personal communication, 28 June 2022]. The level of competition ranges from
no competition to peripheral competition to direct competitors.

4.3. Typology of Personal Data Control Constellations

A typology of personal data access control constellations is created based on identified
dimensions and factors based on the RBT. This typology guides data providers in formu-
lating strategies for granting data access control to data subjects. It leverages the level of
data competitiveness and actor relationships to determine the data’s level of openness. The
level of data competitiveness is assessed using coreness and data processing level, where
higher data competitiveness corresponds to a lower willingness to grant data access control.
Actor relationships depend on cooperation and competition, with positive relationships
leading to a greater willingness to grant data access control. This typology results in four
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quadrants, as depicted in Figure 3. Additional details on the dimensions and underlying
factors related to the level of data competitiveness and actor relationships can be consulted
in Figure 2. The typology facilitates comparison across four quadrants by offering a unified
framework and terminology for discussing the granting of data access control by the data
provider to data subjects. Table 2 showcases the definition, characteristics, and core strate-
gic considerations to opt for a certain quadrant and the potential tactics to implement the
concerned quadrant’s data access control constellation.

Level of data
competitiveness
Coreness
Level of Processing
EXCLUSIVE STRATEGICALLY
HIGH PROVIDER DATA SHARED DATA
CONTROL CONTROL
INVOLUNTARY FULLY SHARED
SHARED DATA DATA CONTROL
LOW CONTROL
Actor relationship
MNEGATIVE POSITIVE Cooperation

Competition

Figure 3. Typology of personal data access control constellations.

In the first quadrant, “Involuntary Shared Data Control”, data providers are obliged to
grant data access control to data subjects due to legal obligations or ethical considerations.
This case occurs when there is a negative relationship between data providers and data
consumers, possibly due to competition or a lack of collaboration. In this scenario, data
providers are not openly willing to share but might give data subject data access control
involuntarily since the level of data competitiveness of the concerned personal data is
low. Typically, companies hesitate to share data with competitors, even if the data are
not vital to their business. One interviewee noted, “Sharing data between companies
is difficult, especially if they are competitors”. [Interview 24, personal communication,
10 August 2022]. In this quadrant, granting data subject data access control is undesired as
it could potentially strengthen competitors, particularly if this is disadvantageous for their
business [among others, Interview 19, personal communication, 2 August 2022]. Some
data providers fear that enabling data subject control could mitigate customers lock-in,
impacting their market position [Interview 14, personal communication, 28 October 2021].
However, they might be required or obliged to grant data subject data control for this
type of personal data due to legal reasons [Interview 2, personal communication, 15 June
2022]. Granting data subjects personal data access control may also be seen as an additional
service to the data subject [Interview 10, personal communication, 6 July 2022]. Some
companies are willing to share these data because they belong to the data subject: “Data on
e.g., age, pathology. . . of a patient is not so important for us. The user can decide what he or
she is doing with it if it does not damage our competitive position in the market” [Interview
22, personal communication, 8/8/2022]. They want to ensure ethical and legal usage of the
data [Interview 17, personal communication, 27 July 2022]. Involuntary shared data control
occurred in four of the analyzed cases. An example of involuntary shared data control
concerns a bank that may share family information with a competing insurance company
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upon a data subject’s request due to legal obligations, as required by the Payment Services
Directive 2 [Interview 2, personal communication, 15 June 2022]. Additionally, another
example could be a bank opening data integration tools on bank account information to a
service provider which helps freelancers with their VAT declaration. Even though banks
are obliged to open data through data integration tools if the data subject desires to do
so, the bank could decide in this case to open better-quality data integration tools with
partners while only granting access to low-level data integration tools to non-partnering
companies [Interview 2, personal communication, 15 June 2022]. Strategic considerations
for this quadrant include legal compliance and ethical/customer-centric concerns. Tactics to
operationalize this strategy include granting data access control over non-competitive data
and potentially developing technical barriers in the form of, e.g., low-level data integration
tools. The business model in the “Involuntary Shared Data Control” quadrant leverages
compliance and ethical data-sharing practices by prioritizing transparency and secure data
control. By allowing controlled access to non-competitive data, they can comply with
regulations and ethical considerations.

In the second quadrant, “Exclusive Provider Data Control”, data providers do not
grant data access control to data subjects as they aim to protect critical data from com-
petitors. This quadrant involves a negative relationship between data providers and data
consumers in the PDE. In this case, the data are crucial for the data provider, and they
are reluctant to grant data subject data access control to prevent indirectly sharing highly
important and processed data with competitors, especially those with whom they lack a
close relationship. For example, one interviewee explained, “We have different types of
data, raw data of the user we can share. But we also have derived data, and data which
we gather. We do not want to share this data with others, especially not our competitors”
[Interview 23, personal communication, 10 August 2022]. While legal obligations may force
data providers to share such data, they might be hesitant because sharing strategically
important data could inadvertently strengthen their competitors. In a use case, consider
a scenario where a data subject requests a recruiter to share a personal assessment with
a competing recruiter. Given the importance of these data to the recruiter, they would be
unwilling to share them, fearing a loss of control over competitive data and an inadvertent
strengthening of the competition [Interview 5, personal communication, 28 June 2022].
Sharing highly processed data also poses concerns that competitors may derive algorithms
or methodologies from the analyzed data. Exclusive Provider Data Control occurred in
three cases. For example, a health startup that has developed an algorithm to measure
patient movement imbalances may face this situation. Sharing these personal patient
outcomes with a competitor could potentially enable the competitor to replicate the algo-
rithm, thereby undermining the startup’s competitive advantage [Interview 22, personal
communication, 8§ August 2022]. Another example would be the sharing of assessment
data by a recruiter with another recruiter through a Solid pod. As these are competitive
data, the recruiter will not be inclined to share these data as they could be used to match
the candidate with a customer [Interview 10, personal communication, 6 June 2022]. These
examples showcase that the strategic considerations are sensitive data protection and main-
taining competitive advantage. Tactics include strictly formally, rather than substantively,
complying with legal data-sharing obligations and developing technical barriers. The
“Exclusive Provider Data Control” model offers limited new business potential but allows
companies to strategically safeguard proprietary data. By emphasizing advanced security
and confidentiality, companies in this quadrant can reduce competitive risks.
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Table 2. Comparative framework for data access control strategies.

Exclusive Provider
Data Control

Involuntary Shared

Data Control

Strategically Shared
Data Control

Fully Shared Data
Control

Definition

Characteristics

Data access control

Core strategic and
business model
considerations

Tactics

Amount of cases in
quadrant

Case example

Data providers do
not grant data access
control to data
subjects as they aim
to protect critical
data from
competitors.
High data
competitiveness.
Negative actor
relationship.

Data provider.

Sensitive data
protection.
Protect competitive
advantage of the
data provider.
Limited potential for
value-capturing.
Focus on data
security and
confidentiality.

Avoid legal
obligations.
Develop technical
barriers.

3 cases.

A health startup with
an algorithm for
measuring patient
movement
imbalances risks
losing its competitive
edge if it shares
patient outcomes
with a competitor, as
these data could

Data providers are
obliged to grant data
access control to data
subjects due to legal

obligations.

Low data
competitiveness.
Negative actor
relationship.
Data subject
(enforced).

Legal compliance.

Customer-centric
considerations.

Value-capturing by

trust creation,
customer
relationship, and
legal compliance.

Grant data access
control to
non-competitive
data.
Develop technical
barriers.

4 cases.

A bank is legally
required by the
Payment Services

Directive 2 to share
family information

with a competing

insurance company

if requested by the

Data providers grant
data access control to
data subjects in
strategic
collaborations with
partners.

High data
competitiveness.
Positive actor
relationship.
Data subject and
data provider.

Data monetization.
Strategic
collaboration and
joint go-to-market.
Value-capturing
through joint
partnerships and
data monetization.

Grant data access
control in strategic
partnerships.

18 cases.

A recruiter sharing
personal assessments
with a partnering
hiring company, all
resulting in mutual
benefits [Interview 3,

Data providers fully
grant data access
control to data
subjects.

Low data
competitiveness.
Positive actor
relationship.
Data subject
(enabled).

Consumer trust and
customer centricity.
Improve user
experience.
Value-capturing
through new
revenue streams and
customer centricity.

Fully grant data
access control.
Optimize user

experience.

8 cases.

An employer shares
an employee’s
employment history
data with a partner
HR firm responsible
for managing the
employee’s

allow the competitor data subject personal payments [Interview
to replicate the [Interview 2, communication 8, pers'ona.l
algorithm [Interview personal 16 June 2022]. communication,
22, personal communication, 14 October 2021].
L 15 June 2022].
communication,
8 August 2022].

In the third quadrant, labeled “Fully Shared Data Control”, data providers fully grant data
access control to data subjects. This scenario is characterized by a positive relationship between
the data provider and data consumer, with the data not being competitively significant to the
data provider. As a result, personal data access control is readily granted to the data subject,
enabling sharing with players with whom the data provider has a positive relationship. For
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instance, one respondent expressed, “We will be happy to share the physical address of the
user. If user experience can be improved, let’s do it” [Interview 23, personal communication,
10 August 2022]. Additionally, increasing customer trust is a significant driver in this
quadrant [Interview 21, personal communication, 4 August 2022]. The drivers for sharing
data access control in this quadrant include the potential for monetization [Interview 2,
personal communication, 15 June 2022] and the desire to offer improved services to the
user [Interview 8, personal communication, 14 October 2022]. However, it is important
to note that the costs associated with sharing data can sometimes outweigh the benefits,
leading data providers to refrain from investing in data preparation and robust data
integration tools. For instance, one respondent mentioned administrative complexities,
stating, “It would be a lot of administration to enable all the sharing of the data; we
would need to be compensated for the costs” (Interview 8, personal communication,
14 October 2021]. In cases where financial reimbursement is not feasible, government
incentives for data sharing can act as a driver [Interview 9, personal communication,
10 November 2021]. Fully Shared Data Control occurred in eight cases. An example of
“Fully Shared Data Control” is a scenario in which an employer shares the employment
history data of their employee with a human resource partner responsible for managing
employee payments [Interview 8, personal communication, 14 October 2021]. Another
example could be an electricity grid provider sharing energy consumption data with a home
appliance provider using data integration tools [Interview 14, personal communication,
28 October 2021]. This approach aims to increase consumer trust and customer centricity
while improving user experience. Tactics include fully granting data control and optimizing
the user experience. The “Fully Shared Data Control” model enables data providers to
emphasize customer-centric approaches through greater transparency and enhanced user
experience. By partnering with ecosystem collaborators, companies can deliver integrated
solutions that add customer value and generate new revenue streams.

In the fourth quadrant, referred to as “Strategically Shared Data Control”, data
providers grant data access control to data subjects in strategic collaborations with partners.
This quadrant is characterized by a positive relationship between the data provider and the
data consumer, involving granting data access control to the data subject over important
data. As one interviewee emphasized: “When companies engage in a collaboration, it’s an
agreement to do something together which leads to a joint benefit. Thus, not only buying
and selling data. In a data collaboration, there is an engagement of a data provider and data
[consumer] with a benefit for both” [Interview 25, personal communication, 7 September
2022]. In this case, granting data subject data access control is facilitated, subject to certain
conditions. Firstly, the data provider typically desires control over what happens with
the data, as expressed in Interview 5 [personal communication, 28 June 2022]: “Can we
control whether our data will not end up with our competitor? Who will get access to the
data? If the data can end up with the competitor, we will not do so”. Additionally, the
data provider may expect compensation for the data or wish to receive something in return.
Furthermore, strategic collaborations between data providers are common in this quadrant.
These collaborations aim to strengthen their market positions through joint efforts, as
pointed out by an interviewee: “For many companies, the value of data is golden. This
offers many insights. Many companies set up strategic collaborations to become stronger
together and have a more robust position in the market. An example can be clusters
between media and telecom” [Interview 15, personal communication, 15 October 2021].
Granting data subject data access control in this quadrant allows actors to enhance their
customer targeting capabilities, and they strive to mutually benefit from such collaborations
[Interview 8, personal communication, 14 October 2021]. Strategically Shared Data Control
occurred in 18 cases. Examples of this scenario include a doctor granting data control over
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diagnostic data to indirectly share data to a partnering hospital [Interview 12, personal
communication, 12 June 2022] and a recruiter sharing personality and personal assessments
with a partnering hiring company, all resulting in mutual benefits [Interview 3, personal
communication, 16/6/2022]. Strategic considerations include data monetization, strategic
collaboration, and joint go-to-market efforts. Tactics include granting data access control
within strategic partnerships. In the “Strategically Shared Data Control” model, companies
focus on creating mutual value through partnerships that leverage shared data to improve
insights and customer targeting. Business models may include data monetization, where
partners receive compensation or reciprocal benefits, ensuring value for both parties while
safeguarding sensitive information. Companies can also strengthen market positioning
by developing joint go-to-market strategies that utilize each partner’s unique strengths,
driving competitive advantage through co-branded or co-developed offerings.
Table 2 concisely summarizes the main points of the outlined typology.

5. Discussion
5.1. Theoretical Implications

The first research question for this work is as follows: (RQ1) Which dimensions grounded
in the RBT determine data providers” willingness to grant data access control to data subjects
while preserving their competitive advantage in PDEs? This study identifies the level of
competitiveness [11,13,35,36,38,44,72-75] and actor relationship [3,34,35,43,45-48] as the
primary dimensions, which is in line with the dimensions in data sharing between compa-
nies. However, in PDEs, unlike data sharing between companies, the data subject plays a
central role. Companies must decide on granting data access control while considering their
relationships with other organizations, adding complexity to the process. This necessitates
the second research question to help companies manage this added complexity.

The second research question is as follows: (RQ2) Which different strategies enable
data providers to grant data access control while maintaining their competitive edge?
Our research identifies several strategic options, captured in a typology that extends
existing frameworks by focusing specifically on PDEs. This typology introduces two
key factors—data competitiveness and actor relationships—as critical in shaping data
providers’ behavior, offering a new perspective on how data control decisions are made
in PDEs. While existing frameworks explore how businesses can share data without
compromising competitiveness [11-14], they fail to address the unique challenges of PDEs,
where data subjects might share competitive data with a data provider’s rival [15]. Our
typology bridges this gap by introducing different strategies: “Exclusive Provider Data
Control”, “Involuntary Shared Data Control”, “Strategically Shared Data Control”, and
“Fully Shared Data Control”.

The novelty of this approach lies in its holistic view of PDEs, which involves not just
the data themselves but also the dynamics between actors facilitating its exchange. This
integration enables data providers to tailor their strategies, opting for open or closed data
ecosystems depending on the strategic context. For instance, in the “Strategically Shared
Data Control” quadrant, data providers might choose to share highly competitive personal
data within trusted alliances, leveraging legal safeguards. Conversely, in the “Involuntary
Shared Data Control” quadrant, if data providers lack a competitive advantage, data
subjects may share their data with rivals regardless of the provider’s preferences. Our
comparative framework (Table 2) further highlights specific strategic considerations based
on interview and case study insights. For example, when data are highly competitive and
actor relationships are weak, providers may erect barriers to data sharing, as seen in the
“Exclusive Data Provider Control” quadrant. In contrast, in strong actor relationships,
sharing may occur even with competitive data if it benefits the broader ecosystem.
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The third research question is as follows: (RQ3) How can the RBT be applied to
the relationship between data providers and data subjects in the context of PDEs? Our
findings contribute to the RBT by examining the dynamics of data access control in PDEs.
While existing research primarily applies these theories to big data analysis [9] and data
sharing between businesses [12-14], our work explores how data providers navigate the
tensions between maintaining competitive advantage and granting data access control
to data subjects. In the context of PDEs, the ability to control access to data—whether
through Exclusive Provider Data Control, Involuntary Shared Data Control, Strategically
Shared Data Control, or Fully Shared Data Control—is a key resource for firms. A key
distinction between PDEs and data sharing between companies is the reliance of data
providers on data subjects’ decisions, as illustrated in Table 3 This interdependence marks a
significant shift in the RBT, as traditional data sharing between businesses typically involves
unilateral control by data providers. As data subjects become active participants in PDEs,
the interdependence between data providers and data subjects becomes a valuable dynamic.
The concept of “shared data control” within PDEs contributes to the RBT, emphasizing
the collaborative nature of the relationship between data providers and data subjects.
Companies must therefore balance their competitive advantage with the collaborative
nature of the data-sharing process. Additionally, they can draw on strategic alliances with
other stakeholders and engage with data subjects to enhance their data resources while
ensuring long-term value creation. Companies must evaluate their data access control
strategies based on their relationships with competitors and partners, alongside the level of
data competitiveness. This approach allows data providers to decide whether to grant data
access control.

Table 3. Comparison of RBT on data analysis, data sharing between businesses, and personal
data ecosystems.

Resource-Based View on Data in Resource-Based Theory on Resource-Based Theory in

Data Analysis

Data Sharing Between Businesses Personal Data Ecosystems

Data control is shared between the

data provider and the data subject
Data are shareable and aid in depending on data competitiveness
developing the firm’s performance [14].  and the relationship between data

Big data analysis is a core resource Firms need to manage whether to provider and data consumer, leading
within the company [9] share data or protect data, and they to four scenarios: Exclusive Data

control with whom they share which  Provider Control, Involuntary Shared
data [12,13]. Data Control, Fully Shared Data
Control, and Strategically Shared
Data Control.

5.2. Practical Implications

This research provides valuable insights for data access control strategies aimed at data
providers and serves as a valuable tool for ecosystem orchestrators, as illustrated in Table 4.
For data providers, the framework outlines four distinct quadrants, each representing
strategic scenarios that guide them in navigating the complexities of PDEs. These scenarios
offer actionable guidance on balancing data access control with competitive advantage.
Table 4 highlights strategies for each quadrant. Each type involves a different access control
strategy, ranging from open access towards restricted control granted. The data providers
can decide on different strategies, ranging from data protection, building customer trust,
and forming alliances to enhancing customer service.
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Table 4. Access control strategy and ecosystem orchestrator strategies.

Quadrant

Data Provider
Strategy

Access Control
Strategy

Prioritization for
Ecosystem Design

Exclusive Provider
Data Control

Involuntary Shared
Data Control

Restricted control Data protection

Limited access
control (only
certain types of
data)

Customer trust
creation and legal
compliance

Trusted alliances

Limited access and joint

Lowest potential,
avoid

Medium potential,
requires (legal)
enforcement

Potential, requires

Strategically Shared control (only go-to-market trustwor’shy
Data Control . data-sharing
partners) strategies, data mechanisme
monetization
Customer services ~ Highest potential,
Fully Shared Data Open access and optimal requires use case

Control p customer identification with

experience highest value

For ecosystem orchestrators, the typology functions as a strategic tool for designing
sustainable ecosystems. By considering both the nature of the data exchanged and the
extent of ecosystem participation, orchestrators can optimize ecosystem configurations.
For instance, providing long-term partners with access to less sensitive data is more
feasible than sharing critical data with direct competitors. In the most promising cases,
this approach requires identifying specific use cases, while in other cases it requires trust-
building mechanisms and/or enforcement strategies. Notably, the “Exclusive Provider Data
Control” quadrant should initially be avoided. Overall, the typology supports evaluating
and comparing data ecosystems, proposing strategies to evolve toward sharing more
complex data with a broader range of actors. This approach helps set maturity trajectories
for data ecosystems, progressing from simpler setups to more intricate configurations.

Data control strategies involve a range of legal and technical measures to manage
data access effectively. In the Exclusive Provider Data Control scenario, the strategy
focuses on ensuring the company’s data protection by restricting access, such as not
opening APIs and maintaining tight control over data sharing. In contrast, the Involuntary
Shared Data Control approach includes measures to build customer trust by opening APIs
selectively to other companies and providing data subjects with an interface that enables
restricted data sharing, as determined by the company. This strategy is primarily aimed
at ensuring legal compliance. For Strategically Shared Data Control, APIs are shared only
with partners involved in a joint go-to-market strategy. To maintain control, companies
develop trustworthy data-sharing mechanisms and design contracts that define specific
conditions under which data can be shared. Interfaces allow data subjects to share data only
with preferred partners, adding an additional layer of control. Lastly, in the Fully Shared
Data Control model, a completely open ecosystem is established, where interoperability
is enabled across all ecosystem participants who adhere to shared standards. In this
scenario, the interface for data subjects facilitates seamless data sharing with all players in
the ecosystem.

6. Limitations and Further Research

An initial limitation concerns potential restrictions regarding the generalizability of our
findings to other geographies and over time. This is a result of the research’s methodology
as well as of its exploratory nature within the emerging Solid ecosystem in Flanders. This
research aimed to transcend in-depth company-focused single case studies by offering
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generalizable insights applicable to data providers aiming to grant data control. However,
our focus was geographically constrained to maintain consistency. The theoretical model
developed could be applied to other ecosystems with similar characteristics. For instance,
ecosystems in regions with high innovation density and with similar legislation as Flanders
may exhibit comparable dynamics, while those in economies with a lower innovation
potential and different legislation may require adjustments to account for differences in
strategic drivers and barriers regarding granting data access control. Additionally, the
temporal scope has limitations due to the early development stage of PDEs. However, the
framework’s conceptual nature allows for adaptable high-level application and is inherently
scalable to different contexts in principle. To enhance the framework’s generalizability,
future research should aim to validate it using real-life use cases in diverse geographical
settings and in PDEs at different levels of maturity.

Second, the concrete operationalization of the presented framework to allow for use
in practice is beyond the scope of our exploration. Subsequent research could focus on
identifying meaningful cut-off points for the various dimensions. For example, identifying
cut-off points across underlying factors is necessary to classify data as highly competitive or
actor relationship as positive or negative in specific use cases. This requires a deep dive in
particular contexts, blending qualitative and quantitative methods to highlight the relative
significance of the identified dimensions within specific use cases. In this approach it is
essential to explore each quadrant using detailed case studies to provide deeper insights
into decision criteria and preferences of decision-makers. Furthermore, the hierarchy
between the level of data competitiveness and actor relationships, as identified through
interviews, could be explored in more detail through quantitative research, examining
real-life decision-making processes.

Third, the proposed typology offers a conceptual framework that empowers com-
panies to strategize by categorizing various approaches and tactics. This research has
validated the typology through specific use cases, demonstrating its practical applicability.
However, further investigation is required to understand the trade-offs that real companies
face, ensuring a thorough analysis of potential obstacles, challenges, and unintended out-
comes associated with adopting these strategies This study primarily relied on interviews
and case studies, which, while providing valuable insights, offer a limited perspective on
the broader implementation challenges, such as legal risks, data security, and technical
obstacles in diverse contexts. Future research should explore these critical issues more com-
prehensively, incorporating diverse perspectives and contexts and examining the dynamic
evolution of data control strategies in response to rapid technological advancements.

Fourth, future research could focus on providing practical implementation guidance
for data access control strategies, potentially through the development of evaluation tools
or frameworks that assess data sensitivity levels and measure the effectiveness of data
control mechanisms. Additionally, the creation of indicators to identify the quality of these
strategies could define trust-building strategies for companies. Conducting small-scale
trials or surveys could further explore adoption of data access control mechanisms and
identify practical challenges faced by organizations when implementing the identified data
control strategies in this research.

A final limitation is the merely tangential investigation into the business models
associated with different types of personal data control constellations. The quadrants
within the framework could serve as foundations for unique business models for data
providers. Thus, future research might delve deeper into the business models adopted by
data providers within each quadrant. Additionally, further studies could investigate how
companies can integrate data control mechanisms into their business models to leverage
them as a competitive advantage, thereby deepening the practical relevance of this research.
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7. Conclusions

This study investigates the delicate balance companies must strike when safeguard-
ing their competitive edge while granting data subject data access control within PDEs.
Our contributions extend to both the RBT and KBT, building on existing frameworks and
insights from the Flemish Solid personal data ecosystem. We developed an “ideal-type”
typology of personal data access control constellations in PDEs based on the level of data
competitiveness and actor relationships. This typology facilitates trade-offs between pro-
tecting data providers’ competitive advantages and granting data control to data subjects.

The typology identifies barriers and drivers for data providers’ willingness to grant
data subject data control, categorizing ecosystems into four quadrants: Involuntary Shared
Data Control, Exclusive Data Provider Data Control, Fully Shared Data Control, and
Strategically Shared Data Control. Data providers are less willing to share if data hold a
competitive advantage or if the relationship with the intended data consumer is negative.
This aligns with safeguarding a firm’s competitive edge, preserving IP, and ensuring ethical
and legal data sharing. While existing frameworks explore how business can share data
without compromising competitiveness, they fail to address the unique challenges of
PDEs, where data subjects might share competitive data with a data provider’s rival. Our
typology bridges this gap by introducing different strategic scenarios and adds to the RBT
by introducing the notion of shared control between the data provider and data subject.

The typology holds practical implications for both data providers and ecosystem
orchestrators. Firstly, it assists data providers in determining which data could or should
have data subject data control based on the level of data competitiveness and actor rela-
tionships. This aids managerial decision-making in striking the right balance between
safeguarding competitiveness and granting data subject data control. Secondly, the con-
ceptual framework is valuable for ecosystem orchestrators in selecting use cases during
PDE development. For PDEs, choosing an appropriate use case can be challenging. Our
framework helps define suitable scoping in terms of data types and ecosystem width,
addressing diverse stakeholder needs.
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Appendix A

List of interviewees.

Company Role in Ecosystem Profile Date Interview
1 Data consumer /provider Content expert 13 June 2022
2 Data consumer /provider C-level 15 June 2022
3 Data consumer /provider Content expert 16 June 2022
4 Data consumer/provider Content expert 14 July 2022
5 Data consumer/provider Content expert 28 June 2022
6 Data consumer/provider Content expert 4 November 2021
7 Technology service provider C-level 30 June 2021
8 Data consumer/provider Content expert 14 October 2021
9 Data consumer/provider Content expert 10 November 2021
10 Data consumer provider C-level 6 July 2022
11 Technology service provider C-level 7 July 2022
12 Ecosystem level Content expert 12 July 2022
13 Technology service provider Content expert 13 July 2022
14 Ecosystem level C-level 28 October 2021
15 Ecosystem Level C-level 15 October 2021
16 Data consumer/provider Content expert 8 November 2021
17 Data consumer/provider Content expert 27 July 2022
18 Technology service provider C-level 28 July 2022
19 Technology service provider C-level 2 August 2022
20 Data consumer /provider Content expert 22 October 2022
21 Technology service provider C-level 4 August 2022
22 Data consumer/provider C-level 8 August 2022
23 Data consumer/provider Content expert 10 August 2022
24 Technology service provider C-level 11 August 2022
25 Technology service provider C-level 7 September 2022

Appendix B

The coding tree below showcases the dimensions and factors that were triangu-
lated in the interviews and the literature. “Mentions in Interviews” states the num-
ber of interviewees out of 25 that indicated that this dimension or factor is part of
their decision to grant data control. The “Literature Dimension” and “Literature

Factor” indicate the literature that considers the respective dimensions and factors.

Dimension .
. A . . . Factor Literature
(Mentions in Literature Dimension .
. (Mentions) Factor
Interviews)
Coreness
Level of data (20/25) [2,3,11,42,67]
it 11,1 44,727
competitiveness  [11,13,35,36,38,44,72-75] Level of processing [1,33,40,47]
(24/25) (23/25) 93,40,
A Level of competition
ctor
(22/25)
. . _ 45-48,71
relationship [3,34,35,43,45-48] Level of collaboration [ |
(24/25)

(21/25)
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