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• We propose a novel anomaly detection model based on
sparse random neural networks.

• The sparsity allows for an efficient implementation on re-
source constrained devices.

• Our model achieves high anomaly detection accuracies
on different datasets.

• Unlike most contemporary approaches, our model sup-
ports continuous online learning.
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Abstract

Whether it is used for predictive maintenance, intrusion detection or surveillance, on-device anomaly detection is a very valuable
functionality in sensor and Internet-of-things (IoT) systems. In this paper, we introduce a novel anomaly detection technique
based on sparse, random neural networks. The sparsity in the model allows for a very efficient implementation on embedded or
resource constrained hardware. Our approach supports continuous online learning where the model is deployed to the sensor device
without any prior training. As new data becomes available, the model is updated and becomes better at detecting anomalies. We
experimentally validate our approach on several default benchmark data sets in the visual domain as well as on industrial quality
inspection and predictive maintenance tasks. We show that our approach achieves a very favorable trade-off between computational
cost and anomaly detection accuracy.

Keywords: Anomaly detection, Continuous learning, TinyML, Edge AI, Sparse neural networks, Random neural networks.

1. Introduction

On-device anomaly detection is a commonly requested fea-
ture in Internet-of-Things (IoT) and sensor applications [1], with
use cases including predictive maintenance [2], industrial in-
spection [3], intrusion detection [4] and smart surveillance [5].
While there are many algorithms available that accurately de-
tect anomalies in various types of input data, most of them are
ill-suited for deployment on resource constrained edge devices.
Despite their limited computational resources, edge devices are
an attractive platform for anomaly detection algorithms thanks
to their close proximity to the sensor producing the data. In
many distributed sensing applications, it would not be scalable
to stream all data to a central location for processing. In the case
of anomaly detection where, by definition, the events of interest
are extremely rare, this would result in a very large communi-
cation overhead, especially for rich input data (e.g. video or
audio). In addition, privacy considerations might impose con-
straints on what can be shared with an algorithm deployed in
a cloud backend. In those cases, edge deployment of anomaly
detection models provides a privacy friendlier solution since the
data is processed on a trusted, on-premise, device.

In this paper, we introduce a novel approach, based on sparse
random neural networks for on-device anomaly detection. It
addresses three main requirements:

Requirement 1: Efficiency: Common approaches for anomaly
detection rely on deep (variational) autoencoders [6], Genera-
tive Adversarial Networks [7] or Transformers [8]. These achieve
high detection accuracies but are computationally very expen-
sive. More traditional techniques such as those based on nearest
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neighbour analysis require less computations but instead use a
large amount of memory to store the entire training dataset in a
lookup table[9]. Edge devices however have limited computa-
tional resources and memory, making it difficult to deploy these
types of models.

Requirement 2: Continual updating: The real world is not
static. Changes in operating conditions, wear of the machine,
sensor drift, ... all cause the distribution of sensor data to change
over time. Without continual learning, anomaly detection algo-
rithms will start reporting increasing numbers of false positives.
To deal with the domain shift of the input data distribution, an
on-device anomaly detection solution should support continual
learning, allowing it to be updated continuously over time as
new data comes in. Ideally, the model is updated locally, on
the edge device itself. That way no sensor data ever leaves the
device. Note however that continual learning might also cause
false negatives, for example when a machine slowly degrades
over time. Updating the model can then compensate for the
anomalies, causing it to miss them until it is too late. It will thus
strongly depend on the application whether continuous learning
is an advantage or a disadvantage.

Requirement 3: No prior training: We could even go one
step further and deploy the model to the device without prior
training. A benefit of this approach is that the model special-
izes on a specific sensor instance [10]. Two similar sensors,
mounted on two similar machines, will produce slightly differ-
ent data, depending on the configuration, location or settings of
the machine. In addition, the events that the algorithm should
flag as anomalous might also be specific to each machine. It
is therefore difficult to develop one global anomaly detection
model that is capable of handling all these different environ-
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ments. Instead, the anomaly detection algorithm will need to be
specialized to each machine. Ideally, we train a new dedicated
model from scratch for each individual sensor instance. Most
existing approaches require an offline training phase before the
model can be used for inference. This is less appropriate for
on-device anomaly detection as it would require us to record a
large number of data points and then either train the model on
the edge device (slow) or to transmit the data to the cloud for
training (expensive and privacy sensitive). Instead, we would
like to deploy the anomaly detector immediately to the device
without prior training, the algorithm will then learn automat-
ically over time to model the normal inputs and will become
more accurate at detecting any deviating events.

In this paper, we present a novel method that fits these require-
ments. It is based on a sparse random neural network that is
efficient to evaluate and to store. The model requires no prior
training and is continuously updated. Despite its simplicity, it
achieves competitive results on different visual anomaly detec-
tion tasks. We focus on visual anomaly detection because it
is applicable in many different domains and because the high
dimensionality of the input data is challenging for embedded
execution. In addition to the anomaly detection accuracy, we
evaluate three characteristics that are important for real-world
deployment of the model: The robustness against noisy training
data, the performance in the limited data setting and the com-
putational cost.

The remainder of the paper is organized as follows. In sec-
tion 2 we give an overview of existing literature and provide
some insights into why random neural networks extract useful
features, despite their random nature. We introduce our model
in section 3 and then validate its performance on three bench-
mark datasets in section 4. We also investigate its capability for
online learning, its robustness against noisy training data and
its performance in the limited training data setting. We further
analyze the computational cost of the model and provide visu-
alizations of the learned features. We also show how our model
can be used in combination with rich feature extraction models
in section 5 and apply it on time series data in section 6. We
conclude in section 7 and give pointers for future research.

2. Related work

2.1. The unreasonable effectiveness of random neural networks

In a random neural network, all or some of the connections
are left untrained after their random initialization. This allows
for an extremely efficient training process, compared to fully
trained architectures [11]. Despite their simplicity, random neu-
ral networks are capable of extracting useful feature representa-
tions in a variety of different domains. In addition to their train-
ing efficiency, randomization allows to use non-differentiable
operations in the architecture such as Heaviside step functions
[12]. This makes it easier to build models that use binary acti-
vations or decision logic in the architecture.

There are different hypotheses on how random neural networks
can extract useful information. One interpretation focuses on
the connections with kernel machines and Gaussian Processes
[13] while others explore the effect of random transformations
in metric space. Assuming that points in the input data belong-
ing to different classes form larger angles than points belonging
to the same class, it has been shown that the random neural net-
work performs an embedding which reduces the angles of the
points from the same class while increasing those of different
classes, in effect increasing the separation among classes [14].

In the following paragraphs, we briefly discuss the history of
random neural networks. For a more in depth overview on this
topic, we refer to some excellent surveys [11, 15].

Neural networks with a single hidden layer with fixed, ran-
dom connections have been known for a long time. The most
well studied implementations are Random vector functional-
links (RVFLs) [16]. RVFLs can be used for classification and
regression. They approximate a function using a weighted sum
of randomly extracted features. The weights used in the weighted
sum are then optimized by formulating the optimization prob-
lem as an `2-regularized least squares [11]. Extensions of RVFLs
then build ensembles [17, 18] or optimize the distribution from
which the random parameters are selected [19]. For an in depth
overview of recent advances in RVFLs, we refer to [20].

In recent years, the study of Random neural networks has been
focused on deeper architectures where multiple layers are stacked
to obtain a more powerful function approximator. This research
also provides insight into the behavior of a deep neural network
in the initial stages of training (i.e. when the weights are still
close to their initial, random values). It also allows us to under-
stand how much of the performance of a neural network is due
to the training algorithm and how much can be attributed to the
biases encoded in the architecture (e.g. the use of convolutional
filters or pooling to introduce invariance). It has been shown
that a randomly initialized convolutional neural network (CNN)
can extract enough structural information to perform image de-
noising [21], image classification [22, 23], style transfer [24]
and audio classification [25].

In this work, we focused on feed forward models. Yet, there
is also a substantial history of approaches that applied the con-
cepts of random neural networks to recurrent models. These
are especially useful if there is a temporal relationship between
inputs. One noteworthy paradigm is Reservoir Computing [26].
The basic idea is to use random weights for the recurrent hid-
den layer and only train the last part of the network. The ran-
dom connections then transform the input to a high-dimensional
feature space where the learning problem can be performed us-
ing a linear model. Other similar techniques include Echo State
Networks[27] which, like our approach, also use a high spar-
sity level, Liquid State Machines [28] and Fractal Prediction
machines [29].

Several works have proposed the use of random projections for

2



anomaly detection tasks [30, 31, 32, 9, 33]. These works how-
ever mainly focus mostly on anomaly detection performance
whereas we also demonstrate other key benefits such as a low
computational cost (thanks to the sparsity), support for contin-
uous online learning and increased robustness to noisy training
data.

Our approach is most similar to the Arrays of (locality-sensitive)
Count Estimators (ACE) [9] which uses Signed Random projec-
tions (SRP) to hash inputs to binary hashcodes. A single neuron
in our neural network performs the same operation, i.e. a mul-
tiplication with a random vector, followed by a thresholding
function. The ACE algorithm uses L of these hash functions,
combined into a meta-hash function. This is similar to how we
combine multiple neurons into a single layer. Our approach
differs in that we can use multiple layers, each followed by a
non-linear activation function (step function). This allows us to
extract more complex features from the data. In addition, we
force most of the weights to be zero, resulting in sparse matrix-
vector multiplication. We also focus more on the online learn-
ing aspect and show that our method can automatically adapt to
changes in the input data distribution.

2.2. Sparsity in neural networks
An important part of our approach is the high sparsity rate of

the neural network. This drastically reduces the memory foot-
print and computational cost and enables efficient evaluation on
resource constrained devices. For these reasons, sparse neural
networks have gathered much attention in the past years. In ad-
dition, biological brains are also highly sparse and this sparsity
is often quoted to be crucial in scaling biological brains [34].

It is well known that typical deep neural networks are over-
parameterized [35, 36]. There is good empirical evidence that
this is not strictly needed to perform the task itself but instead
seems to make training the model with stochastic gradient de-
scent easier [37, 38]. This however comes at the expense of an
increased memory consumption and computational cost, mak-
ing them less suited for resource constrained edge devices. In
addition, the over-parameterization might also increase the risk
of overfitting [39] or might even make the model more sensitive
to adversarial attacks [40].

In the following paragraphs, we focus mainly on approaches
that use sparsity to improve the efficiency of the models during
inference. For a more in-depth overview, we instead refer to
[41].

Sparsificiation can be applied at different stages during devel-
opment. The most common approach is to use a standard dense
training procedure, after which weights are pruned from the
model [41]. The model is then typically finetuned to recover
some of the lost accuracy. The disadvantage of this approach is
that it does not reduce the training cost since a full dense model
needs to be trained first. It is therefore not very well suited to
our use case of continuous online, on-device learning. Other
approaches increase the sparsity automatically during training

[42], even before the model has been trained to convergence.
This is usually cheaper than the previous approach but is also
more complex as the pruning schedule might need to correct for
errors caused by premature pruning. In the extreme case, we
can start with a sparse model and train the entire model in the
sparse regime by removing and adding elements during train-
ing. This provides the most benefits in terms of computational
cost but often requires complex hyper parameters and training
routines.

Regardless of the stage in which the pruning is applied, there
are different techniques that can be used to select the weights
to remove. Simple heuristics such as those based on weight
magnitude [43, 44] often work well. Other more advanced ap-
proaches consider the sensitivity of the output of a neuron to
the input sample [45], the similarity between the activations
of two neurons [46], second order gradient information [47] or
bayesian statistics [48].

It is crucial to note that a sparse model does not necessarily
guarantee a speed-up in practice. Since hardware such as Graph-
ical Processing Units (GPUs) are designed for dense compu-
tations, small dense models are often faster in practice than
sparse models of a comparable size [49]. There is however an
increased interest in hardware and software solutions that can
exploit sparsity, especially for resource constrained IoT appli-
cations. For an in-depth overview of these approaches, we refer
to [50].

2.3. Online anomaly detection
Anomaly detection has been a very active research domain

in the past decades since it has so many valuable applications
in industry, healthcare, finance and security [51]. Many algo-
rithms have been developed for different use cases and input
data types. Neural network based approaches typically outper-
form other approaches, especially on rich input data (images,
audio, video) [51]. The most common approaches are based
on deep (variational) autoencoders [6], Generative Adversar-
ial Networks [7] or Transformers [8]. Their performance how-
ever comes at a very high computational cost, making them less
suited for resource constrained edge devices.

While most approaches require a separate training and evalu-
ation stage, we are instead more interested in the continuous
learning setting where the model needs to adapt to changes in
the environment. This is a very challenging task since the up-
dating procedure needs to be efficient while at the same time
avoiding catastrophic forgetting [52, 53]. Interesting approaches
combine the feature extraction power of neural network-based
models with the continual learning capability of statistical de-
tection methods [54] or allow models to be selectively updated
in an efficient way [55]. Other approaches use human feedback
to correct the model [56]. It is unlikely that there will only be a
single instance of the sensor. In a factory for example, there will
be multiple identical production lines. It would then be interest-
ing the exchange information between the different models that
monitor the different lines. Federated or collaborative learning
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Figure 1: Our model uses a randomly initialized neural network with a high sparsity to transform the input to a binary hash code. We keep track of a running average
of the hash codes observed so far in a memory. The anomaly score is calculated as the dot product of the hash code and the memory.

would be able to exploit this to improve the overall anomaly
detection accuracy [57].

3. Approach

Algorithm 1 Initialization and forward pass of the model
L: Number of layers in the model
ni: Number of neurons in layer i
si: Sparsity rate of layer i
λ: Learning rate
Wi: Weight matrix of layer i
memory: Memory array

procedure init
for i = 1 to L do

for j = 1 to ni do
Wij = Uni f orm(−1, 1)
Wij = Wij × Bernoulli(1 − si)

end for
end for

end procedure

procedure forward(x)
for j = 1 to L do

x = sparse dot(x,Wi)
x = binarize(x)

end for
score = x ·memory
memory = λ ∗ x + (1 − λ) ∗memory
return score

end procedure

Our approach is based on Locality Sensitive Hashing (LSH) [58],
an algorithmic technique which uses hash functions to map in-
put data points to buckets. These functions are designed to map
similar inputs to the same bucket. LSH is typically used for data

clustering [59] and nearest neighbor search [60] but can also be
used for anomaly detection [61]. Since anomalous data points
differ substantially from normal inputs, they will be mapped to
different buckets. An anomaly score is then obtained by count-
ing how many normal training samples are allocated to the same
bucket as the test sample. Different families of hash functions
such as p-stable hashing [62] and randomized trees [63] have
been proposed before while other, more advanced methods use
properties of the training data to select suitable hash functions
[64].

A major benefit of LSH-based approaches for anomaly detec-
tion is that they have a limited computational and memory foot-
print. The computational cost depends on the number and type
of hash functions but is typically much lower than that of al-
ternative approaches such as One-class SVMs . In addition,
the memory consumption is constant, independent of the num-
ber of training examples. Alternative approaches such as those
based on nearest-neighbor analysis store and process the en-
tire dataset to evaluate a new sample. Their computational cost
and memory consumption will increase as the model is trained
on more training data. In addition, LSH-based approaches are
better suited for continual learning since updating the model re-
quires only updating the bucket counters.

We propose to replace the hash functions in the LSH model with
a random sparse neural network with binary activations. This
combines three main benefits. First, the weights of the model
are chosen at random and are not updated afterwards. There is
no need to collect a training dataset nor to update the weights
before or during deployment. Our approach follows the well
known paradigm that states that randomization is (computation-
ally) cheaper than optimization [65]. In addition, the weights
of the model are completely characterized by a random seed.
It is therefore not needed to store or transfer the exact weights
as they can always be recovered by sampling from the random
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generator initialized with that specific seed. A second important
benefit is the sparsity of the weights. In our experiments, only
0.1% to 10% of the connections have a non-zero weight. The
multiplications with a zero weight can then be skipped, result-
ing in a drastic speed up. Sparse connectivity is often used to re-
duce the computational cost and memory footprint of deep neu-
ral networks [66]. Obtaining a sparse model can be challenging
however. Most approaches rely on pruning after training to re-
move connections based on second order gradient information
[47], weight magnitude [44] or bayesian statistics [48]. This
is less suited for online, on-device training as it involves train-
ing a full, dense model and then slimming it down to a more
efficient version. There are also approaches that train a sparse
model from scratch but this typically results in less accurate
models [67]. The sparsity of our model introduces no training
difficulties as the model is initialized randomly and the weights
are never updated. Finally, the neural network is designed by
stacking one or more of these layers, each followed by a step
activation function. This effectively binarizes the activation of
each layer. Binary activations are commonly used to reduce the
computational cost of deep neural networks [68, 69, 70].

In addition to the random sparse neural network, our anomaly
detection model also requires an array of floating point counters
as can be seen in Figure 1. This is the only part of the model that
changes over time. To process a new datapoint, we first pass it
through the neural network to obtain a fingerprint of the input
consisting of a binary activation vector with -1 and +1 values.
To model the data observed so far, we keep track of an expo-
nential moving average of the activations (the memory). This
allows us to easily update the model over time as new data has
been observed. To predict the anomaly score for a data point,
we simply calculate the dot product between its activation vec-
tor and the memory. Algorithm 1 describes the entire process.
We also include a Python implementation in Appendix A.

Intuitively, the sparse random neural network projects the in-
put datapoint to a high dimensional feature space. Even though
the weights of the neural network are initialized randomly, this
transformation improves the separability of the input data [14].
The memory can then be interpreted as the average feature rep-
resentation observed so far and the dot product effectively cal-
culates a similarity metric between the feature representation of
the input and this average (prototype) representation.

To initialize the neural network, we first need to decide on the
number of layers and neurons in each layer. The only constraint
is the number of neurons in the last layer, which should match
the size of the memory array. We sample the weights randomly
from a uniform distribution between -1 and 1 and set most of
the weights to zero by sampling from a Bernoulli distribution
with probability p = 1 − s where s is the desired sparsity rate
e.g. 0.999, meaning that 99.9% of the connections will have a
weight of zero.

4. Experiments

We first validate our approach on three benchmark datasets:
MNIST [71], FashionMNIST [72] and CIFAR10 [73]. These
are commonly used datasets to evaluate anomaly detection al-
gorithms [7]. Their visual nature makes it easier to qualitatively
understand the reported anomalies. Each dataset contains ten
labeled classes. The MNIST and FashionMNIST datasets con-
tain 28×28 grayscale images of respectively handwritten digits
and clothing items. The more challenging CIFAR10 dataset
contains 32 × 32 RGB images of daily objects such as cars,
ships and various animals. We follow the common methodol-
ogy in anomaly detection literature to treat the data from one
class as normal and the other classes as abnormal [74]. The
model is trained on the normal class and then has to flag inputs
from other classes as anomalous during testing. We did not
perform dataset augmentation. Other approaches such as [7]
improve the generalization by training on an augmented ver-
sion of the original dataset. They take random crops, flips and
rotations of the images and they randomly adjust the hue, satu-
ration, brightness and contrast. This increases the performance
but makes it difficult to objectively compare the performance
with other methods that use different augmentation techniques
since it is unclear how much of the increase in anomaly detec-
tion performance can be attributed to the model and how much
to the data augmentation. Unless otherwise noted, we use all
available training data (of a single class) to train the models.

Table 1 describes the architectural details of the sparse net-
works used in our experiments. For the MNIST dataset, we
used a single layer model with 1000 neurons and a sparsity
rate of 99%. For the FashionMNIST dataset we used a single-
layer with 5000 neurons and a higher sparsity of 99.9%. For
the more challenging CIFAR10 dataset, we used three layers of
10000, 5000 and 1000 neurons respectively and a sparsity rate
of 99.9%. We set the exponential moving average parameter λ
to 0.1. These hyper parameters were determined by grid search,
using a subset of the train data for validation. We will analyze
the impact of these hyperparameters in section 4.2.

In the next sections, we experimentally analyze different as-
pects of our model. We start in section 4.1 with a quantitative
analysis of the anomaly detection performance. We also show
some qualitative examples to prove that the model indeed de-
tects sensible anomalies. In the subsequent sections, we focus
on different aspects such as the impact of the sparsity rate (sec-
tion 4.2), the capability for online learning (section 4.3), the
robustness against noisy training data (section 4.4) and the per-
formance when training data is scarce (section 4.5). We then
also analyze the computational cost (section 4.6) and show how
we can visualize the features that the model has learned (section
4.7).

4.1. Anomaly detection performance

Table 3 presents the anomaly detection performance in terms
of the Area Under the ROC-Curve (AUC-ROC) score for each
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Table 1: Model architecture details for each of the three benchmark datasets.

Dataset MNIST FashionMNIST CIFAR10

Input size (pixels) 28 × 28 = 784 28 × 28 = 784 32 × 32 × 3 = 3072
Train samples 60,000 60,000 50,000
Test samples 10,000 10,000 10,000

Number of layers 1 1 3
Number of neurons 1000 5000 10000, 5000, 1000
Memory array size 1000 5000 1000
Layer sparsity 99% 99.9% 99.9%
Non-zero weights 7,840 3,920 85,720

class of each dataset. As is common in anomaly detection lit-
erature, we use all available training images and then report the
performance on a held-out test set with 1.000 normal images
(belonging to the same class as the training data) and 1.000 ab-
normal images (randomly selected from the other nine classes).
We also report the average score over all ten classes. During
testing, we set the exponential moving average parameter λ to
0. That way, our model is never updated using test data.

We compare our approach against commonly used anomaly de-
tection algorithms such as One-Class SVMs (OC-SVM) with an
RBF-kernel, Isolation Forests (IF), Local Outlier factor (LOF)
and a Principal Component Analysis based approach (PCA).
For this last method, we train PCA to reduce the dimensional-
ity of the input samples to five (ten for the more complex CI-
FAR10 dataset), after which we reconstruct the input using the
inverse transform. We then use the reconstruction error (Mean
squared error) as anomaly metric. All baseline methods use
the scikit-learn [75] implementation. We also list the perfor-
mance of some recent state-of-the-art approaches. These are all
based on deep neural networks and obtain a very high accuracy.
They however also use a much more complex architecture, of-
ten based on large networks such as ResNets or Generative Ad-
versarial Networks, making them less suited for resource con-
strained edge devices. In addition, these also do not support
continuous online learning. The results for these models were
copied from the respective papers.

Table 3 shows that our method obtains anomaly detection per-
formances that are comparable to the baseline methods and even
to some of the much more complicated deep learning based ap-
proaches.

We show a qualitative analysis of the results in Table 2. For
each dataset, we show examples of normal test images (belong-
ing to the class the model was trained on). We show images
that have the lowest anomaly score (correctly predicted to be
normal) and images that have the highest anomaly score. The
latter being false positives (incorrectly predicted to be anoma-
lies). False positives have a large impact on anomaly detection
systems since they typically require further analysis by a hu-
man expert. These examples show that despite its simplicity,
our model is able to capture some typical attributes of the nor-
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Figure 2: Average AUC over all classes on the FashionMnist dataset for a single
layer model with a different number of neurons and sparsity rate.

mal class and that the false positives indeed differ substantially
from the normal images, even though they belong to the same
class and are not labeled as anomalous. For the MNIST dataset
for example, the model even detects a wrongly labeled sam-
ple in the dataset (first digit of class “three” should be labeled
“five”). For the FashionMNIST dataset, the anomalies show
multiple instances of the same clothing item in one picture or
substantially different styles (e.g. class five: “Sandal”). The
CIFAR10 dataset is harder to interpret but here the anomalies
are either close-up images where only part of the object is vis-
ible, images with text in the background or unusually colored
objects (e.g. a blue frog).

4.2. Impact of sparsity and layer size

Each layer in the neural network is characterized by two
hyper parameters: the number of neurons and the sparsity rate.
To evaluate the impact of these hyperparameter values on the
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Table 2: Examples of normal images with a low anomaly score (True negatives) and a high anomaly score (potential false positives) for the different classes of the
MNIST, FashionMNIST and CIFAR10 dataset.

MNIST FashionMnist CIFAR10
Class Low anomaly score High anomaly score Low anomaly score High anomaly score Low anomaly score High anomaly score

0

1

2

3

4

5

6

7

8

9

anomaly detection performance, we performed a grid search
of the model for FashionMNIST. Figure 2 reports the average
AUC over all classes for a one layer model with the number of
neurons varying from 100 to 10000 and varying sparsity from
50% to 99.999%.

Although most of the combinations result in a similar perfor-
mance, we can make two observations. First, for a given spar-
sity rate, a higher layer size tends to result in a higher AUC
score. This is not surprisingly as a larger layer size increases
the networks capacity to extract features from the data. The
sparsity rate however has a more complex relation with the final
AUC score. The highest scores are usually obtained at sparsity
rates of 99 % to 99.99 %. As the layer size increases, we can
see that the model can tolerate a higher sparsity rate.

For completeness, we performed the same experiment on the
MNIST and CIFAR10 dataset. These results can be found in
Appendix B.1 and support a similar conclusion. One remark-
able observation is that the FashionMNIST dataset can tolerate
a higher sparsity rate than the MNIST dataset. A possible ex-
planation of this can be found in the fact that the MNIST data
samples are already very sparse (most of the values in the in-
put are zero). Where the MNIST samples show a narrow pen
stroke, the FashionMNIST samples show larger objects that are
typically filled in (many more elements with non-zero values).
As all the connections to the input are random, a sparse input
will require more connections to pick up on a useful feature.

4.3. Online learning

A key benefit of our approach is that it naturally supports
online continuous learning. Every time a sample is processed,
we return an anomaly score and update the memory array us-
ing a running average as explained previously. Note that only
the memory array is updated and the neural network weights
remain at their original, random values. In Figure 3 we show
how our method supports online learning to deal with domain
shift. We used a held-out test set of FashionMNIST samples
belonging to class zero (t-shirt) and one (pants) and show the
median predicted anomaly score on these two test sets with
the blue and orange line respectively. We begin the experiment
with a completely untrained model (a zero-valued memory ar-
ray). The x-axis shows the number of samples that were pre-
sented to the model. We first present 100 images belonging to
class zero and each time calculate the median anomaly score on
both test sets. After the first few inputs, both anomaly scores
drop rapidly. This is because both classes share some similari-
ties, i.e. they both show a white object on a black background.
As more images of class zero are processed by the neural net-
work, we see a stronger decrease of the anomaly score of class
zero and the model becomes better at recognizing the anoma-
lies. For the next hundred samples, we only present samples of
class one. We observe that the model starts predicting a lower
average anomaly score for class one, and correspondingly, the
average anomaly score of class zero increases as more samples
of class one are observed. After just twenty samples, the model
has recovered from the shift in input data. For the next hun-
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Table 3: Anomaly detection ROC-AUC (%) on the three benchmark datasets where one class is considered normal and the others anomalous. For our method, we
report the average AUC over 10 runs, together with the standard deviation.

Dataset Method 0 1 2 3 4 5 6 7 8 9 Avg

MNIST

Ours 97.5 99.3 89.1 92.2 91.8 78.4 92.7 93.4 89.1 90.8 91.5 ± 0.06
IF 96.7 99.4 75.8 83.3 87.2 75.0 87.7 91.3 75.2 87.5 85.9
LOF 99.7 99.5 95.2 97.2 96.9 97.8 99.8 97.7 91.5 97.5 97.3
OC-SVM 97.6 99.1 80.1 87.2 91.3 74.3 92.1 92.3 83.0 89.7 88.7
PCA 96.1 99.8 83.1 89.8 92.1 91.0 96.3 94.9 82.9 93.6 91.9
DSEBM [76, 6] 94.9 98.7 69.0 80.2 83.3 67.4 85.6 90.4 72.1 86.8 82.8
CAE + OC-SVM [6] 95.4 97.4 77.6 88.6 83.6 71.3 90.1 87.2 86.5 87.3 86.5
VAE [7] 92.1 99.9 81.5 81.4 87.9 81.1 94.3 88.6 78.0 92.0 87.7
AE [7] 98.8 99.3 91.7 88.5 86.2 85.8 95.4 94.0 82.3 96.5 91.9
GANomaly [77] 97.2 99.6 85.1 90.6 94.5 94.9 97.1 93.9 79.7 95.4 92.8
AnoGAN [78] 99.0 99.8 88.8 91.3 94.4 91.2 92.5 96.4 88.3 95.8 93.7
ADGAN [79] 99.5 99.9 93.6 92.1 94.9 93.6 96.7 96.8 85.4 95.7 94.7
InceptionCAE [6] 98.7 99.7 96.7 95.2 95.0 95.2 98.3 97.0 96.2 97.0 96.9
OCGAN [80] 99.8 99.9 94.2 96.3 97.5 98.0 99.1 98.1 93.9 98.1 97.5
DASVDD [81] 99.7 99.9 95.4 96.2 98.1 97.2 99.6 98.1 94.2 98.3 97.7
GeoTrans [82] 98.2 91.6 99.4 99.0 99.1 99.6 99.9 96.3 97.2 99.2 98.0
ARNet [83] 98.6 99.9 99.0 99.1 98.1 98.1 99.7 99.0 93.6 97.8 98.3
GAN-based [7] 99.9 99.9 99.7 99.8 99.7 99.8 99.7 99.7 99.5 99.4 99.7

Fashion-
MNIST

Ours 92.2 97.4 89.4 93.9 89.8 88.9 80.4 98.6 88.3 98.7 91.8 ± 1.05
IF 91.0 97.7 87.7 94.3 90.4 92.7 80.6 98.4 88.4 97.9 91.9
LOF 83.3 95.4 87.4 90.5 91.7 89.0 80.8 96.9 81.7 97.6 89.4
OC-SVM 88.5 97.2 85.9 90.4 87.4 87.15 80.1 98.2 82.1 97.6 89.5
PCA 89.7 97.2 86.6 91.5 88.0 86.3 83.2 98.0 81.3 92.7 89.5
GANomaly [77] 80.3 83.0 75.9 87.2 71.4 92.7 81.0 88.3 69.3 80.3 80.9
DSVDD [84, 85] 79.1 94.0 83.0 82.9 87.0 80.3 74.9 94.2 79.1 93.2 84.8
DSEBM [76, 6] 91.6 71.8 88.3 87.3 85.2 87.1 73.4 98.1 86.0 97.1 86.6
OCGAN [80] 85.5 93.4 85.0 88.1 85.8 88.5 77.5 93.9 82.7 97.8 87.8
DAE [85] 86.7 97.8 80.8 91.4 86.5 92.1 73.8 97.7 78.2 96.3 88.1
VAE [85] 87.4 97.7 81.6 91.2 87.2 91.6 73.8 97.6 79.5 96.5 88.4
ADGAN [79] 89.9 81.9 87.6 91.2 86.5 89.6 74.3 97.2 89.0 97.1 88.4
CAE + OC-SVM [6] 88.0 97.3 85.5 90.0 88.5 87.2 78.8 97.7 85.8 98.0 89.7
ICS [86] 88.3 98.9 88.2 92.1 90.2 89.4 78.3 98.3 88.6 98.5 91.1
DASVDD [81] 91.2 99.0 89.3 93.7 90.7 93.8 82.8 98.6 89.4 97.9 92.6
HRN [85] 92.7 98.5 88.5 93.1 92.1 91.3 79.8 99.0 94.6 98.8 92.8
GeoTrans [82] 99.4 97.6 91.1 89.9 92.1 93.4 83.3 98.9 90.8 99.2 93.5
ARNet [83] 92.7 99.3 89.1 93.6 90.8 93.1 85.0 98.4 97.8 98.4 93.9
InceptionCAE [6] 92.4 98.8 90.0 95.0 92.0 93.4 85.5 98.6 95.1 97.7 93.9
GAN-based [7] 99.5 99.6 98.2 98.6 98.1 99.5 95.9 99.4 97.6 99.6 98.6

CIFAR10

Ours 75.6 64.8 56.9 58.8 68.4 63.1 69.4 65.0 78.2 75.3 67.6 ± 1.03
IF 65.2 45.1 63.8 51.0 74.1 50.9 70.6 52.5 68.6 53.8 59.6
LOF 64.5 43.0 67.1 50.9 73.0 48.1 70.9 49.0 66.7 40.4 57.4
OC-SVM 61.7 43.0 61.9 49.9 72.6 50.1 68.1 50.6 65.7 50.6 57.4
PCA 64.0 39.2 64.7 52.4 72.1 47.7 66.8 47.9 66.4 39.7 56.1
VAE [7] 62.0 66.4 38.2 58.6 38.6 58.6 56.5 62.2 66.3 73.7 58.1
CAE + OC-SVM [6] 62.4 44.4 64.2 50.7 74.8 50.9 72.4 51.0 67.0 50.8 58.9
AE [7] 57.1 54.9 59.9 62.3 63.9 57.0 68.1 53.8 64.4 48.6 59.0
DSEBM[76, 6] 64.1 50.1 61.5 51.2 73.2 54.6 68.2 52.8 73.7 63.9 61.3
ADGAN[79] 63.2 52.9 58.0 60.6 60.7 65.9 61.1 63.0 74.4 64.4 62.4
GANomaly[77] 93.5 60.8 59.1 58.2 72.4 62.2 88.6 56.0 76.0 68.1 69.5
InceptionCAE [6] 66.7 71.3 66.8 64.1 72.3 65.3 76.4 63.7 76.9 72.5 69.6
DASVDD [81] 68.6 64.3 55.8 58.8 58.6 64.0 62.6 71.0 64.6 81.1 73.7
GeoTrans[82] 74.7 95.7 78.1 72.4 87.8 87.8 83.4 95.5 93.3 91.3 86.0
ARNet[83] 78.5 89.8 86.1 77.4 90.5 84.5 89.2 92.9 92.0 85.5 86.6
GAN-based[7] 92.6 93.6 86.9 85.4 89.5 87.8 93.5 91.0 94.6 91.7 90.6
OODformer [8] 92.3 99.4 95.6 93.1 94.1 92.9 96.2 99.1 98.6 95.8 95.7
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Figure 3: Online learning capability of our method. We start at time step 0 with a completely untrained model. We then present 100 randomly selected samples
from class 0 of the FashionMNIST dataset to the model and measure the median anomaly score for the held out test samples of class zero (blue line) and class one
(orange line). As more examples of class 0 have been observed, the anomaly score of class 0 decreases rapidly. At step 100, we introduce a domain shift and present
samples from class 1. The model quickly adjusts and the predicted anomaly score of class 1 decreases while the samples from class 0 are predicted to be anomalous.
Starting from step 200, we provide samples from both classes, the predicted anomaly score converges to a value in between both extremes.

dred samples, we present images randomly sampled from both
classes. We can see that both median anomaly scores converge
to a similar value.

4.4. Robustness against noisy training data

As is common in literature, we trained the models of the
previous sections on a dataset void of anomalies. In practi-
cal applications however, the input data might be contaminated
with anomalous data points. As this will reduce the anomaly
detection performance, it is interesting to investigate the robust-
ness of the methods to anomalies in the training data. There-
fore, we introduced anomalies in the training data and measured
the AUC score for different models, trained on different levels
of contaminated training data. While in the previous sections,
the training data belonged to a single class (the normal class),
we now include a small fraction of samples randomly sampled
from the other classes as distractions. Figure 4 shows these re-
sults for the MNIST dataset. For completeness, we performed
the same experiment on the other two datasets and include the
results in Appendix B.2. These support similar conclusions.

As expected the anomaly detection performance decreases as
the frequency of anomalous samples in the training data in-
creases. Not all methods are equally sensitive however. The
Local Outlier Factor seems to be the most affected by the train-
ing data noise. One possible explanation is that Local Outlier
Factor relies on nearest neighbor analysis. As we add anoma-
lous training data points from different classes, clusters will oc-
cur that correspond to each of these classes. An anomalous
input will then lie close to one of these clusters, resulting in a
lower anomaly score or false negative. A benefit of our method
and other methods such as the PCA-based approach or the One-
class SVM is that they do not store individual training data
points. Instead, they use aggregated information to learn a deci-
sion boundary that is more robust to noisy training data. Com-
pared to the other methods, our approach is significantly more
robust against noisy training data. This can be explained by
the use of the running average to update the model. A method

such as Local Outlier Factor stores all training data. Anoma-
lous data points observed during training will keep influencing
the predictions in the future. Our approach however will “for-
get” these anomalies and instead will focus on the features that
are observed regularly.

4.5. Performance in the limited data setting
In this section, we evaluate the anomaly detection perfor-

mance of our model when limited training data is available. We
envision a use case where the anomaly detector is deployed in
a new environment without prior training. After only a few
examples, the model should start returning useful predictions.
Figure 5 shows the AUC score on the MNIST dataset, aver-
aged over all classes for the different models as a function of
the number of train samples. The leftmost point corresponds to
just 5 samples while the rightmost point corresponds to using
the entire training data set. The local outlier factor method ben-
efits most from the increase in training data. This is not com-
pletely unexpected as this method relies on a k nearest neigh-
bors query to estimate a local density around the test point. As
more training data is available, the density estimation becomes
more representative of the real data distribution. Our method
outperforms most other methods and already achieves a score
close to its maximum score after only 100 samples have been
observed. For completeness, we repeated the same experiment
for the FashionMNIST and CIFAR10 experiments. The results
can be found in Appendix B.3 and support a similar conclusion.

4.6. Computational cost
The computational cost of an anomaly detection algorithm

is crucial when it needs to be deployed on resource constrained
edge hardware. As these devices are often battery powered,
lower computational costs directly translate in longer operation
times and lower maintenance costs. In table 4, we show the
execution time of the different models from Table 1, measured
on a Raspberry Pi 2B embedded PC with a 900 MHz quad-core
ARM Cortex-A7 CPU. We use the execution time on this re-
source constrained platform as a proxy for the computational
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Figure 4: Average AUC over all classes for the MNIST dataset with an increasing ratio of anomalies in the training data (0.1 = 10% anomalies). As the number of
noise train samples increases, the AUC of all methods decreases. The Local Outlier Factor and isolation forest seem to be the most affected by this. Our method is
the most robust.
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Figure 5: Average AUC over all classes for the MNIST dataset with an increasing number of training samples. The AUC score increases for all methods with
increased training data. The Local Outlier Factor method benefits most. Our method and the PCA based approach perform best in the limited training data setting.

cost and corresponding energy consumption. We show the av-
erage time for running inference on a single sample. Since our
method supports continuous online learning, this time also cor-
responds to the time needed to update the model with a new
data point. The other models do not support continuous learn-
ing. For these, we first trained the model on the entire training
dataset and then measured the average inference cost for a test
sample. Table 4 shows that our method outperforms most of the
alternative approaches, only the PCA-based anomaly detection
algorithm has a comparable execution time. For completeness,
we also evaluated a simple autoencoder model. For the MNIST
and FashionMNIST this model has six fully connected layers
with 256, 64, 32, 64, 256, 784 neurons respectively. For the
CIFAR10 dataset we use six convolutional layers with a 3x3
filter size, 2x2 maxpooling in between the layers of the encoder
and 2x2 upsampling in the decoder. The layers have 8, 16, 32,

16, 8 and 3 convolutional filters respectively. These architec-
tures were choosen because they obtained a similar AUC score
as our approach. Although these models are still much smaller
than the other deep neural network based approaches from Ta-
ble 3, they are already 10 to 15 times slower than our model.

The efficiency of our model results from the sparsity of the
neural network. Where usually, a neural network has a dense
weight matrix, in a sparse neural network, most of the connec-
tions have a weight of zero. These zero values can then be
skipped during evaluation. This however requires us to store the
weight matrix in a different structure that allows algorithms to
exploit the sparsity. In our experiments, we use the Compressed
Sparse Column (CSC) format [87] implemented in SciPy [88].
There is however also an overhead involved in performing oper-
ations on sparse matrices as compared to dense matrices and the
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Table 4: Execution time in milliseconds, measured on a Raspberry Pi 2B
900Mhz CPU

Model MNIST FashionMNIST CIFAR10

Ours 2 1 7
IF 490 490 580
LOF 80 80 38
OC-SVM 15 12 11
PCA 2 2 5
AE 15 15 103
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Figure 6: Execution time in milliseconds of multiplying a dense 784-
dimensional vector with a sparse 784 by 5000 matrix with varying sparsity,
measured on a Raspberry Pi 2B 900Mhz CPU. The green dashed lines repre-
sent a density rate of 0.001 and 0.01 (sparsity of 99.9% and 99% respectively)
which are used in our models. At a density rate of 30%, the overhead outweighs
the speed improvements of the sparse operations.

theoretical reduction in operations does not necessarily result
in a reduced execution time on real-world hardware. In Figure
6, we analyze the relationship between sparsity and execution
time. We multiply a 784-dimensional vector with a 784 × 5000
matrix. This is the operation that is performed by the single
layer MNIST/FashionMNIST models. We measure the execu-
tion time on the Raspberry Pi where either the multiplication
is performed using a dense implementation (where most of the
values happen to be zero) or using a sparse implementation.
As we increase the density rate of the matrix (number of non-
zero values = 1-sparsity) we see that the execution time of the
sparse multiplication increases accordingly. At a density rate of
around 0.3 (70% zero values), the overhead of the sparse im-
plementation already outweighs the benefits . In our models,
we however use a much higher sparsity of 99% to 99.9%, as
indicated by the green dashed lines. At this sparsity rate, the
sparse implementation has a speedup of around 40X compared
to the dense implementation. This trade-off however strongly
depends on the hardware, a Graphical Processing Unit (GPU)
for example, is designed for parallel computations and will not
be able to exploit the sparsity at a comparable rate.

4.7. Visualization of learned features

It is often interesting to visualize the information that a ma-
chine learning model has learned as this improves the inter-
pretability. If we use a one layer neural network, we can easily

reverse the information flow by calculating the dot product be-
tween the memory array and the transposed weight matrix of
the neural network. The resulting vector has the same number
of elements as an input sample. By reshaping this vector into
the original shape of the data sample, we obtain a prototype in-
put that would maximize the similarity with the memory array,
i.e. the most typical sample. Table 5 shows examples of these
images for each class of all three datasets. Although these im-
ages are noisy (due to the sparsity and randomness in the neural
network), we can clearly see that the model has learned to repre-
sent very typical samples, especially for the MNIST and Fash-
ionMNIST dataset. The CIFAR10 dataset is more complex but
still, the model has learned to encode the typical background
color (e.g. blue for planes and ships, green for deer and dog,
...) and the location of the foreground object. We could still
calculate the visualization if we use multiple layers but due to
the step activation function, the noise level would increase.

5. Evaluation on higher resolution data

While the datasets used in the previous sections are among
the most commonly used ones to benchmark anomaly detection
algorithms for visual data [7], they are not necessarily repre-
sentative of real-world applications. In this section, we apply
our approach to anomaly detection in food production. We use
the Industry Biscuit (Cookie) dataset [89], containing pictures
of Tarallini biscuits, taken during production. There are three
types of anomalies where the cookie is either incomplete, burnt
or where a foreign object such as a screw is visible. Figure 6
shows some example input images. While this is still a rela-
tively constrained setting, it is more challenging than the pre-
vious datasets because the images are much larger (640 × 480
RGB color images) and anomalous cookies can sometimes be
detected only from a small region in the image.

In the previous sections, we used the raw pixel values as input
to our model. As the images become larger and more complex,
this is not feasible anymore and we should perform a feature
extraction step first. In this section, we use pretrained deep
convolutional neural networks (CNNs) to extract rich features
from the input data. This is a commonly used approach that typ-
ically outperforms manually designed feature descriptors [90].
Despite being trained on a completely different dataset, these
models still extract features that are useful in a variety of tasks.
As we use pretrained CNNs that are not updated anymore, the
feature extraction does not defeat our goal of online learning.

Table 7 compares the performance of our method and the base-
line methods when different feature extraction models are used.
These are all commonly used CNNs, trained on the ImageNet
dataset [91]. The second column in the table shows the fea-
ture size that is extracted by the network, ranging from 512 to
4096 floating point values. The results for our model are ob-
tained using a two-layer neural network with 500 neurons in
each layer. As the different feature extraction models return
differently sized feature representations, this might skew the re-
sults since different models would have a different number of
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Dataset 0 1 2 3 4 5 6 7 8 9

MNIST

FashionMNIST

CIFAR10

Table 5: Visualization of the learned prototype inputs.

parameters. To allow for a fair comparison, we set the spar-
sity rate to 99.9% for the Densenet model with a feature size
of 1024 and scaled the sparsity rate accordingly for the other
models to result in the same number of total calculations.

There is remarkable difference in detection performance be-
tween feature extraction models, despite being trained on the
same dataset. Overall, we find that the largest models (DenseNet
and Resnet152) result in the highest performance. The small
EfficientNet models typically result in a lower performance.
For the different anomaly detection techniques, we draw sim-
ilar conclusions as in the experiments above. The PCA ap-
proach obtains the highest AUC score while our method per-
forms on-par or slightly below the other baselines. Our method
however supports continuous online learning and is computa-
tionally less expensive. Other state-of-the-art approaches ob-
tain AUC scores between 83% and 93% on this dataset [92].

We also show some qualitative results in Table 6. The first
row shows images that were correctly predicted to have a low
anomaly score, we can see that the model has correctly captured
this, despite variations in lighting and orientation. The second
row shows correctly identified anomalies while the third row
shows anomalies that were not detected. These are all of the
type where a small part of the cookie is missing. The last row
shows images that were incorrectly predicted to be anomalous.
These are either slightly distorted or lie close to the border of
the image.

6. Evaluation on time series data

In the previous sections, we focused on image data. Visual
anomaly detection is an important task with many real-world
applications in quality control and product safety. In addition,
the visual nature of the data made it easier to intuitively under-
stand the behavior of our model. There are however also many
use cases where the input data is in the form of a time series.
In this section, we show how our method can also be applied to
this domain.

We experimented with the NASA Intelligent Maintenance Sys-
tems (IMS) bearing dataset [93]. It was collected on a test rig

which consists of an electric motor that drives a shaft mounted
with 4 double row Rexnord ZA-2115 bearings. For each bear-
ing, accelerometer data was collected at a rate of 20kHz. The
entire lifetime of the bearing is recorded and the task is to de-
tect when the bearing starts to degrade and ultimately fails. The
dataset consists of three experiments with four failed bearings
in total.

We applied our model in an online fashion to this dataset. Every
sample is passed through the model which returns an anomaly
score and updates its internal memory. We first transformed
the data from the time domain to the frequency domain by ap-
plying a Fast Fourier Transform (FFT) to every window of 1
second (20.000 samples). The resulting 10.000 components
are then passed through our random sparse anomaly detection
model with two layers of 1000 neurons each and a sparsity rate
of 90%. The model uses a learning rate of 0.05. To decide when
to flag an input window as anomalous, we need to compare the
returned anomaly score with a predefined threshold. For this,
we calculated the mean (µ) and standard deviation (σ) of the
predicted anomaly score of the first 10% of the dataset and set
the threshold to (µ + 5σ). The intuition behind this is that in
the first part of the experiment, the bearing is still in a healthy
state. We discard the first 100 predictions in this threshold cal-
culation since the model returns a very high anomaly score for
these samples as it is still learning to model the data. Table
8 shows the earliest detected anomalous samples for the four
failed bearings, for different state-of-the-art methods. Our ap-
proach with sparse random neural networks performs similar
or even sometimes slightly better than the existing approaches.
A benefit of our approach however is that it does not require a
separate training stage as it is trained in an online fashion.

7. Conclusion and future work

In this paper, we presented an anomaly detection technique
based on sparse, random neural networks. The sparsity allows
for a very efficient implementation on resource constrained de-
vices while the random aspect avoids the need for a separate
training stage, allowing the model to be updated continuously
on device as new data comes in. We experimentally validated
our approach and showed that it achieves competitive anomaly
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Type Examples

True Negatives

True Positives

False Negatives

False Positives

Table 6: Examples of true negatives, true positives, false negatives and false positives, predicted by our approach on the Industry Biscuit dataset.

Table 7: Anomaly detection performance of our method and baseline anomaly
detection techniques on the Industry Biscuit dataset where different pretrained
deep neural networks are used a feature extractors.

Model Size Ours IF LOF OC-SVM PCA

Alexnet 4096 91.9 91.3 94.0 90.9 94.9
Densenet 1024 93.0 94.8 95.9 92.9 96.9
Resnet18 512 89.5 90.8 94.2 91.2 95.4
Resnet34 512 90.8 90.7 94.8 90.0 95.9
Resnet50 2048 91.5 91.0 93.3 90.1 93.8
Resnet101 2048 93.5 93.1 96.3 93.3 97.1
Resnet152 2048 92.8 91.0 94.0 90.4 95.4
VGG16 4096 90.0 88.5 91.3 88.1 92.1
Efficientnet b0 1280 86.3 85.6 88.1 83.1 86.9
Efficientnet b1 1280 80.7 81.5 85.9 77.3 89.6
Efficientnet b2 1408 86.6 86.1 87.6 83.9 92.2
Efficientnet b3 1536 87.8 87.1 91.2 87.3 92.9
Efficientnet b4 1792 88.1 77.5 85.2 81.4 86.8
Efficientnet b5 2048 85.3 83.1 85.8 79.6 88.0
Efficientnet b6 2304 84.5 84.7 85.2 80.7 86.8
Efficientnet b7 2560 84.3 87.8 90.2 82.1 92.7

detection accuracy on several benchmark data sets. Although
our model is unable to achieve the accuracy rates of current
state of the art deep learning models, we believe it provides a
very good trade-off between computational cost and anomaly
detection performance. In addition, we evaluated the capabil-
ity for online learning and the robustness of the model against
noisy training data. In all these experiments, our model com-
pared favorably to other approaches.

There are several aspects that were beyond the scope of this
work but that are interesting to investigate further. A first lim-
itation is the MNIST, FashionMNIST and CIFAR10 datasets
used here, while they are arguably among the most common
datasets used to evaluate anomaly detection systems, making it
easy to compare to other approaches, they are not necessarily
representative of real world data. In addition, the setting where
one class is seen as normal and all other classes as abnormal is
somewhat artificial. The data sets from section 5 and 6 are al-

Table 8: Detected failure points on different trials of the IMS dataset for dif-
ferent methods (lower is better). A single dash indicates that no result on this
dataset was reported in the corresponding paper.

Model S1B3 S1B4 S2B1 S3B3

Ours 2105 1490 533 6000
DS-PCA-HMM [94] 2120 1508 533 -
AEC [95] 2027 1641 547 2367
HMM-DPCA [96] 2120 1760 539 -
HMM-PCA [96] - 1780 538 -
RMS [94] 2094 1730 539 No detection
MAS-Kurtosis [97] 1910 1650 710 No detection
VRCA [96] - 1727 - No detection
SVDD [98] 1820 - 534 -

ready much more realistic but they are still relatively small and
most anomalies are clearly visible. In future work, we will ap-
ply our approach to more challenging problems. It is unlikely
that the random sparse neural networks will be able to extract
complex enough features to model this data. A possible ap-
proach would be to first extract high level features like we did
in section 5. A more thorough investigation of trade off between
feature extraction complexity and model performance would be
very interesting.

A second limitation of our work is that we restricted ourselves
to a single sensor node. It is unlikely that there will only be a
single instance of the sensor. In a factory for example, there will
be multiple identical production lines. It would then be interest-
ing the exchange information between the different models that
monitor the different lines. Federated or collaborative learning
would be able to exploit this to improve the overall anomaly
detection accuracy.

A third limitation of our approach concerns requirement two.
We argued that continuous adaptation is needed to deal with
sensor drift but this also introduces a risk where the model is
unable to notice that a machine is failing slowly over time be-
cause the model can update itself. It will depend strongly on
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the application whether continuous learning is useful or not.

Finally, there is also a limitation concerning the types of input
data that are suited for this approach. Because of the sparsity,
the model will only use a part of the input. Data types such as
images that have some redundancy (the anomaly is never just a
single pixel) are a better match than tabular data for example,
where a single feature might be anomalous.

We believe the field of TinyML/ edge computing will only gain
importance in the next years. Random, sparse neural networks
with their excellent computational cost/ accuracy trade-off seem
to be a valuable tool in the arsenal of a TinyML practitioner.
Further research is however required to theoretically analyze
the performance of these models and to investigate whether they
can benefit from increased neural network depth, skip connec-
tions, convolutional layers or recurrent connections.
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Moore, J. VanderPlas, D. Laxalde, J. Perktold, R. Cimrman, I. Henrik-
sen, E. A. Quintero, C. R. Harris, A. M. Archibald, A. H. Ribeiro, F. Pe-
dregosa, P. van Mulbregt, SciPy 1.0 Contributors, SciPy 1.0: Fundamen-
tal Algorithms for Scientific Computing in Python, Nature Methods 17
(2020) 261–272. doi:10.1038/s41592-019-0686-2.

[89] Industry Biscuit (Cookie) dataset, howpublished =

https://www.kaggle.com/datasets/imonbilk/industry-biscuit-cookie-dataset,
note = Accessed: 2022-05-14.

[90] R. Zhang, P. Isola, A. A. Efros, E. Shechtman, O. Wang, The unreason-
able effectiveness of deep features as a perceptual metric, in: Proceedings
of the IEEE conference on computer vision and pattern recognition, 2018,
pp. 586–595.

[91] J. Deng, W. Dong, R. Socher, L.-J. Li, K. Li, L. Fei-Fei, Imagenet: A
large-scale hierarchical image database, in: 2009 IEEE conference on
computer vision and pattern recognition, Ieee, 2009, pp. 248–255.

[92] S. Bilik, K. Horak, Sift and surf based feature extraction for the anomaly
detection, arXiv preprint arXiv:2203.13068 (2022).

[93] This data come from National Aeronautics and Space Administration
Website. [link].
URL https://ti.arc.nasa.gov/tech/dash/groups/pcoe/prognostic-data-repository/#bearing

[94] A. Rehab, I. Ali, W. Gomaa, M. N. Fors, Bearings fault detection using
hidden markov models and principal component analysis enhanced fea-
tures, arXiv preprint arXiv:2104.10519 (2021).

[95] R. M. Hasani, G. Wang, R. Grosu, An automated auto-encoder
correlation-based health-monitoring and prognostic method for machine
bearings, arXiv preprint arXiv:1703.06272 (2017).

[96] J. Yu, Health condition monitoring of machines based on hidden markov
model and contribution analysis, IEEE Transactions on Instrumentation
and Measurement 61 (8) (2012) 2200–2211.

[97] S. Kim, S. Park, J.-W. Kim, J. Han, D. An, N. H. Kim, J.-H. Choi, A new
prognostics approach for bearing based on entropy decrease and compar-
ison with existing methods, in: Annual Conference of the PHM Society,
Vol. 8, 2016.

[98] C. Liu, K. Gryllias, A semi-supervised support vector data description-
based fault detection method for rolling element bearings based on cyclic
spectral analysis, Mechanical Systems and Signal Processing 140 (2020)
106682.

16



Appendix A. Source code

1 i m p o r t numpy as np
2 from s c i p y i m p o r t s p a r s e
3

4 c l a s s RandomSparseAnomalyDetector :
5 d e f i n i t ( s e l f , i n p u t s i z e , l a y e r s i z e s , l a y e r s p a r s i t i e s ) :
6 s e l f . w e i g h t s = [ ]
7

8 # I n i t i a l i z e t h e w e i g h t s randomly
9 p r e v i o u s s i z e = i n p u t s i z e

10 f o r ( s i z e , s p a r s i t y ) i n z i p ( l a y e r s i z e s , l a y e r s p a r s i t i e s ) :
11 w = np . random . un i fo rm ( low=−1, h igh =1 , s i z e =( s i z e , p r e v i o u s s i z e ) )
12 w ∗= np . random . c h o i c e ( [ 0 , 1 ] , s i z e =w. shape , p=[ s p a r s i t y , 1− s p a r s i t y ] )
13

14 # Conve r t t o s p a r s e r e p r e s e n t a t i o n
15 w = s p a r s e . c s c m a t r i x (w)
16 s e l f . w e i g h t s . append (w)
17

18 p r e v i o u s s i z e = s i z e
19

20 # I n i t i a l i z e t h e memory wi th z e r o v a l u e s
21 s e l f . memory = np . z e r o s ( l a y e r s i z e s [ −1] )
22

23

24 # E v a l u a t e s a s i n g l e l a y e r o f t h e n e u r a l ne twork
25 d e f l a y e r ( s e l f , x , w) :
26 # Per form s p a r s e v e c t o r −m a t r i x m u l t i p l i c a t i o n
27 o u t = w. d o t ( x )
28

29 # B i n a r i z e t h e o u t p u t v e c t o r
30 o u t = ( o u t > 0) . a s t y p e ( np . i n t ) ∗2−1
31 r e t u r n o u t
32

33 # P r e d i c t s t h e anomaly s c o r e and u p d a t e s t h e model
34 d e f f o r w a r d ( s e l f , x , l r =0 . 0 ) :
35 # Reshape t h e i n p u t t o one d imens ion
36 x = x . f l a t t e n ( )
37

38 # E v a l u a t e a l l l a y e r s
39 f o r w i n s e l f . w e i g h t s :
40 x = s e l f . l a y e r ( x , w)
41

42 # C a l c u l a t e t h e anomaly s c o r e
43 s c o r e = ( x∗ s e l f . memory ) . sum ( )
44

45 # Update t h e memory
46 s e l f . memory = l r ∗ x + ( 1 . 0 − l r ) ∗ s e l f . memory
47

48 r e t u r n s c o r e
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Appendix B. Additional results

Appendix B.1. Impact of sparsity
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Figure B.7: Average AUC score over all classes for the MNIST (a), FashionMNIST (b) and CIFAR10 (c) dataset, using a one layer model with a varying number of
neurons and corresponding sparsity rate. See section 4.2 for more details.
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Appendix B.2. Robustness against noisy training data
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Figure B.8: Average AUC score over all classes for the MNIST (a), FashionMNIST (b) and CIFAR10 (c) dataset, using the models from table 1, trained on training
data with an increasing number of anomalies. See section 4.4 for more details.
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Appendix B.3. Performance in the limited data setting

101 102 103

Training samples

75

80

85

90

95

AU
C

Ours
Isolation Forest
One-class SVM
Local Outlier Factor
PCA

(a) MNIST

101 102 103

Training samples

80

82

84

86

88

90

92

AU
C

Ours
Isolation Forest
One-class SVM
Local Outlier Factor
PCA

(b) FashionMNIST

101 102 103

Training samples

56

58

60

62

64

66

68

AU
C

Ours
Isolation Forest
One-class SVM
Local Outlier Factor
PCA

(c) CIFAR10

Figure B.9: Average AUC score over all classes for the MNIST (a), FashionMNIST (b) and CIFAR10 (c) dataset, using the models from table 1, trained on an
increasing number of training samples. See section 4.5 for more details.
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