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Abstract. On the Web, consent banners (cookies) are the prevailing
response to legislation such as GDPR for handling protected data. These
banners are meant to inform users about how their personal data will be
managed by services and third parties. Unfortunately, there is no room for
negotiation over these privacy preferences; users either accept the terms
to use the Web services or deny them and likely end up with limited
or no access. For negotiation to arise, parties must share a common
language that is able to describe rights, duties and constraints over digital
assets. Given the technical, societal and legal requirements for dealing
with privacy preferences, this language must be sufficiently expressive in
order to guarantee accuracy. The Open Digital Rights Language (ODRL)
standard meets such requirements. However, the lack of a formalism
regarding enforcement hinders its adoption. To this end, we propose a sys-
temic approach to interpret and evaluate ODRL Policies, facilitating the
creation of interoperable policy engines for enforcing expressive policies.
In this paper, we introduce i) the Compliance Report Model to denote
the result of an ODRL evaluation in an interoperable manner, ii) test
cases comprised of policies, context and the aforementioned model to
ensure correctness of policy engines, iii) and the ODRL Evaluator, an im-
plementation that systematically evaluates ODRL policies. We show the
expressiveness of our model and the effectiveness of our implementation
through an evaluation of the test suite. Addressing the lack of formali-
sation of ODRL paves the road for negotiation over privacy preferences
and establishes the foundations for interoperable policy exchange and
evaluations over the Web. Future work includes the further formalisation
of the context of policy evaluation and the need for inter-policy strategies
for conflict resolution.
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1 Introduction

Policy-making is often driven by changes in the real world, reflecting the dynamic
relationship between societal needs, technological advancements, and regulatory
frameworks. For instance, the rise of digital technologies prompted data protection
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laws, like the General Data Protection Regulation (GDPR) [2], to address privacy
concerns and balance innovation with governance. The emergence of autonomous
vehicles has also driven the need to update traffic laws to define liability and
safety standards1 [3]. However, the complex interplay between technology and law
is often skewed towards emphasizing how policy-making must restrict technology
to safeguard personal data, instead of focusing on how technology can service the
enforcement and compliance to such policies. This not only hinders technological
innovation, but also perpetuates the current state of distrust on Web-based data
exchange practices. This distrust is fed by the current permissionless model on
which Web data exchanges are based, where we have to say ‘yes’ to hundreds of
privacy policies through a single interaction in order to have access to a particular
piece of content or service on the Web. Such a model eliminates the possibility of
having an evolvable relationship between data holders and data consumers, where
policies are not universally applicable, but are built throughout the duration of
the relationship to service both parties in getting the data and service that they
need at the right time.

To achieve such dynamic and scalable systems, two considerations are essential:
i) since data exchange conditions are not universally defined across parties, these
conditions must be articulated through interoperable policies, ii) these must be
sufficiently expressive to address technical, societal, and legal frameworks, while
allowing the design of systems that can (autonomously) negotiate and agree on
the exact conditions for a particular data exchange. Semantic standards are a
natural contender for the development of such policy management systems or
policy engines, as they facilitate shared understanding, technical interoperability,
and adhere to consensus-driven decision-making processes. Furthermore, policy
engines must be deterministic: given a defined set of policies governing the access
and usage of a specific piece of data, the output must consistently yield the same
set of active rules that must be satisfied to enable the usage of the data. To
address such a requirement, policy engines must rely on policy languages that
have a standardised interpretation.

As a W3C recommendation, the Open Digital Rights Language (ODRL)
stands out as a mature and robust resource, that can facilitate the expression of
domain-agnostic, semantic-based rules governing data and service usage. ODRL is
already being used, among others, to enable data exchange in common European
data spaces [12,21,25] and personal data management scenarios [13,26] alike.
Moreover, its extensibility, through profiles, allows it to address specific needs, such
as integrating the Data Privacy Vocabulary (DPV) [17] to model legally aligned
policies. Nevertheless, ODRL faces a notable limitation: its lack of formalisation
is a well-documented issue [5,6,11,18,33], resulting in varying interpretations and
inconsistencies in policy enforcement.

In this paper, we propose the ODRL Compliance Report Model to combat
the lack of formalisation by expressing the (lack of) compliance of enforcing
a given ODRL Policy. Furthermore, we introduce a test suite to standardize

1 Press release (EU) on new rules to enable driverless vehicles: https://ec.europa.
eu/commission/presscorner/detail/en/ip_22_4312

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_4312
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_4312
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the interpretation of ODRL policies, where each test case is comprised of an
ODRL Policy in a specific scenario with the expected Compliance Report. Our
final contribution is the ODRL Evaluator: an open-source implementation of a
policy engine that evaluates ODRL policies and produces a Compliance Report
according to the proposed semantics.

The remainder of this article is structured as follows. Section 2 provides an
overview of related work. In Section 3, we define the ODRL Compliance Report
Model and provide examples for illustration. Section 4 contains the test suite.
Section 5 describes the architecture and implementation of the ODRL Evaluator.
We evaluate our ODRL Evaluator using the test suite in Section 6. Finally,
Section 7 concludes the paper and provides pointers to future research.

2 Related Work

2.1 Access Control Enforcement on the Web

Initially, the Web was designed solely for information retrieval, without consider-
ation for access control [7]. Basic access authentication, introduced in 1993 and
standardized in 1996 as part of HTTP 1.0 [22], was the first move away from
the permissionless Web model, allowing servers to restrict access to Web pages.
Due to various concerns, including sending credentials with each request and
a growing amount of non-interoperable authorization solutions within HTTP
servers, a group of organizations proposed OAuth as an open, interoperable
authorization specification. Its second version, OAuth 2.0 [15] is currently widely
used for enforcing access control on the Web.

These solutions are merely enforcement mechanisms on the Web; they do not
dictate the workings of the underlying policy engine. The policy engine follows
an algorithm to deterministically calculate whether access should be granted or
denied. In the permissionless Web model, that algorithm would always return a
"yes," granting access. In the literature, however, there exists a plethora of access
control models that utilize specific policy languages to express who can access
which resources, enabling engines to handle more expressive policies. Kirrane et
al. [19] summarize a multitude of access control models and policy languages.
The core of these models lies in using basic access control rules in the form of
(subject, resource, access right), with a set of these rules forming a policy. Multiple
standardization efforts have taken place to create interoperable policy languages.
For instance, there is the eXtensible Access Control Markup Language (XACML)
[1] standardisation from OASIS. Other semantic Web standards include the Web
Access Control (WAC)2 and the Access Control Protocol (ACP) specification3.
To prove their expressiveness and interoperability, formalisms and test suites
are employed; a formalism provides consistent mathematical interpretations and
proofs, while test suites show correctness through evaluation. For access control,

2 Web Access Control (WAC): https://solidproject.org/TR/wac
3 Access Control Protocol (ACP): https://solidproject.org/TR/acp

https://solidproject.org/TR/wac
https://solidproject.org/TR/acp
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test suites exist for XACML4 and a test harness exists for ACP and WAC
(although not as standalone resources)5.

2.2 Usage Control Enforcement on the Web

Unfortunately, access control policies do not allow expressing policies conforming
to existing legal frameworks. They lack expressivity for the purpose of access,
how it aligns with a legal basis or captures the full use of data. A more expressive
language is thus needed, able to capture the full lifecycle of data use: usage
control. Usage control extends access control through policies containing deontic
rules, next to explicit permissions, prohibitions and obligations, and further fine-
grained access constraints, which may change over time [23]. From an architectural
perspective, to enforce usage control a system needs to support everything related
to access control, which becomes a subset also called preventive usage control
[5]. Furthermore, usage control policies require continuous monitoring of the
environment, to ensure access to resources is still permitted in the presence of
changes, which is referred to as detective usage control [6,24].

For this model, different languages exist. U-XACML that extends XACML
to enforce usage control policies [10]. In the Semantic Web, policy languages
include ODRL, a W3C Recommendation [31], the SPECIAL Policy Language
[8] for expressing consent, business policies and regulatory obligations, and the
Data Privacy Vocabulary (DPV) [17] to describe legislative requirements.

ODRL Policy Engines The status of W3C Recommendation of ODRL has
made it a candidate for usage control enforcement on the Web by initiatives
that aim for decentralised data sovereignty such as data spaces[12,21,25] and the
Solid initiative [29,26]. While the semantics are standardized, there is a lack of
formalisation on how to evaluate ODRL to this date [5,6,11,18,33]. As a result,
enforcement systems using ODRL will each have their own interpretation. The
following ODRL Policy engines all use the same language, however, they are
not interchangeable since part of the context required for evaluating the policy
is hard coded within the engines. For ODRL-PAP6, the context is based on
custom concepts from the DOME-Marketplace project7. Whereas in the Open
Digital Rights Enforcement (ODRE) Framework from Cimmino et al., [9]
time is injected via custom java code and encoded within the policy. The MO-
SAICrOWNpolicy engine 8 relies on the purpose being encoded at the rule
level, while ODRL defines purpose as a LeftOperand at the constraint level.
4 XACML 3.0 Conformance Tests for PDP: https://github.com/authzforce/core/
blob/develop/pdp-testutils/src/test/resources/conformance/xacml-3.0-
from-2.0-ct/README.md

5 https://github.com/solid-contrib/conformance-test-harness/tree/main
6 ODRL-PAP: https://github.com/wistefan/odrl-pap
7 DOME-Marketplace project: https://dome-marketplace.eu/
8 MOSAICrOWNpolicy policy engine: https://github.com/mosaicrown/policy-
engine

https://github.com/authzforce/core/blob/develop/pdp-testutils/src/test/resources/conformance/xacml-3.0-from-2.0-ct/README.md
https://github.com/authzforce/core/blob/develop/pdp-testutils/src/test/resources/conformance/xacml-3.0-from-2.0-ct/README.md
https://github.com/authzforce/core/blob/develop/pdp-testutils/src/test/resources/conformance/xacml-3.0-from-2.0-ct/README.md
https://github.com/solid-contrib/conformance-test-harness/tree/main
https://github.com/wistefan/odrl-pap
https://dome-marketplace.eu/
https://github.com/mosaicrown/policy-engine
https://github.com/mosaicrown/policy-engine
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Hosseinzadeh et al. [16] introduced a policy engine, MYDATA Control Tech-
nologies, that transforms ODRL policies to the custom XML-based MYDATA
policy language through mapping rules. The Prometheus-X ODRL manager9,
relies on fixed structural elements of JSON-based data and does not handle
syntax-agnostic RDF nature of ODRL policies in general.

To overcome the lack of interoperable ODRL Policy engines, Steyskal and
Polleres argued for a semantic formalism over ODRL to enable rule-based rea-
soning over its policies [27]. To this end, an ODRL Community Group10 was
formed with the goal of creating an ODRL Evaluator and formalise its expected
behaviour. To the best of our knowledge, there exists no implementation of an
ODRL Policy engine following formal semantics nor a test suite to guide other
implementations.

3 Compliance Report Model

In ODRL, an ODRL Evaluator is defined as follows "A system that determines
whether the Rules of an ODRL Policy expression have meet their intended action
performance" [31]. However, a problem arises when trying to build an ODRL
Evaluator; more precisely: how is action performance modelled? ODRL defines
policies consisting of rules representing the deontic concepts such as permission,
prohibition or obligation, and each rule can have several constraints. Furthermore,
ODRL specifies for each class of rule when the action is allowed or not based on
whether all constraints and refinements are satisfied, meaning the comparison
returns a match. What ODRL does not define is how to obtain the values for
those comparisons; for instance, real-world information like time. From now on,
such information is referred to as the State of the World (SotW).

Definition 1 (State of the World). A set of knowledge representing real-world
information aiding the evaluation of ODRL Policies.

In addition, ODRL neither defines how to model access requests, which are
necessary to match other obligatory rule properties, such as the party, action and
target of the rule. Consequently, the existing policy engines that evaluate ODRL
policies are not interoperable due to the lack of formal enforcement semantics.

To this end, we have created the Compliance Report Model11, a specialized
vocabulary designed to articulate the degree of compliance or non-compliance
with ODRL policies and the State of the World. It serves primarily as an output
of ODRL Evaluation, explaining past executed actions. The model is versatile
and applicable for both preventive usage control—where it determines whether
an access request should be granted — and detective usage control—to verify
that actions align with the deontic meaning of the given rules. The remaining
9 Prometheus-X ODRL manager: https://github.com/Prometheus-X-association/
odrl-manager

10 ODRL Formal Semantics specification: https://w3c.github.io/odrl/formal-
semantics/

11 ODRL Compliance Report Model: https://w3id.org/force/compliance-report

https://github.com/Prometheus-X-association/odrl-manager
https://github.com/Prometheus-X-association/odrl-manager
https://w3c.github.io/odrl/formal-semantics/
https://w3c.github.io/odrl/formal-semantics/
https://w3id.org/force/compliance-report
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subsections elaborate on i) the definitions of the vocabulary; ii) how the report
elaborates whether an action can be executed in a preventive usage control
setting, and; iii) whether an action was allowed to be executed in a detective
usage control setting.

3.1 Compliance Report Model Definitions

The Compliance Report Model provides a structured framework for evaluating
ODRL policies. An ODRL Policy comprises one or multiple rules, each contain-
ing properties and potential constraints. Satisfaction of these properties and
constraints affects the performance (or lack thereof) of an action based on the
deontic concept, indicating whether an action may, must not/should not, or must
be performed. Therefore, there are different levels of reports. Furthermore, we
have states which are tied to reports that capture the state of evaluation. The
top-level report is the Policy Report.

Definition 2 (Policy Report). The compliance result of an ODRL Evaluation
over an odrl:Policy, the State of the World, and, in the case of an access control
scenario, an odrl:Request.

Determining the compliance of an ODRL Policy relies not only on its rules,
but also on real-world information. This includes the time when an evaluation
was made, the roles of a party (group memberships), and the groupings of a
target resource (resource memberships in a collection). As this information is
dynamic (it changes over time) the evaluation must be based on a snapshot at
a given point in time that considers all information known at that moment. In
other words, a Policy Report captures the compliance to an ODRL Policy over
a snapshot at a given moment in time, distinguished by a timestamp using the
dct:created property. An ODRL Policy consists of at least one rule, and to
denote compliance for each rule, the Policy Report includes a Rule Report.

Definition 3 (Rule Report). The compliance result of an ODRL Evaluation
over an odrl:Rule and, in the case of preventive usage control, an odrl:Request.

Rule Reports have three subclasses that encapsulate the rule’s deontic concept:
Permission Report, Prohibition Report, and Duty Report, which relate to the
corresponding specific ODRL rules odrl:Permission, odrl:Prohibition and
odrl:Duty. To denote compliance to conditions of a rule, Premise Reports are
used, which are linked from Rule Reports.

Definition 4 (Premise Report). A generic compliance report for any kind of
constraint that must be satisfied for a rule to become active.

There are four specific Premise Reports : Constraint Report, Party Report, Target
Report, and Action Report. They relate correspondingly to satisfaction of ODRL
Constraints and, in the case of preventive usage control, the matching or inclusion
of target, party and action of the request and policy.
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Furthermore, a Rule Report encompasses four states which are based on
the ODRL formalization work of Fornara and Colombetti [14]: Activation State,
Attempted State, Performance State, and Deontic State. The Activation State indi-
cates whether an odrl:Rule is active or inactive. The meaning of active depends
on the deontic concept of the rule: for permission, the action may be performed;
for prohibition, it may not; for duty, it must be performed. The Attempted State
denotes whether there was a request that has been attempted to perform the
action of a rule. The Performance State reflects the knowledge of whether the
action of a odrl:Rule has been performed. The possible Performance States
can be Unknown, indicating an explicit lack of knowledge regarding the action
performance status; Performed, the action was performed; or Unperformed,
meaning that the action was not performed and can no longer be performed.
And finally, the Deontic State, which is a function over the deontic concept,
Activation State and Performance State of the odrl:Rule entailing three possible
states. First, there is Violated, which is when the combination of Activation State
and Performance State contradicts the deontic concept of the rule. Next, when
that combination complies with the deontic concept, the Deontic State becomes
Fulfilled. Lastly, for the cases where no clear conclusion can be made whether the
Deontic State is Violated or Fulfilled, there is the NonSet state.

The Activation State for a given deontic concept dictates whether the ac-
tion may be performed or not and the Deontic State indicates whether those
instructions have been followed, thereby enabling the swift detection of malicious
behaviour. For a permission, the action can only be executed when all premises
are satisfied and when the duties are not violated. So if this was not the case
(inactive) and the action has been performed, there is a contradiction resulting in
a violated state of the rule. Analogously, a prohibition that is active means that
the action must not be performed. There is again a contradiction when the rule’s
action is performed, resulting in the Deontic State being violated again. However,
if it is known that the action will never be performed (unperformed), compliance
to the deontic concept is guaranteed and as a consequence, the Deontic State is
fulfilled. The remainder of the Deontic State calculations follow similar reasoning
and these states are presented in Table 1.

3.2 Preventive Usage Control

In this scenario, the Policy Report is the result of evaluating an ODRL Policy, the
SotW, and an access request and it determines whether an action may or may not
be performed. In the case it may not be performed, the report explains the exact
reason by linking to the premise that has not been fulfilled. For the remainder
of the paper, we will re-use the odrl:Request policy with a Permission rule to
represent an access request and compliance report to represent the Policy Report
along with all its Rule and Premise Reports.

To elaborate the compliance report, consider the following example. Bob hosts
a resource X, with identifier ex:x, on a server equipped with an Authorization
component that enforces ODRL Policies to prevent unauthorized access. Alice, an
acquaintance of Bob, seeks read access to resource X for the purpose of reading its
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Deontic Activation Performance Deontic
Concept State State State

Permission Performed Fulfilled
Active Unperformed Not-set

Unknown Not-set
Performed Violated

Inactive Unperformed Fulfilled
Unknown Not-set

Prohibition Performed Violated
Active Unperformed Fulfilled

Unknown Not-set
Performed Not-set

Inactive Unperformed Not-set
Unknown Not-set

Duty Performed Fulfilled
Active Unperformed Violated

Unknown Not-set
Performed Not-set

Inactive Unperformed Not-set
Unknown Not-set

Table 1: The Deontic States in function of the Deontic Concept, Activation State and
Performance State.

contents, as depicted in Listing 2. Anticipating this scenario, Bob has configured
the Authorization component with the ODRL Policy outlined in Listing 1, which
explicitly grants Alice permission to read the resource.

Alice’s request arrives at the system at time t1 (2024-02-12T11:20:10), as
represented by the SotW in Listing 3. The policy engine within the Authoriza-
tion component evaluates the policy, SotW, and request, producing an ODRL
Compliance Policy Report, shown in Listing 4. The compliance report elaborates
that ex:alice is explicitly allowed to perform the action odrl:read on resource
ex:x, as the rule is active. This rule is active because all its premises are satisfied:
the action, resource (target), and party match. Furthermore, the compliance
report provides provenance through dct:created, indicating the request was
received at time t1.

3.3 Detective Usage Control

In this scenario, the Policy Report results from evaluating an ODRL Policy and
the SotW. It determines whether an action was allowed to be performed, which
is made clear through the Deontic State.

To elucidate such a compliance report, we continue with the example from
Preventive Usage Control (3.2). One second after Alice requested to read resource
X (t2), she performed the action. Bob wants to verify that all actions on his server
conform to the policies. Using the new compliance report created by the policy
engine, depicted in Listing 5, he can confirm that the read action on resource X
has indeed been performed and that the Deontic State was fulfilled.
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ex:odrlPolicy a odrl:Set;
odrl:uid ex:odrlPolicy;
odrl:permission ex:policyRule.

ex:policyRule a odrl:Permission;
odrl:action odrl:read;
odrl:target ex:x;
odrl:assignee ex:alice.

Listing 1: ODRL Policy with a
permission Rule that states: permission
for alice to read x.

ex:odrlRequest a odrl:Request;
odrl:uid ex:odrlRequest;
odrl:permission ex:requestRule.

ex:requestRule a odrl:Permission;
odrl:assignee ex:alice;
odrl:action odrl:read;
odrl:target ex:x.

Listing 2: Access request represented as
an ODRL Request with a Permission rule
that states the following: may alice read
resource x?

temp:currentTime dct:issued "2024-02-12T11:20:10Z"^^xsd:dateTime.

Listing 3: State of the World representing the current time.

ex:policyReport1 a report:PolicyReport;
dct:created "2024-02-12T11:20:10Z"^^xsd:dateTime ;
report:policy ex:odrlPolicy ;
report:policyRequest ex:odrlRequest ;
report:ruleReport ex:permissionReport1 .

ex:permissionReport1 a report:PermissionReport ;
report:rule ex:policyRule ;
report:ruleRequest ex:requestRule ;
report:activationState report:Active ;
report:attemptState report:Attempted ;
report:premiseReport ex:partyReport, ex:targetReport, ex:actionReport.

ex:partyReport a report:PartyReport;
report:satisfactionState report:Satisfied .

ex:targetReport a report:TargetReport;
report:satisfactionState report:Satisfied .

ex:actionReport a report:ActionReport;
report:satisfactionState report:Satisfied .

Listing 4: Compliance Report of an ODRL Policy (1), an access request (2) given the
SotW (3).
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ex:policyReport2 a report:PolicyReport;
dct:created "2024-02-12T11:20:11Z"^^xsd:dateTime ;
report:policy ex:odrlPolicy ;
report:policyRequest ex:odrlRequest ;
report:ruleReport ex:permissionReport2 .

ex:permissionReport2 a report:PermissionReport ;
report:rule ex:policyRule ;
report:ruleRequest ex:requestRule ;
report:activationState report:Active ;
report:attemptState report: ;
report:performanceState report:Performed ;
report:deonticState report:Fulfilled ;
report:premiseReport ex:partyReport, ex:targetReport, ex:actionReport.

...

Listing 5: Compliance Report of an ODRL Policy (1) when access request (2) is
performed at t2, a later time than the SotW (3) (Premise Reports are omitted for
brevity).

4 Test Suite

In this section, we describe the test suite designed to ensure ODRL Evaluators are
consistent, verified, and reliable12. Ensuring different ODRL implementations
interpret policies consistently is crucial, and a test suite helps standardize outputs,
reducing discrepancies and ambiguities. Additionally, it verifies the correctness of
evaluators across various scenarios. Furthermore, continuously passing test suites
increases confidence in the reliability of an ODRL Evaluator. Figure 1 illustrates
the architecture of the test suite, outlining the high-level flow and components
involved in the evaluation process.

The test suite encompasses various test cases, each containing an ODRL
Policy, the State of the World, and a Policy Compliance Report, as illustrated
in Listing 6. Additionally, preventive usage control test cases include an ODRL
request. The Compliance Report in the test case provides the expected Policy
Report that an ODRL Evaluator must produce given the test inputs. This variety
ensures that all intricacies and edge cases of ODRL Policies are tested in isolation.

The test cases are executed using black-box testing, meaning the test suite
is unaware of the internal behaviours of any ODRL evaluator. To compare the
output of an ODRL Evaluator with the expected Policy Report, the structure
and states are compared. The output must match the expected compliance
report in terms of the number and relationships of rule and Premise Reports,
and reference the same ODRL Policies, Rules and Constraints. Additionally,
each Premise Report’s satisfaction state, and each Rule Report’s Attempted,
Activation, Performance, and Deontic States, must be identical.

12 ODRL Test suite Repository: https://zenodo.org/records/14290518

https://zenodo.org/records/14290518
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Test Suite

Test Case
Test Case

Test Case

ODRL Policy

ODRL Request

State of the 
world

Expected 
Compliance 

Report

ODRL Evaluator

Comparator of 
compliance Reports

✅ ❌

Fig. 1: Test Suite for ODRL Evaluators showing two phases: (i) ODRL Evaluation over
an ODRL Policy, the SotW and (optionally) an ODRL Request (grey arrows) (ii), and
comparing the result of the generated to an expected Policy Report (black arrows).

ex:testCase1 a ex:TestCase;
dct:title "Title of the test case.";
ex:policy ex:odrlPolicy ;
ex:request ex:odrlRequest ;
ex:sotw <StateOfTheWorldIdentifier> ;
ex:expectedReport ex:policyReport1 .

Listing 6: Test case expecting that an ODRL evaluation of the ODRL Policy in Listing
1, access request in Listing 2, and at SotW in Listing 3 corresponds to the compliance
report in Listing 4.

5 ODRL Evaluator

In this section, we present our ODRL Evaluator, a software component to
systematically generate the compliance reports from ODRL Policies and the
State of the World. It consists of two key components: a validation component,
which performs preprocessing steps to clean and validate for syntactic and
semantic correctness, and an evaluation component where ODRL Rules are
interpreted to generate the ODRL Compliance Report. Figure 2 illustrates these
components, which are further elaborated in the next paragraphs. Note that an
ODRL Evaluator does not decide whether an action will be performed, and thus
does not produce performance and Deontic States; rather, it provides a decision
on potential action performance via the Activation State.

The validation component executes several checks. First, the Ensure Triples
step verifies that the ODRL Evaluator only accepts RDFJS Datasets13. Next,
to ensure at least one ODRL Policy is present Cardinality Check is executed.
13 RDFJS Dataset specification: https://rdf.js.org/dataset-spec/

https://rdf.js.org/dataset-spec/
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ODRL Evaluator

ODRL EvaluationValidation

Cardinality
check

Policy
decomposition

ODRL SHACL
Validation

N3
Reasoner

N3 Rules

ODRL Policy

ODRL Request

Compliance Report

State of the World
validation

State of the World

Fig. 2: Architecture of the ODRL Evaluator illustrating the flow: (i) policies and SotW
flow to the validation steps, (ii) validation occurs in the Validation component, and
(iii) evaluation in the ODRL Evaluation component using validated inputs and N3
rules to produce a Compliance Report.

Following this, the Policy Decomposition step guarantees that all the policies
and requests are atomic14. Additionally, the ODRL SHACL Validation con-
firms that the ODRL Policy and (optional) ODRL Request conform to a valid
SHACL [20] shape, adhering to the ODRL Information Model standard. Finally,
State of the World Validation verifies that the State of the World contains
the minimum required properties for the ODRL Evaluator to function, such as
the current time or any ODRL party or asset collection.

Once the input is verified, the actual ODRL Evaluation can be performed,
during which compliance reports are deduced through reasoning. For this rea-
soning, declarative rules are written in Notation3 [28] and executed by the EYE
reasoner in TypeScript code15. Before explaining how the rules work together to
produce a compliance report, we will first elaborate on the set of rules and their
functions:

– Inference rules: These contain three types of inferences over the ODRL
model: (i) higher-level concept inferences via rdfs:Class and rdfs:ClassOf,
(ii) SKOS16 terms inferences such as skos:exactMatch, and (iii) action
transitivity inferences through the odrl:includedIn property.

– Structural rules: These conclude the Policy, Rule, and Premise Reports
with corresponding relationships based on the provided ODRL policies of class
Set, Offer, and Agreement, as well as the time of the SotW, are concluded.

– Satisfaction rules: These infer the satisfaction states of Premise Reports.
Inference-based pattern matching, including transitivity and Party/Asset
Collections, is performed for access requests to derive the satisfaction state
for Target, Party, and Action Reports. There are two types of rules for the
Constraint Report: instantiated and compound rules. The former entails

14 Atomic level Policy described in the composition section of ODRL IM 2.2: https:
//www.w3.org/TR/odrl-model/#composition

15 through EYE JS [32] by default, but normal EYE [30] can be used as well
16 Simple Knowledge Organization System (SKOS): https://www.w3.org/TR/skos-

reference/

https://www.w3.org/TR/odrl-model/#composition
https://www.w3.org/TR/odrl-model/#composition
https://www.w3.org/TR/skos-reference/
https://www.w3.org/TR/skos-reference/
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evaluation based on an operator and the right and left operands, whereas
the latter is achieved through rules for odrl:LeftOperand instantiation by
deriving facts from the SotW. The latter deduces the satisfaction state from
multiple Premise Reports based on the logical odrl:operand.

– Activation rules: These conclude the Activation State in the Rule Re-
ports based on the satisfaction states of their related Premise Reports. For
permission rules, this Activation State is also dependent on the Deontic State
of the related Duty Deport for its duties.

– Deontic rules: These deduce the Deontic State of the rule action based on
the performance, satisfaction state, and the deontic concept.

Evaluating ODRL policies is further split into two separate reasoning configura-
tions. The first configuration generates new compliance reports for preventive
usage control, while the second deduces Deontic States based on existing compli-
ance reports.

The preventive usage control configuration consists of multiple runs, each
using a different rule set. Multiple runs are necessary to gradually build up the
compliance reports due to the set of rules are forward-chaining, which entails the
reasoning engine iteratively generating new facts until saturation17. Inference rules
are employed in all runs. During the first run, Structural rules generate stateless
Policy, Rule, and Premise Reports. The second run calculates all satisfaction
states of the premises using Satisfaction rules. Once these states are known, the
Activation rules calculate the Activation State of the Rule Reports.

The detective usage control configuration involves a single run using Deontic
rules to calculate the Deontic State of the Rule Reports.

Combining the two configurations into a third is theoretically possible by
first executing the preventive and then the detective configuration. However, as
stated earlier, this approach is not fruitful since action performance is known
after generating the preventive usage control compliance report.

The ODRL Evaluator is an open-source TypeScript package18 and can be
configured to run in browsers using the EYE JS reasoner.

6 Evaluation and Discussion

In this section, we demonstrate that the Compliance Report Model captures
the expressiveness needed for complex usage control scenarios by validating it
against our test suite of 68 test cases. Furthermore, as the test suite is designed
to validate the implementation of ODRL evaluators, we show the capabilities of
our presented ODRL evaluator. Lastly, we discuss the limitations of our work
and offer potential solutions.

17 If all reasoning steps were attempted at once, conflicts could arise, such as the
Activation State being both active and inactive.

18 npm package ODRL Evaluator: https://www.npmjs.com/package/odrl-evaluator

https://www.npmjs.com/package/odrl-evaluator
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Test cases Constant Access
Control

Logical
Constraints Constraints Group Duties

1-6
7-29
30-47
48-50, 62-64
51-58
59-61
65-68
Table 2: Test cases and the respective expressitivity categories they belong to.

6.1 Expressitivity

Table 2 shows the expressiveness of the test cases of the test suite, grouped into
six categories depending on the expressiveness of the policy and the respective
expected Policy Report.

The constant category includes test cases where the expected Policy Report
is only dependent on the policy, irrespective of the request and the SotW. The
expected Rule Report will indicate either an access grant through an active
permission or an access denial through an active prohibition. The access control
category entails test cases where the Activation States in the expected Rule
Report are dependent both on the policy and request. Specifically, it is dependent
on the matching of party, target, and action (including hierarchical inferences
defined in ODRL, such as odrl:read being included in odrl:use). In the logical
constraints category, test cases include policies with a set of constraints. The
Activation State of the expected Rule Report depends on one or multiple logical
operations over those constraints, which include conjunction, disjunction and
uniqueness quantification. The constraints category consists of test cases where
the policies have constraints where the left operand needs to be provided through
the SotW. Currently, only temporal constraints are included, since we solely
demonstrated how to retrieve time from the SotW, though generalization is
straightforward. The test cases from the group category contain policies with
rules that restrict access to either a party group and/or where the target of the
rule is a group of resources, where the group memberships are supplied through
the SotW. Finally, the duties category contains test cases where there are policies
with a permission rule containing duties. As a result, Activation States depend on
the Deontic States of the Duty Reports, which are supplied through the SoTW.

6.2 ODRL Evaluator Coverage

While the Compliance Report Model provides generic terminology to show compli-
ance to ODRL policies, the ODRL evaluator still lacks the capabilities to evaluate
all policies crafted with the ODRL Core Vocabulary. For the subclasses of the
ODRL Left Operand, we implemented odrl:dateTime by using a triple repre-
senting the time in the SotW. Although other subclasses are not yet implemented,
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a similar approach could be easily applied to enable their evaluation. Additionally,
the ODRL Evaluator does not assess set-based operators due to the absence of
examples, semantics, and formalisation in the ODRL Information Model. A lack
of semantics and formalisation also explains why the ODRL Evaluator cannot
handle ODRL Profiles. Finally, the ODRL Evaluator does not yet incorporate the
Deontic State of Duty Reports for determining Activation State of permissions.
All other things of the ODRL Core Vocabulary has been implemented19, thereby
handling 61 out of 68 test cases .

6.3 Discussion

The Policy Compliance Report captures the evaluation of a single policy. When
multiple policies with contradicting rules are provided — such as an access
request resulting in both a Permission and Prohibition Report that simultaneously
grant and deny the action — a conflicting answer is received, necessitating an
intervention for enforcement. This issue is recurring in usage control research,
where solutions often point to implementing a conflict resolution strategy [4,27].

We focused on preventive usage control policy test cases as detective policy
evaluation20 only considers three variables to generate the Deontic State (Table
1).

7 Conclusion

In this paper, we argue for the need for interoperable policy engines that can
handle expressive policies. We identify the ODRL standard as the prime policy
language candidate. Due to its lack of semantics for enforcement, we propose the
interoperable Compliance Report Model to represent the output of ODRL Policy
evaluation. Additionally, we emphasize the necessity explicitly incorporating real-
world information as input to ODRL Evaluators to ensure consistent evaluation
across ODRL Policy engines. Furthermore, we introduce the first test suite for
ODRL Evaluators, enabling the assessment of their consistency and reliability.
Finally, we present a deterministic, open-source ODRL Evaluator with clear
transparency regarding its level of ODRL support.

The research presented in this paper identifies several avenues for future
work to support the widespread adoption of interoperable policy engines. This
includes further standardization and formalization of ODRL evaluations, poten-
tially through the development of mathematical proofs to establish a rigorous
basis for policy evaluation and enforcement. These efforts should encompass
conflict resolution strategies between policies and methods for incorporating
real-world information. Once standardized, attention can then shift to optimizing
performance to handle complex policies over large datasets effectively.
19 ODRL Evaluator Support: https://github.com/SolidLabResearch/ODRL-

Evaluator/blob/main/ODRL-Support.md
20 N3 Rule for Deontic State calculation: https://github.com/SolidLabResearch/

ODRL-Evaluator/blob/main/src/rules/detective/deontic-states.n3

https://github.com/SolidLabResearch/ODRL-Evaluator/blob/main/ODRL-Support.md
https://github.com/SolidLabResearch/ODRL-Evaluator/blob/main/ODRL-Support.md
https://github.com/SolidLabResearch/ODRL-Evaluator/blob/main/src/rules/detective/deontic-states.n3
https://github.com/SolidLabResearch/ODRL-Evaluator/blob/main/src/rules/detective/deontic-states.n3
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