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a b s t r a c t 

Critical Infrastructures (CIs), which serve as the foundation of our modern society, are facing increasing risks from 

cyber threats, physical attacks, and natural disasters. Additionally, the interdependencies between CIs through- 
out their operational lifespan can also significantly impact their integrity and safety. As a result, enhancing the 
resilience of CIs has emerged as a top priority for many countries, including the European Union. This involves 
not only understanding the threats/attacks themselves but also gaining knowledge about the areas and infrastruc- 
tures that could potentially be affected. A European Union-funded project named PRECINCT (Preparedness and 
Resilience Enforcement for Critical INfrastructure Cascading Cyber-Physical Threats), under the Horizon 2020 
program, tries to connect private and public stakeholders of CIs in a specific geographical area. The key objec- 
tive of this project is to establish a common cyber-physical security management approach that will ensure the 
protection of both citizens and infrastructures, creating a secure territory. This paper presents the components of 
PRECINCT, including a directory of PRECINCT Critical Infrastructure Protection (CIP) blueprints. These blueprints 
support CI communities in designing integrated ecosystems, operating and replicating PRECINCT components 
(or toolkits). The integration enables coordinated security and resilience management, incorporating improved 
’installation-specific’ security solutions. Additionally, Serious Games (SG), and Digital Twins (DT) are a significant 
part of this project, serving as a novel vulnerability evaluation method for analysing complicated multi-system 

cascading effects in the PRECINCT Living Labs (LLs). The use of SG supports the concentrated advancement of 
innovative resilience enhancement services. 
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. Introduction 

Infrastructure systems are the foundation for the management, or-
anization, and efficient running of cities. Such systems are considered
s complex socio-technical ones that strongly contribute to the supply
f goods and services to both the public and private. In infrastructure
ectors where assets and networks are crucial for the security and well-
eing of the city, their failure would negatively impact economics, pub-
ic health, or security [ 1 , 2 ]. Therefore, the term Critical Infrastructures
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CIs) are used to indicate this importance [ 3–8 ]. Moreover, due to these
acts, the protection of CIs is considered by decision makers and ur-
an planners to be of primary concern [ 9 ]. The CIs are physical sec-
ors along with cyber and organizational subsectors and services that
 country or community needs to function properly. Each sector and
he corresponding subsectors have critical dependencies with other sec-
ors. For instance, the healthcare sector is highly dependent on com-
unications, emergency services, energy, food and agriculture, Infor-
ation Technologies (IT), transportation, and water sectors. Therefore,
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t  
ach CI is in collaboration with other sectors due to its functionalities
 10 , 11 ]. 

The protection of CIs is increasingly recognized as a critical issue,
articularly given their fundamental role in social and economic devel-
pment [ 12 ]. Technological advancements in recent decades have made
nfrastructure management more challenging, requiring innovative and
fficient monitoring methods [ 13–15 ]. The Industrial Control Systems
ICS) used in CIs have evolved across three generations, i.e., Monolithic,
istributed, and Networked, and are thus interconnected [ 16 ]. CIs are

ncreasingly connected which can make them more vulnerable to cyber-
hysical threats, human error, faulty equipment, and natural disasters.
xtensive disruptions to these interconnected infrastructures can cause
ascading effects [ 17 , 18 ]. Therefore, it is imperative to enhance Criti-
al Infrastructure Protection (CIP) strategies to mitigate the impact of
ascading effects. 

In the past decade, the focus of research on CI and their various
spects such as resilience, protection, security, and vulnerability has
eveloped significantly [ 19 ]. Researchers have established various ap-
roaches for CI risk assessment, with some studies focusing on different
nfrastructure types, e.g., water [ 20 ], electricity [ 21 , 22 ], energy [ 23 ],
orts [ 24 ], and oil and gas networks [ 25 ]. El ‐Maissi et al. [ 26 ] proposed
n innovative methodological perspective for CI integrated assessment
odels by using digital technologies during multi-hazard incidents. In

heir work, a holistic gaming scenario application was presented, using
irtual reality for improved data visualization, and incorporating big
ata analytics for predictive and prescriptive management. Henriques
t al. [ 27 ] detailed a review of existing literature on Forensics and Com-
liance Auditing (FCA) for CIP. The authors introduced a blueprint for
uilding FCA platforms that address the specific needs of CI security.
n a separate report by Yang et al. [ 28 ], a state-of-the-art review on
ndicator-based CI resilience assessment was conducted to achieve two
ain goals, i.e., understand the current landscape, and identify the need

or standardization. In addition, interdependency modelling of CI net-
orks has been a topic of research in several studies. For example, Brun-
er et al. [ 29 ] investigated modelling cascading failures that occur in in-
erconnected infrastructure systems after extreme events, while Xu et al.
 30 ] focused on improving the decision-making process for restoring in-
erdependent CIs after disasters. 

Serious Games (SG) are becoming increasingly data-driven, intelli-
ent, and immersive, developing into Digital Twins (DTs) [ 31 ]. Both
ave been used in hazard mitigation strategies. For example, a novel
pproach for construction safety training was developed by [ 32 ] using
T and a virtual training environment within a game engine. The pro-
osed approach was capable of generating realistic virtual training en-
ironments for minimal manual effort, offering benefits beyond safety
wareness training through data analysis. A virtual reality-based safety
ducation and training was also presented in [ 33 ] using SG. It was shown
hat SG with automated data analysis could be used for risk prevention
n construction. Another study [ 34 ] applied a DT of a construction site
o create a SG with real-time collision risk assessment for bored pile in-
tallation. Brucherseifer et al. [ 35 ] proposed a DT framework for CI to
mprove resilience against unforeseen events. It analyzed requirements
or infrastructure operation, crisis management, and resilience, then de-
ailed a conceptual framework with virtual replicas, smart tools, and a
uman-operated control centre. The outcome of their work was a sys-
em that could learn from past incidents, optimise responses, and train
ersonnel for rare events, ultimately enhancing infrastructure resilience.

According to the literature, various CIP tools, frameworks and ap-
roaches have been developed to improve the protection of CIs and
heir interdependencies. Some specific examples of these existing CIP
ools and their respective sectors are: SAURON [ 36 ], focuses on enhanc-
ng security in ports; STOP-IT [ 37 ], addresses security challenges in the
ater sector; DEFENDER [ 38 ], aims to enhance security measures in

he energy sector; SAFECARE [ 39 ], focuses on improving security and
esilience in hospitals; RESISTO [ 40 ], aims to enhance security and re-
ilience in communication systems; INFRASTRESS [ 41 ], focuses on the
2

ecurity and resilience of industrial plants; SATIE [ 42 ], addresses secu-
ity challenges in airports and the aviation sector; SAFETY4RAILS [ 43 ],
ocuses on enhancing safety measures in the rail transportation sector;
MPETUS [ 44 ], aims to enhance urban safety and security; 7SHIELD
 45 ], focuses on the security of ground segments of space systems; and
NSURESEC [ 46 ], addresses security challenges in e-commerce. These
ools are examples of research and development initiatives focused on
nhancing the security, resilience, and safety of CI sectors. Each of the
forementioned approaches is dedicated to a specific sector and aims to
ddress the unique challenges and vulnerabilities within that domain. 

Despite the existence of various CIP tools and frameworks, there
emains a significant gap in integrated cyber-physical security and re-
ilience management platforms. This paper addresses this gap by in-
roducing a model-driven cooperative and integrated platform from
he PRECINCT project [ 47 ] that leverages developments from exist-
ng CIP tools to protect CIs from cascading effects. PRECINCT stands
or Preparedness and Resilience Enforcement for Critical INfrastructure
ascading Cyber-Physical Threats. The PRECINCT project is develop-

ng the concept presented in this paper. The PRECINCT project con-
ects both private and public stakeholders involved in critical infras-
ructures within a specific geographic area. The goal is to establish a
nified cyber-physical security management approach, creating a se-
ure environment for citizens and infrastructures. This approach, called
PRECINCT," can be efficiently reproduced throughout Europe to en-
ance safety. The PRECINCT project aims to achieve the following ob-
ectives: (1) develop a framework plan for efficient safety and resilience
anagement of CIs, aligning with industry requirements, (2) establish
 collaborative cyber-physical security and resilience management in-
rastructure that enables CI stakeholders to create artificial intelligence-
owered PRECINCT ecosystems. This infrastructure will also offer en-
anced support services for resilience, (3) create a vulnerability assess-
ent tool that utilizes SGs. This tool will identify potential vulnera-

ilities and quantify measures to enhance resilience, considering cas-
ading effects, (4) implement PRECINCT’s DT that represents the net-
ork topology and metadata profiles of CIs. The DT will employ con-

inuous feedback-loop machine learning methods to identify anomalies,
rovide optimised reaction and mitigation quotas, and facilitate com-
uterised analysis, (5) deploy innovative PRECINCT ecosystems within
our real-world application scenarios, i.e., living labs (LLs) located in
ntwerp, Ljubljana, Athens, and Bologna. These ecosystems will serve
s validation demonstrators, generating measurement-based evidence of
he targeted benefits. Active participation from emergency services and
ity administrations will ensure that the results contribute to ongoing
T developments, (6) produce outputs related to sustainability, com-
rising capacity building, dissemination activities, resilience strategies,
xploitation strategies, and standardization recommendations. In sum-
ary, the PRECINCT project aims to create a comprehensive and repli-

able approach for managing the security, resilience, and sustainability
f CIs, ensuring the safety of citizens and supporting the development
f smart cities across Europe [ 48–52 ]. 

Based on the explanations provided above, this study aims to dis-
over the connection between CIs and their interdependencies and cas-
ading effects in Section 2 . The PRECINCT approach is presented in
ection 3 , which includes the ecosystem platform, specific interdepen-
encies in the context of LLs, and the calculation of resilience manage-
ent. This Section also covers the architecture and components of SG,
T as well as their integration. The experimentation conducted in the
RECINCT LLs using blueprints is discussed in Section 4 . A scenario
howcasing how PRECINCT evaluates risks and strengthens resilience
uring a flood event is presented in Section 5 , and conclusions are drawn
n Section 6 . 

. Interdependency graphs and cascading effects 

CIs are growingly at risk from various intentional cyber-physical at-
acks and risks from natural hazards. However, assessing and coping
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Fig. 1. An example of dependency graph [ 59 ]. 
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ith the influence of cascading effects arising from the interdependen-
ies among various types of CIs and different types of hazard/threats
nd their resilience for ‘rapid recovery’ is becoming increasingly per-
inent and is extremely difficult, particularly in terms of specified ge-
graphical areas such as cities. The increasing vulnerability of urban
entres focuses the importance of deep public-private cooperation to en-
ure a coordinated multi-sector response and enhanced protection of CIs
 52 , 53 ]. 

Identification of the various impacts of an event such as a flood in-
olves knowledge about the hazard, the region and infrastructures that
ill be affected [ 54 ]. Modern CIs are strongly interconnected due to

heir dependency on each other, the pursuit of efficiency and optimiza-
ion of resources, the need for information exchange, economic con-
iderations, technological advancements, and the desire to enhance ser-
ices and user experience [ 55 ]. Therefore, if one CI experiences reduced
peration, it can potentially impact others in the network [ 56 ]. Hence, a
horough threat analysis must consider all relevant CIs and their interde-
endencies. In this paper, a graph-based model is employed to represent
hese interdependencies, with nodes symbolizing CIs and edges denot-
ng dependencies. Fig. 1 shows a general example of such a dependency
raph. The flooding event depicted in Fig. 1 has a direct impact on both
he power network and city centre traffic, as evident from the graph. As
 result, any service disruption occurring in these two CIs will directly
r indirectly affect other CIs, such as hospital and telecommunication
etwork. 

Most CIs rely on and are dependent of information and communi-
ation technologies for their daily operation. These information and
ommunication technologies are considered as CIs [ 57 ]. A threat may
ffect these CIs and indirectly influence people living in the area. Dif-
erent nodes react in different ways to a specific threat, so it is nec-
ssary to describe the dynamics of each node through an individual
inner ” model. The approach here uses Mealy automata models [ 58 ],
s these describe reactions to an incoming alarm (e.g. notification of
 sensor) and inform dependent nodes in case the functionality or
vailability of the node changes due to that alarm. Knowing the lo-
al reaction to a cyber-threat and/or physical hazard, i.e., how the
tate changes due to a specific threat and/or hazard, the simulation
cknowledges an approximation of the overall response of the whole
ystem. 
3

. Methodology and results 

.1. Applying a precinct to critical infrastructure 

Cascading effects are considered in threat scenarios involving multi-
odal transport, energy, water, and telecommunications networks, con-

idering the interdependencies between these prominent and highly in-
erconnected sectors. These scenarios contain cyber, physical, and hy-
rid threats. An effective approach to collaborative cyber-physical se-
urity management requires the creation of public-private partnerships
 60 ], which is based on a nested-scales strategy to obtain coherence
mong the social organisation and economic development. This ap-
roach also needs harmony between various factors such as cost, risk,
nd security. To achieve this, PRECINCT builds upon recent and pro-
ressive CIs within the four proposed LLs, as shown in Table 1 . 

The PRECINCT project’s main outputs contain various components
see Fig. 2 ). These components include a PRECINCT framework descrip-
ion for efficient safety and resilience monitoring of CIs, integrating in-
ustry obligations and insights from EU projects. This project also assists
I stakeholders to generate AI-driven PRECINCT ecosystems and gain
ccess to developed support services through an integrated cross-facility
latform for cyber-physical security and resilience management. A vul-
erability measurement tool utilizing SGs is implemented to identify
ulnerabilities and resilience enhancements at the CI level. Addition-
lly, PRECINCT’s DT represents CI network topology and metadata, em-
loying continuous feedback-loop Machine Learning (ML) for anomaly
etection, response optimization, and automated forensics. The project
mplements cutting-edge PRECINCT ecosystems in four LLs and employs
alidation demonstrators to showcase measurement-driven evidence of
he anticipated benefits. Sustainability-related outcomes, including ca-
acity building, dissemination, standardization recommendations, and
esilience strategy, are also incorporated. 

The PRECINCT Ecosystem Platform is composed of a set of re-usable
T tools such as: 

• A Knowledge Graph to model CIs interdependencies and cascading
effects using an instance of Neo4J [ 62 ]. 

• A message broker and a Complex Event Processor to securely con-
nect CI systems that need to share data in the context of collabora-
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Table 1 

PRECINCT Living labs. 

Living lab (LL) Critical infrastructure system involved Relevant hazard (s) 

LL1 
Ljubljana 

• City bus transport and national rail 
• Electricity Distribution System Operator 
• Telecommunication infrastructure 
• Municipality Police 
• First responder services 

Terrorist attack (bomb threat and cyber threat) 

LL2 
Antwerp 

• Traffic (Tunnel) 
• Water Infrastructure 
• Energy Distribution 
• Telecoms 
• Police 
• Fire Department 
• Emergency services 

• Natural disaster (flooding) 

LL3 
Athens 

• Athens International Airport 
• Athens Metro 
• Attiki Odos Roadway 

• Natural disaster (earthquake) 
• Terrorist attack (cyber threat) 

LL4 
Bologna 

• Bologna Airport 
• Roads to the airport 
• Rail (Marconi Express) 
• Telecommunication network 

• Natural disaster (intense rain, high intensity 
wind) 

• Accidental damage to infrastructure (e.g., 
break in wiring) 

• Cyber-attack to TLC network 

Fig. 2. PRECINCT componets [ 61 ]. 
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tively managing vulnerabilities to Cascading Cyber Physical Threats.
Apache Kafka is used as message broker [ 63 ] and can support addi-
tional security mechanisms based on public and private keys. The
Event Processor used in PRECINCT is Esper [ 64 ]. 

• A Complex Event Processor determine complex event from CIs data
received from the message broker. 

• An Intelligent Security Monitoring tools to capture a form of IoT
systems deployed in the CIs as well as to filter and extract events
and statistics from these data and visualise them. 

• A Big Data Infrastructure to store CIs data and AI/ML algo-
rithms/models provided as libraries and applied on data provided
by CIs. 

• A Design studio for CIP software engineers to integrate existing CIP
tools / services with the PRECINCT Blueprints Directory which con-
tains the description this ecosystem as OASIS TOSCA service tem-
plates and Node types. 
4

• A Unified PRECINCT situation awareness user interface (UI) for all
Ecosystem participant secured by an Identity and Access Manage-
ment (IAM) system. 

Therefore, this ecosystem is a set of IT tools which are used as build-
ng blocks by other PRECINCT components (for e.g., the DT exploit
afka, and the Big Data Infrastructure) and supports territory CIs, emer-
ency responders and other stakeholders to adopt a common security
nd resilience management approach and harmonizing CIs emergency
rocesses. 

.2. The precinct approach to critical infrastructure protection 

.2.1. CI interdependencies in the context of precinct living labs 

Before detailing the involved technologies in PRECINCT, it is im-
ortant to elaborate on the provided database population from the LLs
i.e., Ljubljana, Antwerp, Athens, and Bologna) as the input parame-
ers. These data include cascading effects using mathematical methods
e.g., automaton theory, Markov chains and Markov processes) to model
he transitions among pre-defined operational states to indicate the ef-
ects of various incidents on CIs, CI interdependencies applying a graph-
ased approach, and the Resilience Methodological Framework (RMF).
ig. 3 shows the interdependencies of CIs. All attack threats such as
1) cyber and physical threats/attacks, (2) natural/technological haz-
rds, and (3) threats towards humans have been considered accordingly.
ll threats/hazards have been ranked according to their relevance and
everity for each LL by LL experts. Fig. 4 shows an example of an inter-
ependency graph for a flooding scenario within a city with a focus on
ransportation, water supply, and energy supply infrastructure as well
s rescue services. The calculated Resilience Index (RI) based on the re-
ilience modelling and cascading effect/ interdependencies are detailed
n the following subsection. 

The main purpose of the CI Interdependency Graph is to gain an un-
erstanding of the global behaviour of the CI network based on local
ynamics (i.e., the local behaviour or performance of the CI). Local dy-
amics are described through an inner model inside each node. Nodes
epresent the CI and the edges of dependencies among them. A qualita-
ive scale is used to characterize the state of each node, ranging from 1
best) to 5 (worst). Depending on the type of node, the levels represent
unctionality or availability of a component. Some possible interpreta-
ions are provided in Table 2 . The transitions among each state represent



M. Gordan, D.A. Kountche, D. McCrum et al. Resilient Cities and Structures 3 (2024) 1–19

Fig. 3. Critical infrastructure independency. 

Fig. 4. Interdependency model of flooding scenario, adopted from [ 65 ]. 
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he inner dynamics of each CI when affected by a specific incident. CIs
re all interconnected, and their widespread disruptions cause cascading
ffects. Interdependent infrastructures are vulnerable to risk of a cascad-
ng nature. The cascading effects are used to update nodes inside CIs by
hanging the state of the node. The transitions among the functionality
f each node represent the inner dynamics of each CI when affected by
5

 specific severe incident, e.g., a bombing or fire. Hence, based on the
nner dynamics, the cascading effects of the afore-mentioned incident
ffecting one of the assets in the system can be simulated for the entire
etwork of assets. 

The state of the node will change by reducing the specification of the
ode’s dynamic, i.e., when the condition gets worse. Such a change is
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Table 2 

Interpretation of states of a node. 

State Functionality Availability Loss / Damage 

1 Full functionality Normal None or negligible 
2 Slightly reduced Slight delay Some minor damage, repairable 
3 Some limitations, but still operating Some interruption or 

delay, but still 
satisfactory 

Some severe damage or multiple 
smaller problems, repair takes 
considerable time or money 

4 Strong limitations Strong interruption or 
delay, not satisfactory 

Severe or long-lasting damage, repair 
time consuming or expensive 

5 Not working at all Not available Failure, needs to be replaced or 
substituted (at least temporarily) 

Fig. 5. Interdependency graph with probabilistic Mealy automaton model [ 67 ]. 
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riggered by the afore-mentioned incident, either directly or indirectly
hrough the state of a node it depends on. Furthermore, the reaction to
he threat may depend on the circumstances, i.e., on the current state
f the node. Such behaviour is best modelled through a probabilistic
ealy automaton [ 66 ], as it changes the node’s state upon a given in-

ut and returns an output. Therefore, it is appropriate to model a node’s
ehaviour by adding probabilities to the state changes of the automa-
on model, i.e., through a probabilistic Mealy automaton [ 58 ]. Fig. 5
llustrates an example of a probabilistic Mealy automaton. 

Formally, the local dynamics in a node are described through a tuple
 = ( 𝑆,Σ𝑖𝑛 ,Σ𝑜𝑢𝑡 , 𝜆, 𝛿, 𝑠0 ) where; 

• S represents a limited and non-empty group of states, e.g., 𝑆 =
{1 , 2 , 3 , 4 , 5 } 

• Σin is a limited and non-empty input alphabet encoding the threats,
where Σ𝑖𝑛 ⊂ {0 , 1 } 

• Σout is a limited and non-empty output alphabet 
• 𝛿 ∶ 𝑆 × Σ𝑖𝑛 → Δ( 𝑆) represents a transition function that maps a pair

of state and input word to a probability distribution over the states
(i.e., an element of the simplex Δ( 𝑆) ) 

• 𝜆 ∶ 𝑆 × Σ𝑖𝑛 → Σ𝑜𝑢𝑡 is an output function that maps a pair of state and
input word to an output word 

• 𝑠0 ∈ 𝑆 is the initial state 

It is recommended to choose the same set of states, S , for all nodes as
t allows comparing the condition of different components. Further, it
s convenient, and in most cases sufficient, to set Σ𝑖𝑛 = Σ𝑜𝑢𝑡 = Σ ⊂ {0 , 1 } .
 state change of assets is defined by an incident (i.e., an alarm clari-
6

ying the aspects of the occurred incident). Σ is composed from possi-
le strings (e.g., the kind of threat, its criticality, a timestamp) to de-
cribe alarms. The transition function, 𝛿, can be considered as a set of
appings, 𝛿𝑎 ∶ 𝑆 → Δ( 𝑆) for each 𝑎 ∈ Σ, where 𝛿a can be characterized

hrough a stochastic matrix Pa , where each row describes the distribu-
ion of the next state. This representation typically makes it more un-
erstandable for users, as they can fill these transitions matrices row by
ow, each corresponding to a concrete situation, described by the node’s
tate. 

As an example, consider a node that receives information relating to
 fire. If the node is currently in State 1 (operating smoothly/ efficiently)
ith a probability of occurrence of 20 %, it goes to the worst state, State
 with a probability of occurrence of 70 % and to the intermediate state,
tate 2 with probability of 20 %. The remaining probability of 0.1 or
0 % is allocated to the condition where the state is not changed. These
umbers are summarized in the initial row of the transition matrix, Pfire ,
s the starting state was 1. If the node is originally in State 2 (i.e., already
acing some issues), there is a probability of 80 % that it changes to the
orst state, State 3. If we assume that a fire alarm will not improve the
ode’s state (i.e., the transition probability to State 1 is zero), there is a
robability of 20 % that it stays in the current state. These numbers are
ummarized in the second row of the transition matrix, Pfire . If the node
s already in the worst state, a new fire alarm will not affect the proba-
ility, so that the last row of the transition matrix assigns all probability
o State 3. The transition matrix, Pfire , is described through a table as
hown in Table 3 . Each row describes a state change including the in-
ut and output messages that are relevant for the detection of cascading
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Table 3 

An example of transition. 

Input Current State Next State Output Probability of occurrence 

Fire 1 2 Fire 20 % 

Fire 1 3 Fire 70 % 

Fire 2 3 Fire 80 % 
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ffects. The conditions where the state is not changed are defined im-
licitly through the fact that the sum of all transition probabilities being
00 % but could also be added explicitly. Whenever the node goes to a
ew state, it notifies its neighbors through the output ‘Fire’. 

𝑓𝑖𝑟𝑒 =
⎛ 
⎜ 
⎜ 
⎝ 

0 . 1 0 . 2 0 . 7 
0 0 . 2 0 . 8 
0 0 1 

⎞ 
⎟ 
⎟ 
⎠ 

The current model does not explicitly consider the intensity of the
re when determining state transitions. In this paper, the focus is on
sing incident types like fire alarms to trigger transitions based on pre-
efined probabilities. The estimation of transition probabilities is a par-
icularly challenging task often due to the lack of data that is often seen
n the context of CIs. Therefore, multiple approaches are proposed to
olve the problem of a specific threat, depending on the amount of data
vailable (see Table 4 ). 

.2.2. Quantification of resilience 

Over the past decade, the concept of resilience has rapidly evolved
n the context of CIs [ 68 , 69 ]. Within the PRECINCT project, a review
f recent work in the space of resilience was carried out to identify a
trategy for resilience calculation. The following definition for resilience
as adopted: “Resilience is the ability to continue to provide service

f a disruptive event occurs ” [ 50 ]. The PRECINCT project builds upon
ork which has preceded it in order to define a quantitative Resilience
ethodological Framework (RMF) which defines a RI based on a mon-

tary representation of the losses due to break down in the service de-
ivered by the CI. Some samples of service measures are provided below
or different CIs: 

• Railway network: Passenger miles, ticketing. 
• Road network: Delay times, safety of road users. 
• Electricity/telecom network: Availability of power. 

Service measures tend to vary from one CI type to the next. The mon-
tary estimation used within PRECINCT allows summation of all service
easures involved in the assessment of a multi-modal CI. To describe

he resilience-relevant parts of the CI, “resilience indicators ” are used.
Table 4 

Parametrization of probabilistic models, adapted from [ 66 ]. 

Estimation Method Description 

Direct Estimation The simplest way to characterize the tra
𝑝𝑖𝑗 = 𝑝(𝑖 →𝑗 ) that a node changes its state
subjective and therefore prone to error.
combined in a way that is not sensitive

Qualitative Estimation One way to consider the uncertainty in
their prediction. The predicted values a
potential outcomes. Based on the confid
the weight put on other values increase

Identification of Similar Scenarios In some situations, threats are explicitly
system. In this case, the state of a node
caused a specific degree of disruption o

Counting Threats In a situation where experts or tools sup
probabilities can be based on the numb
configuration describing the current sta
notes, the threats affecting an asset are 

Logistic Regression Collecting experts’ implicit knowledge o
precise estimates. However, utilising a 
configurations and analyzing the data w
requiring full configuration coverage. 

7

hese are separate aspects to the RI, as they are essentially representa-
ive parts of the CI which indicate how resilient the CI is to the posed
hreats. Resilience indicators may be classified as Infrastructural, Envi-
onmental or Organisational. Each indicator is assigned a score based
n the baseline state. Table 5 provides some examples of indicators for
arious infrastructure types. The various potential states of each indica-
or are listed in the table, as well as the context/meaning of each state.

herever possible, the indicators states should be based upon existing
tandards and codes of practice relating to the indicators. For example,
he indicator states for “Bridge Condition ” may be based upon the states
isted within the inspection protocol already in place for the bridge. 

Table 5 also indicates the state to which the indicator impacts the
esilience of the system. For example, the “Bridge Condition ” indicator
mpacts the “Absorb ” phase of the resilience cycle, as a higher bridge
ondition increases the resistance to a triggering event (e.g. flood and
arthquake), while the “Number of City Police ” impacts the “Recovery ”
hase. That is, more police mean that the aftereffects of a triggering
vent can be limited, bringing the service back into place more quickly.

Once the resilience indicators have been assigned, their impact on
he service measure for a given triggering event must be determined. In
his respect, the RMF works in conjunction with the interdependency
raph simulation described in Section 3 . Each indicator may be mod-
lled as a node within the graph. In this way, the impact of changes
o the indicator values can be modelled, considering the interconnected
nd time dependant nature of the problem. By simulating the various
utcomes of indicator changes, the relative weight of each indicator on
he service can be determined. The service measure used to quantify
he resilience can also be determined from the cascading effects simula-
ion as monetary values can be assigned to the output state of the nodes
hich are related to the service provided. This output data can then be

ed to the backend of the serious game in order to acknowledge users to
nvestigate the impact of various combinations of actions taken before,
uring and after a hazard/threat event. Cost benefit assessment can be
ombined with machine learning algorithms to train models to predict
ptimum strategies for the various actions that can be taken, subject to
udgetary constraints. 

There is a trade-off between model complexity and ease of use. Us-
ng a 5-point scale offers advantages in terms of clarity and applicability.
n real-world scenarios, detailed data on CI components might be lim-
ted. This simplified approach makes the model easier to understand
nd implement by practitioners, thus enhancing its usability. However,
he model itself is flexible and could be adapted to incorporate a wider
ange of values in future work, provided more granular data becomes
vailable. Despite the limited value range, the model’s strength lies in
ts comprehensiveness, capturing various resilience aspects through di-
nsition regime is direct estimation of the transition probabilities 
 from i to j . In situations where data is sparse, such estimation is 
 Whenever possible, multiple assessments should be collected and 
 to outliers (e.g., a median). 
 human estimates is to let experts indicate how certain they are about 
re the most likely ones, but neighboring values are also considered as 
ence, the distribution over all possible states is of different forms, i.e., 
s when confidence decreases. 
 characterized through variables, e.g., through the configuration of a 
 can be estimated through the number of scenarios that potentially 
r loss. 
port the evaluation of the threats an asset faces, the estimation of 

er and type of threats that affect a specific asset. For a given 
te of the node and potentially considering the states of neighboring 
evaluated to determine the new state of the node. 
n system threats can be challenging, as they often hesitate to make 

"parametrization by example" approach, evaluating different 
ith logistic regression, can provide valuable insights without 
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Table 5 

Sample Resilience Indicators. 

Part Indicator Phase Possible values Meaning 

Infrastructure Telecom ICS Protection Systems 
(firewalls) 

Absorb 4 State of the art 
3 Slightly outdated 
2 Very outdated 
1 Not in place 

Bridge Condition Absorb 5 Like new 

4 Slightly deteriorated 
3 Average 
2 Poor 
1 Alarming 

Rail control centre backup power 
supply 

Recovery 3 Automatic back up 
2 Manual back up plan 
1 No back up system 

Environment Ease of physical access to 
Telecom staff area 

Absorb 5 Very low risk 
4 Low risk 
3 Average risk 
2 Moderate risk 
1 Severe risk 

Accessibility of bridge 
infrastructure 

Recovery 4 Fully accessible after 
event 

3 Fully accessible with 
specialist equipment 

2 Semi-accessible 
1 Not accessible 

Organisation Telecom staff crisis training Recovery 3 Constant training 
2 periodic training 
1 No monitoring 

Monitoring of threat level Absorb 4 Every week 
3 Every month 
2 Every 3 months or more 
1 No monitoring 

Number of city police staff Recovery 5 More than 200 staff
4 150–200 staff
3 100–150 staff
2 50–100 staff
1 Less than 50 staff
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erse indicators, while remaining scalable for application to different
Is. 

The PRECINCT RMF (see Fig. 6 ) computes resilience with respect to
he service measures delivered by the CI, such as the number of passen-
ers moved by a transport system, or the hospital’s patient load. Every
ingle service measure is computed in financial expressions to evaluate
esilience improvements across different CIs. Subsequently, resilience
an be assessed by quantifying the service losses caused by a particular
yber-physical incident. Resilience indicators can be applied to allocate
he losses to particular elements of the CI, and targets can be set for
hese indicators to improve resilience. The proportion of indicators met
an be used to estimate the relative impact of a cyber-physical incident
n CIs. Each step of the RMF is described in the following. 

a) Define CI System 

The first step in assessing CI resilience is to define the CI system
eing assessed. This includes identifying the physical assets, cyber sys-
ems, and organisations that contribute to the CI’s resilience (e.g., fire
epartments, police departments, emergency services, and first respon-
ers). For example, bridges and road sections form part of a transport
etwork, central control rooms form part of a motorway, and power
lants supply electricity to CI elements. The CI system should also con-
ider the physical environment in which it operates, such as the risk of
oods or deliberate physical attacks, as well as the organisational en-
ironment to which the infrastructure management organisation is sub-
ect. This includes regulations/codes impacting the infrastructure. The
efinition step should also identify the relevant hazards of interest to
he multimodal system of CIs and interdependencies between events.
or example, an urban tram system with sufficient flood defenses may
ot be impacted by a 1 in 100-year flood event, but the power network
upplying electrification to trams may potentially be at risk of shutdown.
8

b) Quantify Service 

PRECINT evaluates CI resilience by assessing the quality of service
rovided, which can range from travel time and user safety to unin-
errupted internet access. This assessment involves three main steps:
efining the service, quantifying the service, and valuing the service.
he service definition should be based on stakeholder input and can
e measured using indicators or simulations. The service value is then
ssigned a monetary value based on published data or valuation tech-
iques. This standardised approach allows for a comparable assessment
f CI resilience across different types of CI. 

c) Quantify Resilience 

The RMF quantifies resilience using indicators or simulations. As de-
cribed in Table 5 , various resilience indicators can be used to assess
he state of a CI and its impact on service provision. These indicators
an be assigned scores based on their states (e.g., "Like New" vs. "Alarm-
ng" for Bridge Condition) and then weighted based on their impact on
ervice provision. When using indicators, the user must identify, check
or relevancy, estimate values, and quantify resilience using weights.
ndicators provide an indication of the difference between the service
rovided and the intervention costs. An example indicator is the condi-
ion state of the infrastructure. Indicators must be checked for relevance
o ensure they are worthwhile to include. The number of scores possible
or each indicator may vary for each hazard. The final step of measuring
esilience with indicators involves correlating indicator scores with mea-
ures of resilience, generally in monetary units representing differences
n intervention costs or measures of service. For differentiated weights,
stimating the relative impact of each indicator on resilience is essen-
ial. The weight of an indicator is determined by the difference between
he reduction in service and intervention costs with the indicator at its
orst value and the reduction with the indicator at its best value. 
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Fig. 6. Precinct RMF [ 50 ]. 
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d) Set Targets 

The RMF sets targets for resilience to ensure the goals of the CI organ-
sation are achieved and to incorporate codified norms. The process in-
olves gathering stakeholders, identifying legal requirements, determin-
ng stakeholder requirements, and setting targets. Legal requirements
ypically involve minimum condition states for infrastructure assets and
inimum assessment loads. Targets can be set against measures of ser-

ice and resilience, or against indicators. Cost-benefit analysis (CBA)
an be used to determine the optimal target for each indicator. 

e) Cross Consideration of Resilience Enhancements 

The RMF’s final step involves considering and implementing re-
ilience enhancements to the CI system, taking into account the re-
ilience quantification and targets. This can be done either for each
azard individually or across multiple hazards simultaneously. Then,
he resilience of the entire system can be weighted according to the
ikelihood of each event. The identification of appropriate resilience en-
ancements can then be made by analysing the statistical representation
f resilience across all indicators. 

The PRECINCT cascading effects pattern, a central component of
he RMF (see Fig. 7 ), assesses the impact of resilience enhancements
n overall expected losses given a triggering event, considering budget
onstraints. Resilience targets are set resulting from stakeholder con-
erns, monetary evaluations, and endorsed obligations. Fig. 7 shows the
9

elationship between the cascading effect simulation and the RMF. It in-
icates how the cascading effect simulation is used to quantify resilience
nd to inform the setting of resilience targets. Specifically, the cascad-
ng effects interdependency initially provides a conceptual ontology to
escribe the context of the CI system in terms of hazards and key infras-
ructure nodes/boundaries. This is step (a) of the RMF. Subsequently,
he interdependency graph is used with steps (b) and (c) of the RMF
n terms of quantifying the service and quantifying the resilience, with
onsideration of the specific hazards modelled in the graphs. Finally, tar-
ets are set (RMF step (d)) by considering the impact of enhancements
n the resilience of the system. 

.2.3. Serious games (SG) 

Gamification can be defined as “using game-based mechanics and
heory to engage people, motivate action, and promote learning ” [ 70 ].
n 1987, the term ‘‘Serious Game (SG)’’ was introduced by researcher
bt [ 71 ]. In 2002, the US Army developed a serious game in the form
f a video game named America’s Army. Then, the SG Initiative was
ounded in 2002 by the Woodrow Wilson Center for Scholars in Wash-
ngton, D.C. [ 72 ]. They described serious games as ‘‘games that do not
ave entertainment, enjoyment, or fun as their primary purpose’’ [ 73 ].
evertheless, ‘‘entertainment’’ has been considered a significant factor
f SGs in other definitions, e.g. ‘‘serious game is a mental contest, played
ith a computer in accordance with specific rules, that uses entertain-
ent to further government or corporate training, education, health,
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Fig. 7. Incorporating PRECINCT cascading effects and interdependency graphs into RMF modeling. 
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ublic policy, and strategic communication objectives’’ [ 74 ]. It can ex-
lore entertainment for different purposes, such as training, education
nd skills development [ 75 ]. Since 2002, SGs have been successfully
ntroduced for different domains such as education, scientific research,
nvironmental science, healthcare, government, politics, military, en-
ertainment, religion, security, marketing, culture and art [ 76 , 77 ]. The
uthors of [ 77 ] proposed the main characteristics of a serious game, as
ollows: 

• An action language for communication between game and player; 
• Assessment tracks the number of correct answers; 
• Conflict or challenge; 
• Control, or the ability for the players to alter the game; 
• Environment; 
• Game fiction or story; 
• Human interaction among the players; 
• Immersion in the game; and 
• Rules and goals of the game provided to the player. 

In Fig. 2 , the PRECINCT project’s comprehensive framework was
howcased, which included a range of components designed for the
ystematic security and resilience management of CIs. One major tool
ithin this framework is the SG module. This module can identify the
nanticipated combinations of threats or cascading effects in CIs [ 78 ]. In
RECINCT, a SG design concept was proposed to improve CI resilience
hich has been outlined in six main steps, i.e. (1) fit player’s data to train
achine learning, (2) generate clusters, (3) create prediction models,

4) identify vulnerabilities, (5) discover trends, and (6) create visuali-
ations. The methodology followed to develop the SG was based on the
rinciples of SGs and gamification. The game was intentionally designed
o be challenging and engaging, while also providing players with the
pportunity to learn about CI resilience. The gamification techniques
ere used to motivate players and help them to develop the skills and
nowledge they need to improve the resilience of CI systems. The end
sers (CI operators & emergency responders) needs and learning objec-
ives relating to the SG as a training environment for CIP was assessed
n specific workshops. Feedback from the workshops was aligned with
G pedagogical approaches [ 79–84 ] to design the SG for CIP. These ap-
10
roaches ensure users are motivated to learn, understand the environ-
ent, improve resilience outcomes, and gain valuable feedback. 

To implement the game, it is required to feed various key con-
ributors, i.e., player attributes, different threats, resilience indicators,
hreshold levels, attack and defence strategies, and available budget.
ame play records will be analysed, and data will be mined to produce

raining material and understanding of how interventions can change
he resilience index (see Fig. 8 ). 

A brief overview of the sequencing of gameplay and potential game-
lay options are provided here to enable the reader to understand the
otential gameplay interactions and data. In the SG, firstly, a registered
ser logs in by entering their username, email, and password ( Fig. 9 (a)),
hen selecting a character, either the Game Director, an Attacker or De-
ender ( Fig. 9 (b)). Once a player is logged in, the game will present
he qualified director with a director’s dashboard to select the type of
hysical or cyber-attack, the location, and the budget for the attacker
nd the defender for each CI. The attacker’s dashboard ( Fig. 9 (c)) en-
bles the attacker to select tools for the initial attack, use upgraded tools
or changing the attack. The defender is presented with a game’s initial
alance, the player’s ranking, the attack type, and the level set by the
irector ( Fig. 9 (d)). Next, the defender must enter their job role and the
umber of years in this position. Then, the defender is presented with
he opening attack scenario, e.g., “flooding ” set by the director using the
ainfall selected by the attacker to launch the initial attack. The game
rovides a set of analysis tools to help the defender decide, including
eospatial visualisation, the impact location and the size, the risk level
oncerning each CI’s resilience, and the live update of the traffic condi-
ion of the attack’s assets. The game uses the interaction of the attacker
nd the defender to simulate an attack’s cascading effect. After the de-
ender implements a solution to counteract the attacker’s first attack,
he attacker intensifies the attack by increasing the level of attack. Con-
equently, CI is damaged due to the additional attack. The size of the
ffected area, the change in resilience for each CI, the links of affected
Is, and the detailed cascading effect between different CIs can also be
isplayed using the proposed SG. 

The SG was validated by living labs (LLs) user testing to gather feed-
ack on its usability, effectiveness, and overall experience, as well as
xpert review by CI resilience experts to ensure its accuracy. The main
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Fig. 8. SG design concept. 

Fig. 9. PRECINCT Serious Game. 
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ontribution of this SG is that it is specifically designed for CI resilience.
his means that the game is focused on enabling players to understand,
valuate, analyse, and create solutions about the threats and vulnera-
ilities of CI systems, and how to mitigate the threats. The game also
rovides players with the opportunity to practice their skills in a sim-
lated environment. To the best of our knowledge, there is no existing
G in the same or a related domain that validates the contribution made
y this study. 

.2.4. Digital twins (DT) 

A Digital Twin (DT) is a virtual model of a physical asset or process,
osted in the cloud, that mirrors the entity’s current state and behaviour,
nabling simulation, prediction, and optimisation. In other words, the
T is an integrated multi-physics, multi-scale, probabilistic simulation
11
f a real physical system that uses the best available physical models,
ensor updates, data and events history to represent the life of the corre-
ponding twin [ 85 ]. A DT acts as a container for integrating information
rom different sources at different lifecycle stages. The information con-
ained in the DT can be used to analyse the current status of a real system
nd derive a model in order to build an improved version of the system
apable of managing the risks detected with suitable mitigation strate-
ies. The idea of DT can be traced back to the early 2000s, when NASA
nd the U.S. Air Force organised its implementation in the aerospace in-
ustry for their spacecraft and aircraft systems [ 86 ]. Then, DT has been
radually expanded into diverse application domains, including Smart
ities, Industry 4.0, Healthcare, and Smart Manufacturing. NASA, a pi-
neer in DT adoption, integrated it into its technology roadmap for sim-
lation, modelling, processing, and information technology [ 87 ]. DTs
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Fig. 10. Overview of DT concept. 

Fig. 11. OPEN Local DT. 
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ave emerged as transformative decision-support tools, enabling com-
anies to create real-time simulations that predict object or process per-
ormance using data from the physical world. Hence, DTs serve as a
ridge between the physical and digital worlds, advancing a better un-
erstanding and enhanced control of real-world systems (see Fig. 10 ). 

A DT architecture and related instantiation (system of systems) is not
 single-ended collection of components, or a centralised platform. It is
 collection of processes based on important principles. These processes
eed capabilities (functional and technical) and related components that
an fulfill these capabilities. DT frameworks also come in different vari-
nts. Fig. 11 presents a classification based on the capabilities of the
Ts, categorized into six levels. In PRECINCT, the level needed is level
 to be able to simulate cascading effects on CIs caused by events and
ssess the RI of possible mitigation actions. Which means that static and
ynamic data is needed, but also simulation models to see the impact of
What-If" analysis. 

The DT module stands as a principle of PRECINCT framework, serv-
ng as the digital counterpart to physical CI networks. As depicted in
ig. 2 , the DT is connected to the CI network topology and metadata,
mploying closed-loop ML for anomaly detection, response optimisa-
ion, and automated forensics. A high-level conceptual architecture of
he PRECINCT DT is shown in Fig. 12 . As can be seen from Fig. 12 , the
RECINCT DT architecture highlights the DT, and its interaction with CI
ystems and the PRECINCT ecosystem platform components. The salient
12
arts of the architecture are the DT platform and the solution accel-
rators labelled CI1 , CI2 and CIn . Each of these solution accelerators
easures a specific CI and handles the CI data in the appropriate way

hrough custom algorithms. 

. Blueprints, deployment, and transferability of precinct 

omponents 

A PRECINCT blueprint is defined by a reference architecture for
RECINCT components that employs a description language, i.e., Topol-
gy and Orchestration Specification for Cloud Applications (TOSCA).
lueprints facilitate the deployment of PRECINCT applications on re-
ources provided by CI stakeholders. Additionally, they offer an effec-
ive solution for scaling and maintaining large applications. Hence, the
mplementation of CIP applications is assisted with blueprints as they
an enable the collaboration of the partners during the development
rocedure to reduce the overall development period as well as to stan-
ardize CIP assets. In other words, PRECINCT components are described
s TOSCA service templates to manage the deployment and orchestra-
ion of these components. A service template is illustrated by Fig. 13 . 

A service template is defined for the DT, SG, the PRECINCT ecosys-
em platform, and the composition of all these outcomes using a YAML
ased grammar and contains the description of a topology model, Inter-
aces, Operations, and Workflows. A topology model is a directed acyclic
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Fig. 12. High-level conceptual PRECINCT DT Architecture [ 61 ]. 

Fig. 13. Illustration of an OASIS TOSCA service template [ 88 ]. 
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raph where the node are instances of Node Types (i.e., the definition
f properties and operations provided by the component) and the edges
re defined as relationships which can also be generalized into Rela-
ionship Types [ 88 ]. A topology used to deploy the Knowledge Graph
s illustrated on Fig. 14 , where the graph shows the nodes and their
elationships (connection to TCP ports and hosting) in a deployment
cenario where Docker to host Neo4J, the graph database and a REST
PI server. The computer, networking and storage resources are pro-
ided by CIs operators in on-premises, private or public cloud as well
s the definition of the Policies through the adaptation of the service
emplates. 

The architecture is modelled using TOSCA within a Service Tem-
late, incorporating CIP assets such as the Cascading Effect Simulator,
G, and DT, along with their relationships (e.g., the sequence of instanti-
tion for tools). This modelling also captures the interfaces used by these
ools to exchange data, such as the interdependency graph, which can
e communicated via APIs or MQTT. In addition, TOSCA’s Service Tem-
late emphasises the management of the lifecycle of CIP assets, while
13
he interdependency graph is represented as an artifact in a JSON file
nd is not modified by TOSCA’s orchestrator, which lacks an under-
tanding of the semantic of this JSON file. Consequently, acyclic and
nterdependency graphs are not directly correlated. 

Furthermore, in a service template, Interfaces, Operations and Work-
ows define how a service described by the topology is instantiated,
erminated, and managed during its entire lifecycle. Finally, Policies de-
nes the services aspects such as its quality-of-service, performance, and
ecurity objectives [ 88 ]. Thus, a PRECINCT blueprint manages the life
ycle of the PRECINCT components deployed in a LL as well as the ded-
cated infrastructure used by the LL to host the components. Fig. 15 (a)
llustrates some of the node Types defined for the PRECINCT Ecosys-
em Platform components and Fig. 15 (b) shows the service templates
escribing the deployment of PRECINCT component in LLs. 

The PRECINCT blueprints are stored in a Gitlab repository named the
RECINCT Blueprint repository from which the service template can be
ownloaded and deployed using an OASIS TOSCA orchestrator such as
Opera [ 89 ]. Finally, the PRECINCT Blueprints contain documentation



M. Gordan, D.A. Kountche, D. McCrum et al. Resilient Cities and Structures 3 (2024) 1–19

Fig. 14. Visualisation of the topology of deployment of the Knowledge Graph. 

Fig. 15. Illustration of (a) node types, and (b) service template defined in PRECINCT. 
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hich described the reference architecture as well as lessons learned
uring the deployment to facilitate the adoption of PRECINCT solutions
n several CIP use cases. 

. Illustrative scenario: PRECINCT’s role in a flood event 

An illustrative scenario showcasing how PRECINCT evaluates risks
nd strengthens resilience during a flood event is presented in this sec-
ion. Imagine a severe storm triggering flash flooding in a riverside
ity. This scenario can be considered to show the application of the
RECINCT model in a real-world context. Flooding is selected here as
 representative natural disaster due to its complex and cascading ef-
ects on interdependent CIs. Floods can have devastating consequences,
isrupting transportation networks through road closures and bridge
ailures. Additionally, flooding can damage power grids, water treat-
ent plants, and communication towers, creating a domino effect that

ripples entire communities [ 90 , 91 ]. Given the widespread disruption
oods cause to CIs, they serve as a relevant example for showcasing
RECINCT’s capabilities. 

.1. PRECINCT in action 

The PRECICNT initiative in action can be observed through four as-
ects, i.e., identifying cascading effects, resilience assessment, mitiga-
ion strategies, and an e-learning module. 
14
a) Identifying Cascading Effects 

A major flood event lasting for a long time could disrupt CI systems.
he cascading effects could be significant, with disruptions in other CIs.
nalysing the knowledge graph, PRECINCT determines the potential
onsequences of flooding on various CIs, as follows: 

- Transportation networks: Road closures due to submerged roads,
bridges, and tunnels, leading to total gridlock traffic congestion on
the city streets. 

- Power grid: Disruptions from flooded substations and downed power
lines. 

- Water treatment plants: Potential contamination of water sources
and damage to treatment facilities. 

- Communication networks: Disruptions due to flooded communica-
tion towers and damaged cables. 

b) Resilience Assessment 

PRECINCT employs the RMF to calculate the city’s infrastructure RI
efore and after the flood. This considers service measures (such as dis-
uptions in power supply, water availability, transportation, and com-
unication services), resilience indicators (scores assigned to aspects

orresponding to flood barriers around critical facilities, redundancy
n power lines, and public awareness campaigns), and monetary esti-
ations. The RI reflects the economic losses due to service disruptions

cross affected CIs. 



M. Gordan, D.A. Kountche, D. McCrum et al. Resilient Cities and Structures 3 (2024) 1–19

Fig. 16. Integration architecture of the SG. 
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c) Mitigation Strategies 

PRECINCT utilises simulations to support decision-making. In this
cenario, the PRECINCT model’s DT would play a vital role. The
T would continuously monitor real-time data from various CIs. By
nalysing this data, the DT could identify potential cascading effects
arly on, allowing for timely mitigation strategies, as follows: 

- Emergency response coordination: Facilitating communication be-
tween emergency services, public utilities, and residents for evacu-
ation and resource allocation. 

- Deployment of resources: Activating mobile water treatment plants,
deploying temporary communication towers, and setting up sandbag
barriers to protect CI. 

- Resource Management: Optimising the allocation of rescue crews,
medical supplies, and evacuation shelters based on the severity of
flooding in different areas. 

d) E-learning Module 

The SG component of the PRECINCT model would also be crucial
n this situation. The SG could simulate a flood event and its cascad-
ng effects, allowing CI operators and emergency responders to practice
heir response under realistic conditions. This immersive training would
nable them to identify critical decision points, refine communication
rotocols, and enhance overall preparedness for unforeseen events. 

e) Blueprints for Re -usability of PRECINCT’s CIP Assets 

The previously described IT tools (i.e., DT, SG, etc.), data and doc-
mentation used during this scenario can be described using TOSCA.
his will allow the scenario to be readily re-used when a redeployment
f the tools is needed by another city or by a researcher for testing the
verall PRECINCT approach. In fact, beyond this scenario, TOSCA al-
ows to change several parameters: either using the tools as provided
r deployment them using new resources and configurations (changes
he data sources, simulation parameters, etc.). The Blueprints are then
tored in a dedicated PRECINCT repository. 
15
.2. Outcomes 

By simulating flood scenarios and identifying vulnerabilities,
RECINCT empowers stakeholders to proactively enhance the city’s re-
ilience from the following perspectives: 

- Prioritizing investments: Directing resources towards flood protec-
tion measures for CIs, early warning systems, and flood-resistant
building codes. 

- Developing emergency response plans: Creating well-coordinated
plans for evacuation, rescue operations, and damage assessment. 

- Enhancing community preparedness: Educating residents about
flood risks, evacuation routes, and safety protocols. 

The PRECINCT SG frontend application acts as a face to the various
ackend components such as cascading effects simulator, DT data, and
he user/usage backend system. The overall integration architecture of
he SG is shown in Fig. 16 which includes communication with backend
omponents to obtain the data for all the players in the SG to perform
arious tasks in the game and send the data collected to enable a data
ining tool to analyse the gameplay records. 

When a user registers/logs in, the backend is used to verify the cre-
entials and the role assigned to that user. The user can be assigned one
r more of the three major roles (i.e., Director, Attacker, and Defender).
nce the login is successful, based on the role assigned to the user, the
ackend sends the attack data, defends available and other information
bout the scenario created by the director. An attacker can then create
nd save a new attack to the backend as well as attach it to one or many
efenders. 

When a defender logs in, the backend sends all the attacks available
or defending available. Once the defender chooses an attack, the system
ends all the attack information to the cascading effects simulator and
uns the simulation. The cascading effects simulator returns the various
ffects of the attack on the geospatial nodes in the city. The defender
an take various defensive actions on the action nodes, this sends the
urrent state of the dependency graph (which includes the nodes) along
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Fig. 17. PRECINCT SG. 

Fig. 18. Library of components of the PRECINCT SG. 
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ith the defensive actions to the cascading effects simulator backend to
un more simulations and calculate the change in the resilience. 

Each action done by the defender along with the attack and scenario
nformation is sent to the backend as well and saved, which allows
he mining of the data to be analysed by the data mining framework.
he flow of data is through REST APIs and use https authentication for
ecurity. 

Fig. 17 shows the PRECINCT SG including a library of components,
ooded areas, and resilience states. The player can click on any com-
onent (e.g., map button, analysis button, additional resources button,
ool button, and bookkeeping button) to get more detailed information
16
s described in Fig. 18 . For example, if the player clicks on the analysis
utton, the information about Risk Level will display what each colour
epresents, the value inside the colored square indicates the probability
f occurrence and the change in resilience (see Fig. 19 ). As can be seen
rom Figs. 17 and 19 , the resilience is shown using a probability range
ssociated with a state from 1 to 5. 

.3. PRECINCT’s advantages and challenges 

By integrating knowledge graphs, flood vulnerability assessments,
nd dynamic simulations, PRECINCT provides a powerful framework for
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Fig. 19. CI’s state colour representation and resilience conversion probabilities. 
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the blueprints. 
anaging flood risks and bolstering the resilience of CI networks. The
odelling of cascading effects is one of the most significant benefits of
RECINCT. The PRECINCT framework identifies the cascading effect of
ooding on interconnected CIs, enabling proactive mitigation strategies.
upporting decision-making is another benefit of PRECINCT as it can
rovide real-time simulations to guide resource allocation and response
ctions when flood events occur. PRECINCT also offers Blueprints to CIP
esearch communities and other CI stakeholders. These Blueprints are
OSCA Service Template which facilitate the customization and deploy-
ent of CIP assets to fit the needs of a CI stakeholder. Another advantage

s the ability of CI operators and emergency responders to train under
ealistic conditions. 

While PRECINCT offers a powerful framework for flood prepared-
ess and response, it is important to acknowledge some potential limi-
ations and challenges. Data quality and availability is one of the most
mportant challenges of PRECINCT. The effectiveness of PRECINCT re-
ies on the quality and comprehensiveness of its underlying data. Inac-
urate or incomplete data on CIs, their interdependencies, and historical
ood events can lead to flawed risk assessments and mitigation strate-
ies. The complexity of real-world scenarios is also challenging as flood
vents can be highly unpredictable, and real-world situations may in-
olve unforeseen factors not fully captured by the model. PRECINCT’s
bility to adapt to these complexities is crucial for its effectiveness. Hu-
an decision-making, cybersecurity threats, cost implications and im-
lementation challenges are other limitations. PRECINCT provides valu-
ble insights and recommendations, but ultimately, human decision-
aking plays a critical role in implementing mitigation strategies and

esponding to flood events. Effective communication and trust between
takeholders are essential for utilising PRECINCT’s recommendations ef-
ectively. PRECINCT’s reliance on real-time data and simulations could
ake it vulnerable to cyberattacks. Robust cybersecurity measures are
ecessary to protect the integrity of the system and the data it utilises.
eploying and maintaining a comprehensive framework in PRECINCT
an be resource-intensive and the blueprints proposed to alleviate these
urdens also need to be maintained. Careful consideration of costs and
enefits is essential, particularly for smaller communities. 

. Conclusions 

PRECINCT’s central idea is that the SG and DT both distinguish and
rack events within and across system boundaries, using ML principles.
he autonomous nature of the PRECINCT solution regarding detec-
ion (pattern matching and learning capabilities) and mitigation (DT
pproach) addressed limitations in existing systems to provide timely
nd ‘automated’ responses to cascading effects, to support automated
orensics and to provide improved protection measures for individual
Is. Based on the presented information, the following conclusions can
e drawn. 
17
A methodological framework was developed to facilitate quantifi-
ation of resilience (1) during normal operations, and (2) for threats
ith short-term or long-term impacts. The RI calculated before and after

vents based on the Use Cases from the LLs were defined before playing
he SG. The main function of the DT was to provide data (e.g. resilience
ndex; cascading effects; metadata; etc.) for use in the SG. The SG was
roposed as a training and learning tool for emergency responders and
I operators. 

The PRECINCT blueprints provided an approach for designing re-
sable CIP software assets by: (1) defining a reference architecture for
RECINCT components based on the outcomes of past CIP research
rojects, (2) describing the concreate implementations of these refer-
nce architectures using OASIS TOSCA and to manage their lifecycle in a
L, and (3) documenting the lessons learned during deployment to facil-
tate the maintainability, transferability of knowledge, and re-usability
f the PRECINCT components in different deployment scenarios. More-
ver, these PRECINCT blueprints were centralised in a repository to be
sed by CIP communities. 

elevance to resilience 

This paper presents a novel approach to improving the resilience of
ritical infrastructures using serious games and digital twins. The pro-
ided framework presents a holistic approach to critical infrastructure
ecurity and resilience management by considering the interdependen-
ies between critical infrastructures and the potential for cascading ef-
ects. The serious game and digital twin components of the framework
re particularly relevant to resilience in the following ways: 

• Serious games provide a novel and engaging platform for training
emergency responders and critical infrastructure operators on how
to respond to cyber-physical attacks and other disruptions. This helps
to improve their preparedness and response capabilities, which is
essential for mitigating the impacts of disruptive events on critical
infrastructures. 

• Digital twins provide a realistic simulation environment for assess-
ing the resilience of critical infrastructures under different scenarios.
This information can be used to develop and implement resilience
enhancement measures, such as identifying and addressing critical
vulnerabilities, developing contingency plans, and improving coor-
dination between critical infrastructure operators. 

In addition to the serious game and digital twin components, the
resented framework also introduces other features that are relevant to
esilience, such as: 

• A methodological framework for quantifying resilience under differ-
ent scenarios. 

• Reusable critical infrastructure protection software assets through
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