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ABSTRACT Federated learning (FL) performs collaborative training of deep learning models among
multiple clients, safeguarding data privacy, security, and legal adherence by preserving training data locally.
Despite the benefits of FL, its wider implementation is hindered by communication overheads and potential
privacy risks. Transiting locally updated model parameters between edge clients and servers demands high
communication bandwidth, leading to high latency and Internet infrastructure constraints. Furthermore,
recent works have shown that the malicious server can reconstruct clients’ training data from gradients,
significantly escalating privacy threats and violating regularizations. Different defense techniques have been
proposed to address this information leakage from the gradient or updates, including introducing noise to
gradients, performing model compression (such as sparsification), and feature perturbation. However, these
methods either impede model convergence or entail substantial communication costs, further exacerbating
the communication demands in FL. To develop an efficient and privacy-preserving FL, we introduce
an autoencoder-based method for compressing and, thus, perturbing the model parameters. The client
utilizes an autoencoder to acquire the representation of the local model parameters and then shares it
as the compressed model parameters with the server, rather than the true model parameters. The use
of the autoencoder for lossy compression serves as an effective protection against information leakage
from the updates. Additionally, the perturbation is intrinsically linked to the autoencoder’s input, thereby
achieving a perturbation with respect to the parameters of different layers. Moreover, our approach can
reduce 4.1 × the communication rate compared to federated averaging. We empirically validate our
method using two widely-used models within the context of federated learning, considering three datasets,
and assess its performance against several well-established defense frameworks. The results indicate that
our approach attains a model performance nearly identical to that of unmodified local updates, while
effectively preventing information leakage and reducing communication costs in comparison to other
methods, including noisy gradients, gradient sparsification, and PRECODE.

INDEX TERMS Deep learning, federated learning, data privacy, gradient compression, autoencoder.

I. INTRODUCTION

FEDERATED learning (FL) [1] is a promising frame-
work to address the challenges of privacy and data

security when training AI models for applications in,
for example, mobile Internet [2], healthcare [3], and
Internet of things [4], [5]. In the traditional centralized

learning, collecting sensitive data on a central server
raises concerns in terms of privacy and data ownership.
Instead, FL enables collaborative model training across
multiple decentralized clients while ensuring the privacy
and security of individual data, as Fig. 1 depicted. For
example, Google improved predictive text suggestions
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FIGURE 1. Illustration of federated learning, where θ represents the global model
maintained by the server, and {θ l,m

k |l = 1, . . . , L} denotes a set of model parameters
indexed by the layer id l, which are locally updated on the client k over m iterations.
FL involves the following steps: 1) The server shares the global model with
participants. 2) Each client updates the global model using its private data for m
iterations, as expressed in (2). 3) The clients transmit the updated model to the server.
4) The server aggregates all received models to form a global model for the
subsequent communication round.

in their G-keyboard using FL, without uploading users’
information [2].
However, the broad adoption of FL is hampered by

significant challenges, including communication overhead
and privacy concerns. The exchange of substantial gradient
volumes between the central server and edge clients entails
high communication rates, which impose bandwidth limi-
tations and latency issues. Moreover, recent studies have
shown that the sensitive information of user’s training data,
such as gender and age, can still be inferred from the
exchanged updates of model parameters [6], [7]. An alarm-
ing threat is Gradient Inversion Attacks (GIAs) [8], [9], [10],
which can directly reconstruct clients’ training data from
gradients, thereby posing serious privacy risks. GIAs begin
by initializing dummy data and calculating corresponding
dummy gradients using this data. The attack then proceeds
to optimize the dummy data by minimizing the distance
between the true and dummy gradients, ultimately enabling
the dummy data to closely approximate the original data.
To mitigate information leakage, particularly from

GIAs, several defense mechanisms have been explored,
including Secure Multi-Party Computation (SMC) meth-
ods [11], [12], [13], Differential Privacy (DP) methods [8],
[14], [15], [16], [17], [18], and the PRivacy EnhanCing
mODulE (PRECODE) strategy [19]. SMC methods enable
aggregating sensitive local updates into global updates
without disclosing these updates to a potentially malicious
server. However, SMC introduces significant computational
overhead, necessitating high computational capabilities at the
edge clients [20]. DP methods add calibrated noise to updates
before sharing, ensuring that these updates do not reveal
precise details about the training data. However, this exhibits
a balance challenge between model performance and privacy
and requires an extensive number of participating clients
to achieve model convergence. The PRECODE strategy
introduces a Variational Bottleneck (VB) [21] into the model
to obscure the data representation, thus hindering the attacks.
However, the inserted VB module significantly increases the

number of model parameters. Each of these methods further
substantially elevates the communication demands in FL.
To establish efficient communication with privacy

in FL, some works have explored data compression
methods, such as sparsification and quantization [8].
However, these methods confront a trade-off among model
performance, communication costs, and privacy preservation.
Quantization-based methods reduce data precision to lower
bit-widths, which decreases the risk of information leakage
and significantly lowers bandwidth needs. Nevertheless,
adopting half-precision floating points [22] does not ade-
quately safeguard training data. Conversely, using low-bit
representations like INT8 effectively reduces communication
costs and prevents data leakage but at the cost of considerable
model performance degradation [8]. Sparsification-based
methods [23], [24] reduce non-zero elements in local
updates by eliminating small data values. Likewise, achiev-
ing efficient communication and effective defense requires
aggressive sparsification rates, which may also impede
training convergence [8].
In this work, we aim to explore an efficient and

privacy-preserving FL framework to address the afore-
mentioned gap. This framework should: (1) entail a low
communication overhead, (2) maintain the final model’s
performance despite reduced transmitted information, and
(3) protect against information leakage, especially from
malicious servers applying GIAs. To fulfill these goals, we
employ a lightweight autoencoder to compress (perturb)
the local model parameters. By transmitting compressed
model parameters through an autoencoder to the server,
our approach significantly reduces the communication rate
(by 4.1× compared to vanilla FL) and outperforms other
defense strategies. In the local training phase, we apply
perturbations to the updated model parameters using the
autoencoder’s lossy compression in each iteration, which
obstructs GIAs deployed by malicious servers. Notably, this
autoencoder-based perturbation’s level is directly related to
the autoencoder’s input (i.e., model parameters), circum-
venting the limitations of noisy gradient and sparsification
approaches that require a manually predetermined level
of perturbation which is hard to choose. We empirically
validate our proposed method using two classical models
in FL. We train the models using three datasets, both
partitioned in independent and identically distributed (IID)
and non-independent and non-identically distributed (non-
IID) manner. Our method’s performance is compared against
several established defense mechanisms, including noisy
gradient, gradients sparsification, and PRECODE. The exper-
imental results indicate that our method achieves model
performance comparable to that of unaltered local updates,
while significantly reducing the communication rate and
preserving privacy when compared to the aforementioned
approaches.
The remainder of the paper reads as follows: Section II

discusses background and reviews related work, Section III
elaborates on the proposed framework, Section IV
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presents our experiments, and Section V draws our
conclusion.

II. BACKGROUND AND RELATED WORK
This section discusses background and related work in feder-
ated learning (Section II-A), gradient leakage (Section II-B),
defence mechanisms (Section II-C) and compression in FL
(Section II-D).

A. THE FEDERATED LEARNING APPROACH
Assume a collection of decentralized clients participating in
the FL process [1], indexed by k = 1, 2, . . . ,K. Each client
has a local dataset Dk. The objective is to train a global
deep learning model f (θ; ·), which consists of L layers,
by optimizing its parameters θ . The layer’s parameters are
indexed by the corresponding layer’s id l = 1, . . . ,L. The
training process utilizes data from distributed clients and
involves message exchanges across T communication rounds.
FL [1] reduces the information transferred during training by
performing stochastic gradient descent (SGD) update locally
at the client before sending the aggregated model update to
the server. This optimization problem can be expressed as
follows:

argmin
θ

K∑

k=1

|Dk|
|D| · L(f (θ; ·);Dk), (1)

where | · | denotes the cardinality of a set, and L is the
loss function. To facilitate communication, at each training
round, a subset C of c% of the total number of clients
participates in collaborative learning. The server shares the
global model with the selected clients in C, which in turn
perform local updates of each layer l in each iteration i =
1, . . . ,m by optimizing locally the loss function using their
local dataset Dk:

θ
l,i+1
k = θ

l,i
k − η∇

θ
l,i
k
L

(
f ({θ l,ik |l = 1, . . . ,L}; ·),Di

k

)
, (2)

with η and i denoting the learning rate and the iteration index,
respectively, and Di

k and {θ l,ik |l = 1, . . . ,L} being the mini-
batch at iteration i and a set of model parameters indexed
by layer’s id l. Then, the clients send the set of updated
parameters {θ l,mk |i = 1, . . . ,L} back to the server, which
then updates the global model parameter of each layer l as
follows:

1

|C|
∑

k

θ
l,m
k . (3)

Two prominent algorithms are used in FL: in FedSGD
a single local update is performed (m = 1), whereas
in FedAvg multiple local updates are executed (m > 1)

at the selected clients. Both algorithms allow clients to
send either gradients or model parameters to the server,
which are functionally equivalent since gradients can be
analytically derived from the parameters, and vice versa.
Notable, As clients perform a number of local updates,
FedAvg reduces the number of global communication

rounds, thereby lowering communication costs. Conversely,
FedSGD is more vulnerable to gradient inversion attacks (see
Section III-B), leading to increased information leakage from
gradients.

B. PRIVACY LEAKAGE IN FEDERATED LEARNING
By using the updated model parameters received from
clients, a malicious server can analytically calculate gradients
and thus reconstruct the clients’ local training data through
these gradients [8], [9], [10], [25], [26], [27]. Deep Leakage
from Gradient (DLG) [8] reconstructs the training data by
minimizing the distance between the true gradient and the
gradient backpropagated using the reconstructed data. This
can be formulated as:

x′, y′ = min
(x′,y′)

d
(∇L(f (θ; ·), x′, y′),∇θ

)
, (4)

where x′ and y′ are the dummy input data and the
dummy label, L is the model’s loss function, and ∇θ and
∇L(f (θ; ·), x′, y′) are the received gradient and the gradient
obtained with the dummy data and labels, respectively,
and d denotes a distance metric (the Euclidean distance in
DLG [8]), respectively. As shown in (4), a malicious server
could optimize a dummy input x′ and a dummy label y′
for several iterations, resulting in the reconstruction of the
training data without requiring any additional information.
Improved Deep Leakage from Gradients (iDLG) [25] derives
the true label from the sign of gradients in the last layer of the
model, when the batch size is one. This approach replaces the
dummy label y′ with the true label y in (4), further enhancing
the reconstruction quality. The study in [26] reported that
DLG is highly sensitive to the initialization of dummy data
and showed that using data from the same class as the
dummy input benefits the reconstruction attack. Inverting
Gradient Attack (IGA) [9] showed that most gradients from
a trained model are very close to zero for different inputs,
posing a challenge for DLG to distinguish them when using
the Euclidean distance in (4). Therefore, [9] introduced
the cosine distance, to measure the direction rather than
the magnitude between the true gradient and the dummy
gradient, and a Total Variation (TV) regularizer [28] on the
dummy data x′. The authors of [9] also proved that the input
to any fully connected layer can be recovered analytically,
which implies that the Multi-Layered Perceptron (MLP) is
more vulnerable to attacks compared with other models,
such as Convolutional Neural Networks (CNNs). All afore-
mentioned attack algorithms can target FedAvg by trying to
reconstruct a sequence of training data from the summed
gradients (final updated parameters). However, these attack
algorithms typically reveal more information when target-
ing FedSGD due to simpler reconstruction optimization
process (see Eq. (4)), which makes reconstructing single
image batch from its gradients easier. Thus, compared to
FedAvg, FedSGD generally results in greater information
leakage [8].
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C. DEFENSE AGAINST PRIVACY LEAKAGE
Several defense mechanisms against information leakage
in FL have been proposed. The efficacy of the privacy-
preserving approach is assessed using parameters (gradients)
from a single update (FedSGD). This is because the quality
of reconstruction in FedSGD sets the minimum baseline for
defense efficacy. Cryptographic protocols, such as secure
multi-party computation (SMC) [11], [12], [13], distribute
the computation across multiple parties while preserving the
privacy of each party’s data. Cryptographic methods ensure
that no individual party can access the data of other parties.
However, executing complex cryptographic operations across
multiple parties requires significant computational resources
and results in a considerable computational overhead.
Differential privacy (DP) methods [14] add random noise
into the gradient, offering rigorous privacy protection guaran-
tees, establishing a tradeoff between model performance and
information leakage [16]. The study in [17] introduced a new
DP perturbation mechanism with a time-varying noise ampli-
tude, aiming to enhance the privacy protection of FL while
simultaneously maintaining the ability to adjust the learning
performance. However, DP-based methods require a substan-
tial number of participants in the training to achieve model
convergence and it faces a trade-off challenge between model
performance and information leakage [16]. Soteria [20]
introduced perturbations to the data representation obtained
from fully connected layers to severely degrade the recon-
structed data’s quality while maintaining the FL performance.
However, a malicious server could bypass the perturbation
by simply dropping the perturbed layer, resulting in a perfect
reconstruction of the training data [29]. The study in [19]
introduced a data representation perturbation method, coined
PRivacy EnhanCing mODulE (PRECODE), which inserted a
Variational Bottleneck (VB) [30] into the model architecture
between the feature extractor and the fully-connected layers.
The VB projected the data representation into a sampling
space and produced a similar but distinct representation.
PRECODE aimed to prevent information leakage from the
training data by creating a gap between the projected and true
representation. However, it modifies the model architecture
to accommodate the insertion of a VAE bottleneck, resulting
in additional computation and communication overhead.
Moreover, [29] showed that the training data can be perfectly
reconstructed from MLP models irrespective of PRECODE.
These methods notably escalate communication costs in FL,
further exacerbating bandwidth and latency issues.
Data compression can also prevent leakage information.

Gradient quantization [31] approximates gradients using a
lower number of bits than full precision. The reduction
in precision can lead to a loss of information, potentially
impacting both the convergence of the model and the
possibility of information leakage. The study of [8] revealed
that using a half-precision float proposed in [22] failed to
protect the training data adequately. On the other hand,
utilizing a low-bit representation like INT8 successfully
prevented data leakage but resulted in a significant drop in

the model’s performance. Gradient sparsification [23], [24]
aims to reduce the number of non-zero elements in gradient
updates before transmitting. By identifying and removing
these small gradient values, sparsification effectively reduces
the overhead of communication. However, the authors of [8]
showed that only a high sparsification rate can achieve
desirable defensive performance, which in turn can hin-
der the training convergence. The aforementioned methods
depend on manually predetermined hyper-parameters (e.g.,
sparsification ratio) and thus face an inherent trade-off
between model performance, communication costs, and
privacy preservation.

D. EFFICIENT COMMUNICATION IN FEDERATED
LEARNING
One objective of Federated Learning (FL) is to minimize
communication costs during the training of deep learning
models; therefore, the communication efficiency and model
performance are typically evaluated under the FedAvg
algorithm. FL involves a substantial communication cost
across numerous clients and servers, resulting in bandwidth
requirements and delays. Various compression techniques
such as quantization and sparsification are commonly applied
on top of FedAvg [1] to reduce the information rate further.
The method in [32] proposed quantizing the clients’ updates
before uploading to the parameter server. Alternatively,
the study in [33] proposed moving momentum and error
accumulation from clients to the central aggregator using
a count sketch randomized data structure. Therefore, the
gradients can be randomly projected several times to lower-
dimensional spaces, such that high-magnitude elements can
later be approximately recovered.
In our earlier research on distributed training, denoted as

Learned Gradient Compression (LGC) [34], [35], we intro-
duced a machine-learning method for compressing gradients
before transmission. LGC involved training an autoencoder
as the compression model using a representative set of
gradients, preserving crucial information while reducing
update sizes. Our work demonstrated the autoencoder’s
ability to compress gradients without compromising model
performance, even when training deep convolutional neu-
ral networks (CNNs) like ResNet-101 [36] on large-scale
datasets such as ImageNet [37]. Moreover, our work showed
that an autoencoder could achieve rapid convergence with a
minimal number of training iterations (around 200) in the
distributed training approach. LGC focuses on enhancing
communication efficiency through gradient compression in
distributed training scenarios. In contrast, our emphasis in
this work lies in privacy preservation achieved through
lossy compression. This involves perturbing local model
parameters within an autoencoder framework explicitly
designed for FL.

III. PROPOSED METHOD
This section elaborates on the proposed privacy-preserving
FL framework, describing the learned parameter compression
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FIGURE 2. Illustration of the proposed federated learning approach. It involves the following steps: 1) The server shares the global model with participants. 2) Each client
updates the global model using its private data for m iterations and uses the pre-trained autoencoder to perturb (compress) the model parameters in every iteration, as
expressed in eq. (11). 3) The clients share the compressed model with the server per eqs. (5) and (6). 4) The server reconstructs the model and aggregates all received models to
form a global model for the subsequent communication round.

method (Section III-A), the architecture of the autoencoder
we consider (Section III-B), and the way we apply learned
parameter compression into FL (Section III-C). Figure 2
depicts the overview of our method.

A. LEARNED PARAMETER COMPRESSION
In the classical FL system, discussed in Section II-A,
consider a set of model parameters, denoted as {θ l,ik |l =
1, . . . ,L}, each representing the parameters of the lth layer
of the model in the ith iteration at client k. In our approach,
these parameters are initially transformed into 1D vectors,
that is:

�
l,i
k = flatten

(
θ
l,i
k

)
, (5)

where flatten(·) denotes the flattening function and
�
l,i
k is the resulting parameter vector. At client k an

autoencoder, comprising an encoder φkE and a decoder φkD, is
used to compress the model parameters per local iteration.
Specifically, the encoder φkE compresses the flattened model
parameter �

l,i
k into a lower-dimensional representation,

ζ
l,i
k = φkE

(
�
l,i
k

)
= φkE

(
flatten

(
θ
l,i
k

))
. (6)

Depending on the training stage (see Section III-C), the
compressed representation is either sent to the server, where
it is decoded and aggregated with the decoded parameters
from the other clients, or decoded locally at client k, leading

to a perturbed version that is used in the subsequent local
iteration. Concretely, in the latter case, the decoder at
client k performs lossy reconstruction of the flattened model
parameters:

�̂
l,i
k = φkD

(
ζ
l,i
k

)
= �

l,i
k + ε

l,i
k , (7)

where ε
l,i
k denotes the reconstruction error with respect to the

input �
l,i
k . The reconstructed parameters are then reshaped

back and replace the original, uncompressed, parameters:

θ̂
l,i
k = reshape

(
�̂
l,i
k

)
, (8a)

θ
l,i
k ← θ̂

l,i
k . (8b)

The compression error ε
l,i
k by the autoencoder acts as a

perturbation on the model parameters applied per local
iteration, serving as a method to obscure the real update
information and hinder an attacker’s ability to reconstruct
the training data. As we will show in Section IV, this
compression error does not hinder training convergence
and model performance. Moreover, as the clients exchange
low-dimensional (compressed) representation of the model
parameters the communication cost across the clients and
the server is reduced.

B. AUTOENCODER ARCHITECTURE
We propose using an one-dimensional (1D) convolutional
kernel for the construction of the autoencoder model,
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TABLE 1. Architecture of the Convolutional Layers of the Encoder.

TABLE 2. Architecture of the Convolutional Layers of the Decoder.

operating on flattened parameter tensors. Following this
approach, enables compressing the parameters of various
deep learning models irrespective of the size of the model.
Furthermore, using an 1D convolutional kernel offers a
reduction in the autoencoder parameters by approximately
60% compared to a 2D convolutional kernel [34], thereby
mitigating the risk of overfitting and reducing encoding
and decoding latency, complexity and memory footprint. In
this work, the encoder of the autoencoder compresses the
parameter vectors through a series of five 1D convolutional
kernels, each followed by a leaky-ReLU [38] activation
function (see Table 1). The decoder (whose architecture is
given in Table 2) consists of five 1D deconvolutional kernels,
each also followed by a leaky-ReLU activation function, and
concludes with a 1D convolutional kernel of size one.

C. PROPOSED FEDERATED LEARNING PROCESS
Consider a decentralized environment comprising K clients,
indexed by k, the objective is to train a deep learning model
(with layers l = 1, . . . ,L) using FL, specifically FedAvg as
detailed in Section II-A. In each communication round t =
1, . . . ,T , the server selects a subset C clients to participate
the training. The client k ∈ C trains the global model
disseminated by the server across m local iterations.
In the first communication rounds, each client experiences

rapid changes in the model parameters during its initial
local iterations [39]. We use the terms warming-up rounds
and warming-up iterations to refer to the initial communi-
cation rounds and the local iterations therein, respectively.
Applying compression to the parameters updated during
the warming-up iterations may detrimentally affect model
performance. Therefore, in line with alternative decentralized
training methods [34], [39], [40], we do not apply com-
pression during the warming up iterations. Instead, during
the warming-up iterations each client trains (in the first
communication round that the client participates) or fine-
tunes (in subsequent communication rounds that the client

participates) its client-specific autoencoder to be used for
parameter compression in the subsequent iterations. In what
follows, we describe how we train and use the autoencoder
in the different stages, namely, initialization, warming-up
communication rounds, and regular communication rounds,
of the FedAvg process.

1) INITIALIZATION

Before initiating the FL process, the server initializes a global
model, and each client k initializes an autoencoder per the
architecture outlined in Section III-B. This initial version of
the autoencoder is stored locally at the client.

2) WARMING-UP COMMUNICATION ROUNDS

During the warming-up communication rounds, t =
1, . . . ,Tw − 1, and for a number of warming-up iterations,
i = 1, . . . ,mw − 1, each participating client loads and fine-
tunes the local autoencoder.1 This fine-tuning process utilizes
each layer of model parameters θ

l,i
k at every iteration and is

described as follows:

φkE = φkE − λ∇φkE
Lrec

(
φkE, φ

k
D, θ

l,i
k

)
, (9a)

φkD = φkD − λ∇φkD
Lrec

(
φkE, φ

k
D, θ

l,i
k

)
, (9b)

where λ represents the learning step of the autoencoder
training. The loss function for the autoencoder training is the
mean squared error (MSE) between the actual and predicted
parameters:

Lrec
(
φE, φD, θ

l,i
k

)
= ||�̂l,i

k −�
l,i
k ||22. (10)

As will be shown in Section IV, mw = 30 warming-up
iterations per client can lead to a well-trained autoencoder.
After these iteration, the autoencoder is stored locally for
usage in future rounds. Algorithm 1 depicts the proposed
FL process during the warming-up iterations.
In the rest of the local iterations during the warming-

up communication rounds, i = mw, . . . ,m, the local model
updates become stable and are effectively learned by the
autoencoder. Thus, the autoencoder is capable of perturb-
ing the model parameters without compromising model
performance. After each training iteration, the original model
parameter θ

l,i
k is replaced with the reconstructed parameter

θ̂
l,i
k , obtained from the autoencoder as detailed in (5), (6), (7),
and (8). Concretely, the client estimates the next iteration’s
model parameters using the reconstructed model parameters
from the previous iteration θ̂

l,i
k , rather than the original

parameters θ
l,i
k , that is:

θ̂
l,i
k = reshape

(
φkD(φkE(flatten(θ

l,i
k )))

)
; (11a)

θ
l,i+1
k = θ̂

l,i
k − η∇

θ̂
l,i
k
L

(
f ({θ̂ l,ik |l = 1, . . . ,L}; ·),Di

k

)
, (11b)

where η and Di
k denote the learning rate of the model

and the mini-batch at iteration i, respectively. Algorithm 2

1We use Tw and mw to denote the number of warming-up communication
rounds and iterations, respectively.
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Algorithm 1 Warming-up Iteration Training by the Client

Require: Pre-saved autoencoders φkE, φ
k
D for each client

k; received model parameters θ
l,0
k indexed by layer l

from the server; learning step of the model η; model’s
loss function L(·); learning step of autoencoder λ;
loss function of autoencoder Lrec; the mini-batch Di

k at
iteration i, respectively.

1: for each client k do
2: Load pre-saved autoencoders φkE, φ

k
D

3: for i in warming-up iterations do
4: loss = L(f ({θ l,i−1

k |l = 1, . . . ,L}; ·);Di−1
k )

5: for l = 1 to L do
6: θ

l,i
k ← θ

l,i−1
k − η∇

θ
l,i−1
k

loss

7: φkE ← φkE − λ∇φkE
Lrec(φkE, φ

k
D, θ

l,i
k )

8: φkD← φkD − λ∇φkD
Lrec(φkE, φ

k
D, θ

l,i
k )

9: end for
10: end for
11: Store the fine-tuned autoencoder φkE, φ

k
D locally

12: end for
Ensure: Fine-tuned autoencoders φkE, φ

k
D

Algorithm 2 Regular Iteration Training by the Client

Require: Pre-saved autoencoders φkE, φ
k
D for each client k;

model parameters θ
l,0
k indexed by layer l; learning step

of the model η; learning step of autoencoder λ; loss
function of the model L(·); the mini-batch Di

k at iteration
i, respectively.

1: for each client k do
2: Load pre-saved autoencoders φkE, φ

k
D

3: for i in regular iterations do
4: for l = 1 to L do
5: θ

l,i
k ← reshape(φkD(φkE(flatten(θ

l,i
k ))))

6: end for
7: loss = L(f ({θ l,ik |l = 1, . . . ,L}; ·),Di−1

k )

8: for l = 1 to L do
9: θ

l,i
k ← θ

l,i−1
k − η∇

θ
l,i−1
k

loss

10: end for
11: end for
12: end for
Ensure: Locally Trained model

illustrates the training process during the regular iterations
in the warming-up communication rounds.
At the end of each warming-up communication round,

that is, after completing m local training iterations, the
clients share the perturbed parameters θ̂

l,m
k with the server.

The server then updates the parameters per layer per (3)
and shares the updated model with the clients. Note that
during the warming-up communication rounds the model
parameters change rapidly thereby sending the compressed
representations (instead of the perturbed version) does not
lead to good model performance.

Algorithm 3 Global Model Aggregation by the Server

Require: Pre-received decoders φkD and received com-
pressed model parameters ζ

l,i
k indexed by layer l from

each client k; C is the total set of participants, where k ∈
C, the set of new model parameters θnew, respectively.

1: for each layer l do
2: θ l = 0
3: for each client k do
4: θ l = θ l + reshape(φkD(ζ

l,i
k ))

5: end for
6: θ l = θ l/|C|
7: θnew.append(θ l)
8: end for

Ensure: a set of new global model parameters θnew indexed
by layer’s id

3) REGULAR COMMUNICATION ROUNDS

At the conclusion of the warming-up rounds, specifically at
t = Tw − 1, the clients share the trained decoders φkD of
the local autoencoder with the server. After participating in
training for Tw rounds, the change in the model parameters
at the clients becomes stable, and the autoencoders have
been effectively trained. Therefore, in the remaining regular
communication rounds, t = Tw, . . . ,T , the clients only need
to transmit the compressed model parameters, allowing the
server to reconstruct the model on the server side meanwhile
reducing the communication costs.
Specifically, during the local iterations i = 1, . . . ,m of a

regular communication round, the original model parameters
θ
l,i
k are replaced and by the locally reconstructed (perturbed)
parameters θ̂

l,i
k , aligning with the process described in

Section III-C2 (see Algorithm 2). After the completion of m
local training iterations, the clients share their compressed
model parameters ζ

l,m
k with the server. Once the server

receives the compressed model parameters ζ
l,m
k , for the

participating clients k = 1, . . . ,K, it reconstructs them
utilizing the corresponding decoders φkD [see (10) and (8)].
The server then updates the global model parameters of
layer l to:

1

|C|
∑

k∈C
reshape

(
φkD(ζ

l,i
k )

)
(12)

Algorithm 3 elaborates on the process of reconstructing and
aggregating the model parameters by the server.

IV. EXPERIMENTS
In this section, we evaluate our approach in terms of model
performance, information leakage, and communication rate.

A. EXPERIMENTAL SETUP
The experimental settings, which follow prior studies [8],
[19], [20], [25], [41], are detailed below.
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Models: We evaluate our approach regarding the model
performance and privacy by using two models commonly
employed in FL, namely (1) LeNet [8], [9], [25]: comprises
a sequence of three convolutional layers with Sigmoid
activations. The first layer takes input and applies 12
convolutional filters with a kernel size of 5, using a stride
of 2. Subsequent convolutional layers also apply 12 filters
under similar parameters, with the final layer utilizing a stride
of 1. Following the convolutional components, the network
flattens the output and passes it through a fully connected
layer, mapping to the desired number of classes, and (2)
Multilayer Perceptron (MLP) [19], [42]: consists of three
layers, with a hidden dimension of 256. Since the input to
any fully connected layer can be recovered analytically [9],
such an MLP model is widely adopted to show the upper
bound of privacy leakage.
FL Tasks and Datasets: We consider three widely-

discussed FL tasks, including (1) Zalando’s article images
classification task on the Fashion-MNIST dataset [43]: which
contains a collection of 70,000 grayscale clothing images,
divided into a training set of 60,000 samples and a test set
of 10,000 samples. Each image has a resolution of 28 × 28
pixels and belongs to one of 10 classes, (2) 10-class images
classification task on the CIFAR-10 dataset [44]: which
consists of a collection of 60,000 color images, divided into
a training set with 50,000 images and a test set with 10,000
images. Each image has a resolution of 32×32 pixels and is
labeled with one out of ten different classes, and (3) 100-class
images classification task on the CIFAR-100 dataset [44]:
which has 100 classes with 20 superclasses. We evaluate the
model performance on both IID and non-IID data partition
settings, where the partitions align with the setting in [1].
FL Implementation: The experiments are conducted on

a single machine equipped with two GeForce RTX 3090
Ti GPUs and 128 GB of RAM. Random seeds are set to
1234 for reproducibility. For all FL tasks, we conduct 500
communication rounds, involving synchronization between
the server and 100 clients. The local training configurations
vary, with models undergoing either 1 or 10 epochs of local
training at each client before aggregation. In terms of our
approach, as detailed in Section III, we set the warming-up
rounds Tw to 35 for each client, and the fine-tuning process
for the client’s autoencoder entails using updates twice over
a span of 30 iterations (mw = 30).
Attacks: To evaluate privacy leakage, we attempt recon-

structing 128 randomly sampled training data by using
two well-established gradient inversion attacks, namely (1)
Deep Leakage from Gradients (DLG) [8]: employs MSE
as the gradient matching loss, and (2) Inverting Gradients
Attack (IGA) [9] utilizes negative cosine similarity loss
as the gradient matching loss with TV as the image
prior regularization. For both attack algorithms, the Adam
optimizer is leveraged to optimize the dummy training data
over 7,000 iterations with an initial learning rate of 0.1,
reduced by 10% at milestones of 1

8 ,
3
8 , and

7
8 of the total

iterations. We have not considered attack algorithms, such as

GradInversion [10], which requires the additional statistics
of data as this contradicts the basic concept of FL [45].
Baselines: We compare our method with three established

baseline approaches, including (1) Noisy Gradient (NG) [14],
incorporating two levels of Gaussian noise into the gradients,
generated by considering zero means and standard deviations
of 10−1 and 10−2. These levels are respectively denoted
as NG-10−1 and NG-10−2, (2) Gradient Sparsification
(GS) [8], retaining the top 10% and 30% of significant
gradients, while assigning zero to the remaining gradients;
we refer to these configurations as GS-90% and GS-
70%, respectively and (3) PRivacy EnhanCing mODulE
(PRECODE) [19], appending a variational bottleneck [21]
after the feature extractor in the LeNet model and the first
two layers in the MLP model.
Evaluation Metrics: To assess our proposed FL frame-

work’s effectiveness, we measure the top-1 accuracy across
various FL tasks to determine model performance. For
communication efficiency, we report the Compression Ratio
(CR), which expresses the ratio between the original and
compressed data sizes. To evaluate privacy, we quantify
information leakage using four metrics: (1) Mean Squared
Error (MSE↑), indicating the average squared error between
pixels of original and recovered images; (2) Peak Signal-
to-Noise Ratio (PSNR↓), measuring the maximum potential
power of an image against the power of corrupting noise
in decibels (dB); (3) Structural Similarity (SSIM↓) [46],
assessing similarity based on structural, luminance, and
contrast differences; and (4) Attack Success Rate (ASR↓),
defined as the rate of successful image reconstructions with
an SSIM value of at least 0.6 [19], [26]. Lower values of
PSNR, SSIM, and ASR alongside a higher MSE suggest a
better privacy protection.

B. MODEL PERFORMANCE EVALUATION
The performance of the model is evaluated using the FedAvg
algorithm. Tables 2, 4, and 5 report the top-1 accuracy
achieved by the MLP and LeNet with different defense
methods on the Fashion-MNIST, CIFAR-10, and CIFAR-
100 dataset, respectively. Bold numbers denote the best
performance and underlined numbers indicate the second-
best performance. B and E refer to the batch size and local
number of epochs. To demonstrate the impact of the different
defenses on model performance, we utilize two different
batch sizes: a small batch size of 8 and a large batch
size of 64. Our framework shows competitive performance
across various models and partitions. The accuracy achieved
by our approach is nearly close to the baseline (FedAvg).
Consistent with the observations reported in [14], noisy
gradient with a high noise level (σ = 10−1) leads to a
considerable decrease in accuracy; for example, in the case
of the MLP model trained on the non-IID partition of
Fashion-MNIST with a batch size of 64 and 8, the accuracy
drops by 18.73% and 15.39%, respectively. In contrast,
our proposed method exhibits only a marginal decrease
of 1.14% and 0.51% in accuracy. When applying high
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TABLE 3. Top-1 Accuracy in Federated Learning of the MLP and LeNet on Both the IID and Non-IID Fashion-MNIST Dataset.

TABLE 4. Top-1 Accuracy in Federated Learning of the MLP and LeNet on Both the IID and Non-IID CIFAR-10 Dataset.

sparsification (90%), we observe a significant degradation
in the performance of LeNet on CIFAR-10 and CIFAR-100.
Specifically, when using a batch size of 64, the accuracy
of LeNet drops by 6.27% and 6.34% on CIFAR-10 for
the IID and non-IID partitions, respectively. In contrast,
our framework experiences only a minimal loss of 0.32%
and 1.50% in accuracy for the same setting. The results
reveal that applying gradient sparsification of (70%) and
noisy gradient with a low noise level (σ = 10−2) leads
to the best model training performance most of the times.
However, as we will see in Section IV, these configurations
do not effectively prevent the reconstruction of training data
from local updates. Furthermore, PRECODE exhibits limited
accuracy robustness, particularly when dealing with non-IID
data and smaller batch sizes. When training LeNet on the
Fashion-MNIST and CIFAR-10 datasets with a batch size
of 8, PRECODE achieves accuracy levels of only 10.91%
and 10.87%, respectively, underlying its inability to maintain
satisfactory performance under these conditions.

C. COMMUNICATION COSTS
The communication cost is computed when utilizing the
FedAvg algorithm. Tables 6 and 7 report the compression
ratio (CR) of all defenses as an ancillary evaluation. CR is
defined as

CR = size
(
θoriginal

)
/size

(
θcompressed

)
, (13)

where θoriginal and θcompressed are the uncompressed model
and the compressed model by each defense approaches,
respectively; the size(·) function computes the size of the

TABLE 5. Top-1 accuracy in federated learning of LeNet on IID CIFAR-100.

TABLE 6. Compression Ratio (CR) of Various Defenses.

TABLE 7. Compression Ratio (CR) of Various Models on Different Datasets Using
PRECODE.

parameters. The number of parameters of the decoder φD of
our autoencoder is 72,352, resulting to a size of 289, 408
bytes, which is only transmitted once. The compression ratio
results in Table 6 and 7 indicate that our framework can
achieve a 4.1× compression ratio compared to the FedAvg
method while at the same time maintaining privacy (as we
will discuss in Section IV On the contrary, PRECODE incurs
a communication rate that is 34.8 times greater than FedAvg
when employed to LeNet on the Fashion-MNIST dataset.
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FIGURE 3. The top-1 accuracy of LeNet, trained with a batch size of 64, is plotted against the compression ratio (CR). The CR is calculated as per (13). The results are
presented for (a) Fashion-MNIST, (b) CIFAR-10, and (c) CIFAR-100, where the data is split IID in the participating clients.

TABLE 8. Evaluation of the Defense Effectiveness of Untrained Models on the Fashion-MNIST Dataset.

TABLE 9. Evaluation of the Defense Effectiveness of Untrained Models on the CIFAR-10 Dataset.

Fig. 3 depicts the top-1 accuracy of LeNet trained with a
batch size of 64 plotted against the CR for various datasets
(IID splits). Our work achieves the best trade-off between
communication rate reduction and model accuracy compared
to all other methods.

D. DEFENSE RESULTS
Consistent with the established practices in this research
field [8], the effectiveness of the defense is assessed
using FedSGD [1], attributed to the simpler task of data
reconstruction from a single update [8]. Consequently, the
quality of reconstruction in FedSGD sets the minimum
baseline for defense efficacy.

1) INFORMATION LEAKAGE FROM UNTRAINED MODELS

When machine learning models are trained from scratch in
FL, the magnitude of the gradient is generally large, making

it easier to infer the training data [9]. Therefore, following
the settings in [8], [9], [19], [20], we first evaluate the
privacy-preserving capability of our approach for untrained,
randomly initialized models. For a given test data sample, we
perform a single training iteration of a randomly initialized
model (LeNet or MLP) using this data sample and obtain
the updated model parameters. Then, we use the updated
model parameters to train the autoencoder using 100 SGD
iterations. Subsequently, we employ the trained autoencoder
to compress the model parameters and then attempt to
reconstruct the training data using the decompressed model
parameters. It is clear that the autoencoder is overfitting in
this case, resulting in a lower bound for privacy preservation.
Tables 8, 9, and 10 report information leakage results

when attacking LeNet and MLP using DLG and IGA on
the Fashion-MNIST, CIFAR-10, and CIFAR-100 datasets,
respectively. The first number represents the metric achieved
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FIGURE 4. Reconstruction results on the Fashion MNIST, CIFAR10, and CIFAR100 datasets for the initialized LeNet model and different defense mechanisms.

TABLE 10. Evaluation of the Defense Effectiveness of Untrained Models on the
CIFAR-100 Dataset.

FIGURE 5. Reconstruction results on the CIFAR-10 by using Bayesian Framework
for Gradient Leakage [29].

using DLG, and the second number corresponds to the metric
obtained using IGA. The bold numbers denote the best
performance and the underlined numbers indicate the second-
best performance. The results show that without privacy
protection (FedAvg), both attacks can effectively reconstruct
the data. When using high sparsification (90%) with gradient
sparsification or high noise level within noisy gradient
(NG-10−1), the data can be effectively protected. However,
as discussed in Section IV-B, these methods significantly
impact the model’s performance. Conversely, the data can be
attacked when using low noise level (NG-10−2) with noisy
gradient. In the case of MLP, neither high sparsification
(90%) in gradient sparsification nor noisy gradient with a
significant noise level (NG-10−1) effectively prevent data
leakage. PRECODE leads to non-convergence for non-IID
data when employed with small batch sizes, particularly
when training CNN models. Moreover, a malicious server
could circumvent the defense of PRECODE by using the
attack proposed in [29] if the model is fully-connected. The
training data can be analytically reversed by multiplying the
gradient of weights and biases in the first layer.

TABLE 11. Evaluation of the Information Leakage on MLP Models for the
Fashion-Mnist and CIFAR Datasets by using IGA in the warming-up round.

Fig. 4 depicts visual examples of reconstructed data
samples. noisy gradient and gradient sparsification tech-
niques are ineffective in concealing information from the
gradients. However, our framework successfully removes
nearly all useful information, resulting in the attacker being
able to reconstruct only a highly blurred dummy image.
Fig. 5 depicts the reconstruction results using the attack
in [29], which successfully circumvents the PRECODE
defense mechanism in the MLP model. Contrarily, our work
demonstrates effective countermeasures against such forms
of attacks.

2) INFORMATION LEAKAGE FROM TRAINED MODELS

We also examine the effectiveness of various defenses in
preventing privacy leakage during both the warming-up and
regular rounds. Specifically, training data are inverted after
5 (warming-up) and 40 (regular) training communication
rounds. We select a client randomly and acquire 128 local
training data samples, which are then organized into batches
of 8 for updating model parameters. The model parameters
are compressed and decompressed by the autoencoder and
used to reconstruct the data batch using the corresponding
attack.
Warming-Up Round: Table 11 reports the results of

information leakage when attacking the locally trained MLP
model using IGA on the Fashion-MNIST and CIFAR-10
in the 5th round, respectively. The results obtained with
noisy gradient and gradient sparsification are consistent
with those reported in Section IV-D2, while our approach
is the most effective in protecting information. Fig. 6
depicts visual examples of data reconstructed from attacking
the MLP model. It is clear that intentionally perturbing
model parameters with an autoencoder during local training
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FIGURE 6. Reconstructed training data including, (a) Fashion-MNIST and (b) CIFAR-10, from the gradient of trained MLP, in the warming-up round.

FIGURE 7. The top-1 accuracy of MLP, trained with a batch size of 64, is plotted
versus the Structural Similarity Index Measure (SSIM) of the reconstructed training
data across various datasets (IID splits), which includes (a) Fashion-MNIST and
(b) CIFAR-10 datasets.

iterations can act as a defense mechanism against gradient
inversion attacks, aligning with our motivation.
Regular Round: Table 12 reports a quantitative evaluation

of information leakage for the locally trained MLP model
on the Fashion-MNIST dataset in the 40th round. By
checking the SSIM values, it’s evident that our approach
still effectively safeguards information and does not exhibit
information leakage in rounds of the regular phase.
Balancing Privacy and Model Performance: Fig. 7 illus-

trates the top-1 accuracy of MLP, which is trained using

TABLE 12. Evaluation of the Information Leakage on MLP Models for the
Fashion-Mnist and CIFAR Datasets by using IGA in the regular round.

a batch size of 64, plotted against the SSIM of the
reconstructed training data by using IGA for various IID
datasets in the 5th round. Notably, our work secures the
highest level of privacy protection while simultaneously
preserving the model’s performance.

V. CONCLUSION
We proposed an autoencoder-based method to reduce com-
munication costs and safeguard neural network models
against the risk of information leakage during the exchange
of model updates in federated learning. We assessed our
method through experiments on two classical neural network
architectures and three datasets, considering scenarios with
both iid and non-iid data partitions. The evaluation encom-
passed two well-known gradient inversion attacks. When
contrasted with other defense strategies, including differen-
tial privacy, data compression, and PRECODE, our approach
stands out due to its ability to balance the communica-
tion overhead, privacy, and model performance effectively.
Our method achieves accuracy levels comparable to those
obtained during unprotected training and less communication
cost with a compression ratio of at least four times less
rate compared to federated averaging, while simultaneously
preventing information leakage.
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